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Preface

Having helped out with Linux From Scratch for a short time, | noticed that we were getting many gueries as to how
to do things beyond the base LFS system. At the time, the only assistance specifically offered relating to LFS were
the LFS hints (http://www.linuxfromscratch.org/hints). Most of the LFS hints are extremely good and well written
but | (and others) could still see aneed for more comprehensive help to go Beyond LFS - hence BLFS.

BLFS aims to be more than the LFS-hints converted to XML athough much of our work is based around the hints
and indeed some authors write both hints and the relevant BLFS sections. We hope that we can provide you with
enough information to not only manage to build your system up to what you want, whether it be a web server or a
multimedia desktop system, but also that you will learn alot about system configuration as you go.

Thanks as ever go to everyone in the LFS/BLFS community; especially those who have contributed instructions,
written text, answered questions and generally shouted when things were wrong!

Finally, we encourage you to become involved in the community; ask questions on the mailing list or news gateway
and joininthefun on#fsat irc.linuxfromscratch.org. Y ou can find more details about al of these in the Introduction
section of the book.

Enjoy using BLFS.

Mark Hymers
markh <at> linuxfromscratch.org
BLFS Editor (July 2001—-March 2003)

| still remember how | found the BLFS project and started using the instructions that were completed at the time.
| could not believe how wonderful it was to get an application up and running very quickly, with explanations as
to why things were done a certain way. Unfortunately, for me, it wasn't long before | was opening applications that
had nothing more than "To be done" on the page. | did what most would do, | waited for someone else to do it. It
wasn't too long before I am looking through Bugzilla for something easy to do. Aswith any learning experience, the
definition of what was easy kept changing.

We still encourage you to become involved as BLFS is never really finished. Contributing or just using, we hope
you enjoy your BLFS experience.

Larry Lawrence
larry <at> linuxfromscratch.org
BLFS Editor (March 2003—June 2004)

The BLFS project is a natural progression of LFS. Together, these projects provide a unique resource for the Open
Source Community. They take the mystery out of the process of building acomplete, functional software system from
the source code contributed by many talented individuals throughout the world. They truly allow users to implement
the slogan "Y our distro, your rules."

Our goal isto continue to provide the best resource available that shows you how to integrate many significant Open
Source applications. Since these applications are constantly updated and new applications are developed, this book
will never be complete. Additionally, there is aways room for improvement in explaining the nuances of how to
install the different packages. To make these improvements, we need your feedback. | encourage you to participate
on the different mailing lists, news groups, and IRC channels to help meet these goals.

Bruce Dubbs
bdubbs <at> linuxfromscratch.org
BLFS Editor (June 2004-December 2006)
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My introduction to the [B]LFS project was actually by accident. | was trying to build a GNOME environment using
some how-tos and other information | found on the web. A couple of times| ran into some build issues and Googling
pulled up some old BLFS mailing list messages. Out for curiosity, | visited the Linux From Scratch web site and
shortly thereafter was hooked. I've not used any other Linux distribution for personal use since.

| can't promise anyone will feel the sense of satisfaction | felt after building my first few systems using [B]LFS
instructions, but | sincerely hope that your BLFS experienceis as rewarding for you asit has been for me.

The BLFS project has grown significantly the last couple of years. There are more package instructions and related
dependencies than ever before. The project requires your input for continued success. If you discover that you enjoy
building BLFS, please consider helping out in any way you can. BLFS requires hundreds of hours of maintenance to
keep it even semi-current. If you feel confident enough in your editing skills, please consider joining the BLFS team.
Simply contributing to the mailing list discussions with sound advice and/or providing patches to the book's XML
will probably result in you receiving an invitation to join the team.

Randy McMurchy
randy <at> linuxfromscratch.org
BLFS Editor (December 2006—Present)

Foreword

BLFS version 6.3 is the complement to the LFS 6.3 book. It has been 18 months since the last release of BLFS and
almost 12 months since LFS-6.3 was released. Though wewould liketo release BLFS versions as quickly as possible
after an LFSrelease, thisversion lagged a bit due to Editor inactivity. However, early on in 2008 several new Editors
were brought on board which helped stimulate a flurry of activity. Many new packages have been introduced in the
6.3 version, as well as many updates, refinements and additions to the existing packages.

The BLFS book now provides build and configuration instructions for almost 500 packages (many more than that
if you want to count each individual package in the autotooled X Window instructions). Some of the new packages
introduced in this version are: Dash, ksh, D-Bus bindings, Wireshark (formerly named Ethereal), rxvt-unicode,
Gutenprint (formerly name Gimp-Print), Pidgin (formerly name Gaim), GnuTL S (and many of its dependencies), Qt
version 4.x, GnuPG version 2.x, and Amarok. Major updates include GNOME-2.18.3 (with severa new GNOME
packages), KDE-3.5.9, Firefox-2.x, Thunderbird-2.x, and most (if not al) of the mainline server packages. Asalways,
the list of packages that have been upgraded or added as well as configuration and build command changes are
annotated in the Change Log.

As aways, the main thrust of BLFS development will be to support the changes in the current LFS development
book, but we'rereleasing thisversion of BLFS so that builders of the stable LFS book can continue on into BLFSwith
known good instructions that should be 100% compatible to provide a semi current and very stable Linux platform.

Enjoy!

Randy McMurchy
August 24th, 2008

Who Would Want to Read this Book

This book is mainly aimed at those who have built a system based on the LFS book. It will also be useful for those
who are using other distributions, but for one reason or another want to manually build software and are in need of
some assistance. Note that the material contained in this book, in particular the dependency listings, is based upon
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the assumption that you are using a base L FS system with every package listed in the LFS book already installed and
configured. BLFS can be used to create a range of diverse systems and so the target audience is probably nearly as
wide as that of the LFS book. If you found LFS useful, you should aso like this!

Since Release 5.0, the BLFS book version matches the LFS book version. This book may be incompatible with a
previous or latter release of the LFS book.

Organization

This book is divided into the following parts.

Part | - Introduction

This part contains information which is essentia to the rest of the book.

Part Il - Post LFS Configuration and Extra Software

Here we introduce basic configuration and security issues. We a so discuss arange of editors, file systems, and shells
which aren't covered in the main LFS book.

Part lll - General Libraries and Utilities

In this section we cover librarieswhich are often needed by the rest of the book aswell as system utilities. Information
on Programming (including recompiling GCC to support its full range of languages) concludes this part.

Part IV - Connecting to a Network

Here we cover how to connect to a network when you aren't using the simple static |P setup given in the main LFS
book.

Part V - Basic Networking

Networking libraries and command-line networking tools make up the bulk of this part.

Part VI - Major Servers

Here we deal with setting up mail and other servers (such as SSH, Apache, etc.).

Part VIl - X + Window Managers

This part explains how to set up a basic X Window System installation along with some generic X libraries and
Window managers.

Part VIl - KDE

For those who want to use the K Desktop Environment or some parts of it, this part coversiit.

Part IX - GNOME
GNOME isthe main alternative to KDE in the Desktop Environment arena and we cover GNOME-2.18 here.

XVi



Beyond Linux® From Scratch - Version 6.3

Part X - X Software

Office programs and graphical web browsers are important to most people. They, along with some generic X software
can be found in this part of the book.

Part Xl - Multimedia

Here we cover setting multimedia libraries and drivers along with some audio, video and CD-writing programs.

Part Xl - Printing, Scanning and Typesetting (PST)

The PST part of the book covers document handling with applications like Ghostscript, CUPS and DocBook to
installing teTeX.

Appendices

The Appendices cover information which doesn't belong in the main book; they are mainly there as a reference.

Errata

The software used to create BLFS applications is constantly being updated and enhanced. Security warnings and
bug fixes may become available after the BLFS book has been released. To check whether the package versions or
instructionsin thisrelease of BL FS need any modificationsto accommodate security vulnerabilitiesor other bug fixes,
please visit http: //mwww.linuxfromscr atch.or g/blfs/errata/6.3/ before proceeding with your build. Y ou should note any
changes shown and apply them to the relevant section of the book as you progress with building the applications
in BLFS.
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Chapter 1. Welcome to BLFS

The Beyond Linux From Scratch book is designed to carry on from where the LFS book |eaves off. But unlike the
LFS book, it isn't designed to be followed straight through. Reading the Which sections of the book? part of this
chapter should help guide you through the book.

Please read most of this part of the book carefully as it explains quite a few of the conventions used throughout the
book.

Acknowledgments
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All those people listed on the Credits page for submitting patches, instructions and corrections to the book. The
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» Co-Editors: Robert Daniels, Richard Downing, Bruce Dubbs, Manuel Canales Esparcia, Ag Hatzimanikas,
David Jensen, DJ Lucas, Ken Moffet, Dan Nicholson, Alexander Patrakov, Chris Staub, Tushar Teredesai,
Thomas Trepl, and Christian Wurst

Text Authors
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Chapter 02:
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Chapter 02:
Chapter 02
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Chapter 03:
Chapter 03:
Chapter 03:
Chapter 03:
Chapter 03:
Chapter 03:
Chapter 03:
Chapter 04:
Chapter 11:
Chapter 25:
Chapter 27:

Based on the LFS introductory text by Gerard Beekmans, modified by Mark Hymers for BLFS.
The /usr versus /usr/local debate: Andrew McMurry.

Going beyond BLFS: Tushar Teredesai.

Package Management: Tushar Teredesai.

Automated Building Procedures. Randy McMurchy.

Locale Related Issues: Alexander Patrakov and Randy McMurchy.

[etc/inputrc: ChrisLynn.

Customizing your logon & vimrc: Mark Hymers.

/etc/shells: Igor Zivkovic.

Random number script Larry Lawrence.

Creating a Custom Boot Device Bruce Dubbs.

The Bash Shell Startup Files James Robertson revised by Bruce Dubbs.
Compressed docs Olivier Peres.

Firewalling: Henning Rohde with thanks to Jeff Bauman. Revised by Bruce Dubbs.
Which Mark Hymers with many thanks to Seth Klein and Jesse Tie-Ten-Quee.

X Window System Environment: Bruce Dubbs.

Intro to Window Managers. Bruce Dubbs.

Chapters 28, 29, and 30: KDE: Bruce Dubbs.
Chapters 31 and 32: GNOME: Larry Lawrence.

Installation Instruction Authors

traceroute: Jeff Bauman

ProFTPD and rsync: Daniel Baumann

joe, nano, nmap, slang, w3m and whois: Timothy Bauscher

Fetchmail: Paul Campbell

CDParanoia, mpg123, SDL and XMMS: Jeroen Coumans

Amarok: Robert Daniels

UDFtools, Perl modules (initial version) and Bluefish: Richard Downing
sudo, wireless tools: Bruce Dubbs

tripwire: Manfred Glombowski

Dash and rxvt-unicode: Ag Hatzimanikas
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alsa, cvs, dheped, gpm, hdparm, libjpeg, libmng, libpng, libtiff, giflib, links, lynx, openssl, tcsh, which and zsh:
Mark Hymers

ALSA Firmware, ALSA OSS, inetutils, GLib, GTK+, libxml and vim: James Iwanek
db and Icms: Jeremy Jones and Mark Hymers

aalib, Alsa, ffmpeg, MPlayer, transcode, xvid and xsane: Alex Kloss

ntp: Eric Konopka

AbiWord, at-spi, ATK, audiofile, avifile, bc, bug-buddy, cdrdao, cdrtools, cpio, curl, dhep, eog, esound, fcron,
fluxbox, gail, galeon, gconf-editor, gdbm, gedit, gimp, GLib2, gmp, gnet, gnome-applets, gnome-desktop,
gnome-games, gnome-icon-theme, gnome-libs, gnome-media, gnome-mime-data, gnome-panel, gnome-session,
gnome-system-monitor, gnome-terminal, gnome-themes, gnome-utils, gnome-vfs, gnome-user-docs,

gnumeric, GTK+2, gtk-doc, gtk-engines, edl, imlib, intltool, lame, libao, libart_Igpl, libbonobo, libbonoboui,
libgail-gnome, libglade2, libgnome, libgnomecanvas, libgnomeprint, libgnomeprintui, libgnomeui, libgsf,
libgtkhtml, libgtop, libIDL, libogg, librep, librsvg, libvorbis, libwnck, libxml2, libxslt, LPRng, Linux-PAM,
metacity, MIT Kerberos 5, MPlayer, mutt, nautilus, OpenJade, OpenSP, OpenSSH, ORBIt2, pan, Pango, pcre,
pkgconfig, postfix, procmail, Python, QT, rep-gtk, ruby, sawfish, scrollkeeper, sgml-common, sgml-dtd, shadow,
startup-natification, unzip, vorbis-tools, vte, wget, XFce, xine, xml-dtd, yelp and zip: Larry Lawrence
Archive::Zip, cracklib, JDK®6, ksh, libdrm, libpcap, Mesa, netfs, OpenOffice-2, PPP (update), Samba-3,
Subversion, Xorg-7 and xterm: DJ Lucas

ALSA Tools, Apache Ant, cairo, Cyrus-SASL, D-BUS, D-Bus Bindings, DejaGnu, desktop-file-utils, DocBook
DSSSL Stylesheets, DocBook-utils, dvd+rw-tools, Evince, Evolution Data Server, Exim (many additions),
Expect, FOP, FreeTTS, FriBidi, GC, GCC (rewrite), GMime, gnome-audio, gnome-backgrounds, gnome-menus,
gnome-mount, gnome-screensaver, gnome-volume-manager, GNOME Doc Utils, GNOME Keyring Manager,
GnuCash (version 2), GnuPG2, GnuTL S, GOffice, Graphviz, GStreamer Base Plug-ins, GStreamer Good
Plug-ins, GStreamer Ugly Plug-ins, HAL, Heimdal, HTML Tidy, icon-naming-utils, ISO Codes, JadeTeX,

Java Access Bridge, JUnit, K3b, Libassuan, LessTif (rewrite), libexif, libgail-gnome, libgcrypt, libgnomecups,
libgnomekbd, libgpg-error, Libidn, Libksba, libmpeg2, libmusicbrainz, libquicktime, mcs, MIT Kerberos V5
(many updates and enhancements), MPlayer (extensive overhaul), NSS, Orca, Other Programming Tools,

PDL, Perl Modules, pilot-link, PIN-Entry, Poppler, Pth, PyXML, Samba 3 (many additions), SANE (original
instructions by Alex Kloss), Shadow (rewrite), SLI1B, Sound Juicer, Stunnel, Subversion Client (many additions),
Sysstat, system-tools-backends, Totem, unixODBC, Wireshark and usbutils: Randy McMurchy

aspell, balsa, bind, cvs server, emacs, evolution, exim, expat, GhuCash, gtkhtml, guile, g-wrap, leafnode, |esstif,
libesmtp, pine, portmap, PostgreSQL, gpopper, reiserfs, sendmail, slrn, teTeX, tcp-wrappers, and xinetd: Billy
O'Connor

Gutenprint (originally named Gimp-Print), libusb, FAAC, FAAD2 and TIN: Alexander E. Patrakov

Screen: Andreas Pedersen

nfs-utils: Reinhard

ESP Ghostscript: Matt Rogers

iptables. Henning Rohde

fontconfig, gcc, seamonkey, nas, openoffice, ispell, mailx (formerly named Nail), ImageMagick, hd2u, tcl, tk
and bind-utils: Tushar Teredesai

MySQL: Jesse Tie-Ten-Quee
PHP: Jeremy Utley
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Ekiga, Epiphany, FLAC, File Roller, GNOME Magnifier, GNOME Netstatus, GNOME Speech, GOK,
Imlib2, LZO, MC, NASM, Nautilus CD Burner, Speex, X ScreenSaver, Zenity, compface, freeglut, gcalctool,
gucharmap, id3lib, kde-i18n, kdeaccessibility, kdebindings, kdesdk, kdevel op, kdewebdev, libFAME, libab2,
libdv, libdvdcss, libdvdread, libmad, libmikmod and libmpeg3: Igor Zivkovic

General Acknowledgments

Fernando Arbeiza for doing great quality assurance on Shadow utilizing PAM. The machine access he saved
may have been yours.

Archaic for trouble shooting the mozilla section by performing multiple builds and for providing a description of
the various mozilla extensions.

Miguel Bazdresch for many suggestions and contributions to the Other Programming Tools section.
Gerard Beekmans for generally putting up with us and for running the whole LFS project.

Oliver Brakmann for developing the dhcped patch for FHS compliance.

lan Chilton for writing the nfs hint.

Nathan Coulson for writing the new network bootscripts.

Nathan Coulson, DJ Lucas and Zack Winkles for reworking the bootscripts used throughout the book.
JimHarris for writing the dig-nslookup-host.txt hint on which the bind-utils instructions are based.
Lee Harris for writing the gpm.txt hint on which our gpm instructions are based.

Marc Heerdink for creating patches for tcp_wrappers and portmap and for writing the gpm2.txt hint on which
our gpm instruction are based.

Mark Hymers for initiating the BLFS project and writing many of theinitial chapters of the book.
J_Man for submitting a gpm-1.19.3.diff file on which our gpm instructions are based.

Jeremy Jones (otherwise known as mca) for hacking Makefiles and general assistance.

Seffen Knollmann for revising the JadeTeX instructions to work with teTex-3.0.

Eric Konopka for writing the ntp.txt hint on which the ntp section is based.

Scot McPherson for writing the gnome-1.4.txt hint from which was gathered useful information and for warning
us that GNOME Version 2.0 may not be ready to put in the book.

Billy O'Connor for building GNOME 2.0 so many times and being very helpful with his comments on that
section.

Alexander E. Patrakov for patches and suggestions to improve the book content, assistance with alsa dev.d
helpers, and increasing the | 10n awareness.

Ted Riley for writing the Linux-PAM + CrackLib + Shadow hint on which reinstalling Shadow to use PAM is
based.

Jeremy Byron and David Ciecierski for assisting with, modifying, and testing various OpenOffice-2.0-pre builds
and patches.

Which Sections of the Book Do | Want?

Unlike the Linux From Scratch book, BLFS isn't designed to be followed in a linear manner. This is because LFS
provides instructions on how to create a base system which is capable of turning into anything from a web server to
a multimedia desktop system. BLFS is where we try to guide you in the process of going from the base system to
your intended destination. Choice is very much involved.
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Everyone who reads the book will want to read certain sections. The Introduction part, which you are currently
reading, contains generic information. Especially take note of the information in Chapter 2, Important Information,
as this contains comments about how to unpack software, issues related to using different locales and various other
aspects which apply throughout the book.

The part on Post LFS Configuration and Extra Software is where most people will want to turn next. This deals
with not just configuration but also Security (Chapter 4, Security), File Systems (Chapter 5, File Systems), Editors
(Chapter 6, Editors) and Shells (Chapter 7, Shells). Indeed, you may wish to reference certain parts of this chapter
(especially the sections on Editors and File Systems) while building your LFS system.

Following these basic items, most people will want to at least browse through the General Libraries and Utilities part
of the book. This part contains information on many items which are prerequisites for other sections of the book as
well as some items (such as Chapter 12, Programming) which are useful in their own right. Note that you don't have
to install all of these libraries and packages found in this part to start with as each BLFS installation procedure tells
you which packages it depends upon so you can choose the program you want to install and see what it needs.

Likewise, most peoplewill probably want to ook at the Basic Networking part. It dealswith connecting to the Internet
or your LAN (Chapter 13, Connecting to a Network) using a variety of methods such as DHCP and PPP, and with
items such as Networking Libraries (Chapter 14, Networking Libraries) and various basic networking programs and
utilities.

Once you have dealt with these basics, you may wish to configure more advanced network services. These are dealt
with in the Servers part of the book. Those wanting to build servers should find a good starting point there. Note that
this section also contains information on various database packages.

The next parts of the book principally deal with desktop systems. This portion of the book starts with a part talking
about X and Window Managers. This part also deals with some generic X-based libraries (Chapter 24, X Libraries).
After this, KDE and GNOME are given their own parts which are followed by one on X Software.

The book then moves on to deal with Multimedia packages. Note that many people may want to usethe ALSA-1.0.13
instructions from this chapter quite near the start of their BLFS journey; they are placed here smply because it is
the most logical place for them.

The final part of the main BLFS book deals with Printing, Scanning and Typesetting. Thisis useful for most people
with desktop systems and even those who are creating mainly server systemswill find it useful.

We hope you enjoy using BLFS and find it useful.

Conventions Used in this Book

To make things easy to follow, there are a number of conventions used throughout the book. Following are some
examples:

./configure --prefix=/usr

This form of text is designed to be typed exactly as seen unless otherwise noted in the surrounding
text. It isalso used to identify references to specific commands.

install-info: unknown option
“--dir-file=/mt/Ifs/usr/info/dir'

This form of text (fixed width text) is showing screen output, probably a result from issuing a
command. It isalso used to show filenames such as/ boot / gr ub/ gr ub. conf
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Emphasis

This form of text is used for several purposes in the book but mainly to emphasize important points
or to give examples as to what to type.

http: //waww.linuxfromscratch.org/

Thisform of text isused for hypertext links external to the book such as HowTos, download locations,
websites, etc.

SeaMonkey-1.1.9
This form of text is used for links internal to the book such as another section describing a different
package.

cat > $LFS/etc/group << "EOF"
root: x: 0:
bi n: x: 1:

This type of section is used mainly when creating configuration files. The first command (in bold)
tells the system to create the file SLFS/ et ¢/ gr oup from whatever is typed on the following lines
until the sequence EOF is encountered. Therefore, this whole section is generally typed as seen.

<REPLACED TEXT>

This form of text is used to encapsulate text that should be modified and is not to be typed as seen,
or copy and pasted. Note that the square brackets are not part of the text, but should be substituted
for aswell.

r oot

Thisform of text is used to show a specific system user or group reference in the instructions.

Book Version

ThisisBLFS-BOOK version 6.3 dated August 24th, 2008. Thisversion isintended as the complement to the LFS-6.3
book.

Mirror Sites

The BLFS project has anumber of mirrors set up world-wide to makeit easier and more convenient for you to access
the website. Please visit the http://mwww.linuxfromscratch.org/mirrors.html website for the list of current mirrors.

Getting the Source Packages

Within the BLFSinstructions, each package hastwo referencesfor finding the source filesfor the package—an HTTP
link and an FTP link (some packages may only list one of these links). Every effort has been made to ensure that
these links are accurate. However, the World Wide Web is in continuous flux. Packages are sometimes moved or
updated and the exact URL specified is not aways available.
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Toovercomethisproblem, the BLFS Team, with the assistance of Server Beach, hasmadean HTTP/FTPsiteavailable
at anduin.linuxfromscratch.org. This site has all the sources of the exact versions of the packages used in BLFS. If
you can't find the BLFS package you need, get it there.

We would like to ask afavor, however. Although thisis a public resource for you to use, we do not want to abuseit.
We have already had one unthinking individual download over 3 GB of data, including multiple copies of the same
filesthat are placed at different locations (via symlinks) to make finding the right package easier. This person clearly
did not know what files he needed and downloaded everything. The best place to download files is the site or sites
set up by the source code developer. Please try there first.

Change Log

Please note that the Change Log only lists which editor was responsible for putting the changes into SVN; please
read the Credits page in Chapter 1 for details on who wrote what.

Current release: 6.3 — August 24th, 2008
Changelog Entries:

* August 24th, 2008
 [randy] - Fixed abroken URL for the libpcap package.
* [randy] - Fixed abroken URL for the Libassuan package.
* [randy] - Fixed abroken URL for the GnuPG2 package.
 [randy] - Fixed abroken URL for the GnuPG package.
* [randy] - Fixed a broken URL for the libidn package.

* August 17th, 2008

 [randy] - Modified the sudo instructions so the Linux-PAM configuration file is correct. Thanks to Jeremy
Henty for the report.

« August 15th, 2008

* [thomas] - Added acommand to create a missing test data file in the CrackLib instructions so that 'make test'
works.

* August 11th, 2008

» [randy] - Added some text to the AutoFS instructions pointing out that the wget package must be installed.
Thanksto Leonhard Landrock for the report.

 [randy] - Changed the location of the Stunnel patch due to upstream's removing it. Thanks to Brian Cade for
the report.

* [randy] - Added parameters to the Pin Entry instructions so the configuration process won't fail if the optional
dependencies are not installed. Thanks to Brian Cade for the report.

* [randy] - Fixed broken Thunderbird download URL.
* [randy] - Fixed broken rsync download URL.
* [randy] - Fixed broken Whois download URL.

* August 10th, 2008

* [randy] - Updated the PAR-Dist Perl module to 0.31.
8
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* [randy] - Updated the Text-CSV_XS Perl module to 0.52.

Aug 1st, 2008

* [thomas] - Fix net-tools download location.

July 12th, 2008

 [ken] - Updated security_fixes patch for poppler-0.5.4.

* [ken] - Updated security_fixes patch for fetchmail-6.3.8.

 [ken] - Updated firefox to 2.0.0.15 to fix another batch of vulnerabilities.

July 9th, 2008

 [ken] - Updated freetype to 2.3.7 (bugfixes on top of the vulnerability fixes).

* [ken] - Updated libpng to 1.2.29 (bugfixes on top of the vulnerability fixes).

 [ken] - Added security patch to libvorbis.

July 8th, 2008

 [ken] - Added security patch to pcre.

June 27th, 2008

* [dj] - Corrected warning in shadow instructions to add the --without-pam switch instead of replace.
June 25th, 2008

* [dj] - Removed Xorg-Data page and replaced with remaining xcursor-themes package.
June 19th, 2008

* [dj] - Corrected text surrounding the sample commands Xorg installation.

* [dj] - Added libXdmcp to Xorg Libraries required dependendcies.

 [dj] - Accounted for additional path depth in Xorg Libraries patch commands. Reported by Philipp Christian
Loewner.

June 9th, 2008

» [aexander] - Fixed typos on the PPP page.

June 6th, 2008

* [thomas] - Update to new Samba version 3.0.30.

May 24th, 2008

* [dj] - Completed removal of xorg proxy packages.

* [dj] - Fixed pam_xauth.so module name in /etc/pam.s/su. Reported by Guy Dalziel.
May 16th, 2008

* [randy] - Modified the akode tarball download URL in the kdemultimedia instructions to a wget-friendly
name.

* [randy] - Added a download URL and a command to install the akode patch for experimental FFmpeg support
in the kdemultimediainstructions.

May 15th, 2008
* [dnicholson] - Fix the Linux-PAM tarball md5sum and size. Thanks to Toni for the report.
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* [rdaniels] - Added --without-ffmpeg to Akode instructions to prevent compilation errors from building Akode
with FFmpeg support.

May 14th, 2008

 [randy] - Added a patch to the rxvt-unicode instructions to fix a security vulnerability and changed the
download URL to a more consistent |ocation.

May 12th, 2008

» [randy] - Released BLFS-6.3-rcl.

* [dj] - Removed JDK source installation instructions because of unavailable security patches.
May 10th, 2008

* [randy] - Fixed broken download URL s in various package instructions.

 [randy] - Updated various Perl Modules: Business-|SBN-Data-1.17, DateManip-5.54, 10-Zlib-1.09,
Text-CSV-1.05 (was Text-CSV_PP), Text-CSV_XS-0.45, version-0.74 and XML-Simple-2.18.

* [randy] - Updated to ImageM agick-6.3.5-10.

May 9th, 2008

* [dnicholson] - Fixed libXfont to work with newer versions of FreeType2.
 [randy] - Updated to rsync-3.0.2.

* [dj] - Updated to sudo-1.6.9p15.

* [dj] - Correted incorrect variable in precompiled JDK instructions.

May 7th, 2008

* [dj] - Completed cleanup for /etc/X11 changes and /usr/X11R6 removal.
 [thomas] - Fix download location of shadow.

May 6th, 2008

* [dj] - Removed (commented) more X Free86 related text.

* [dj] - Changed jdk symlink to use precompiled version and other text cleanupsin jdk page.
 [thomas] - Updated to QT-3.3.8b.

May 4th, 2008

o [ken] - Updated firefox to 2.0.0.14.

May 3rd, 2008

* [dj] - Commented out remaining text related to X Free86.

May 1st, 2008

* [dj] - Corrected location of Xorg config files for FHS compliance.

* [dj] - Corrected commands for lesstif and xvt-unicode relating to the Xorg config files. Thanks to Alexander
Patrakov for finding these.

April 30th, 2008
 [randy] - Added missing patch commands to the Heimdal instructions.

April 26th, 2008
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 [randy] - Removed an unnecessary sed command from the Ed instructions.

April 25th, 2008

* [dnicholson] - Update to xkeyboard-config-1.2.

April 23rd, 2008

* [bdubbs] - Updated to mpg123-1.4.2.

* [bdubbs] - Ensure /etc/X 11/app-defaults exists in rxvt-unicode.

 [bdubbs] - Updated to xine-lib-1.1.12.

April 22nd, 2008

* [dnicholson] - Fix multiple security vulnerabilities in xorg-server, libXfont and xfs for Xorg-7.2.

April 21st, 2008

* [bdubbs] - Update to seamonkey 1.1.9.

* [dnicholson] - Bug fixes and automatic compression support from Lars Bamberger for the compressdoc script.
April 20th, 2008

* [bdubbs] - Update to Tripwire-2.4.1.2.

April 14th, 2008

 [bdubbs] - Add 2nd security patch to unzip. Also moved locale patch to BLFS repository.

 [bdubbs] - Add optional dependencies to autofs.

April 13th, 2008

 [ken] - Update the cups security _fixes patch.

April 11th, 2008

* [bdubbs] - Updated to dhcp-3.0.6.

* [randy] - Added a comment to the Tcsh page mentioning that one of the testsin the testsuite is known to fail.
» [aexander] - Removed the obsolete libxml1 library.

April 10th, 2008

* [randy] - Updated to Whois-4.7.26.

April 9th, 2008

 [randy] - Updated to Tk-8.4.18.

 [randy] - Updated to Tcl-8.4.18.

* [dj] - Updated OpenOffice instructions with changes suggested by Randy McMurchy and Chris Staub.

* [dj] - Corrected OpenOffice build failure when GMime isinstalled. Thanks to Alessandro Alocci for tracking
down the cause of the build failure.

* [randy] - Clarified the GM P documentation installation.

April 6th, 2008

 [ag] - Updated to zsh-4.3.6.

April 5th, 2008

* [ag] - Added a command to regenerate the tags file in vim when updating the runtime files.
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* [ag] - Added a sed to the ed instructions to replace with symbolic links the hard links to red and its man page.
April 4th, 2008

e [richard] - updated to a2ps-4.14.

April 3rd, 2008

* [cwurst] - Changed download location of gimp-help. Fixes #2503.

April 2nd, 2008

* [randy] - Updated to Which-2.19.

April 1st, 2008

 [ken] - Updated xine-libto 1.1.11.1.

 [thomas] - Updates on adding users to groups. Avoid destroying group assignments in usermod commands
without -a option

o [richard] - Added gperf-3.0.3 to General Utilities. Required for a2ps-4.14.
March 31st, 2008

* [rdaniels] - Updated dependencies for all KDE packages.

¢ [richard] - Commented Dillo-0.8.5 out of the book.

» [ken] - Added patch for xpdf to fix vulnerabilities.

 [ken] - Updated to gnumeric-1.8.2.

March 28th, 2008

 [ken] - Updated to cups-1.2.12 with a patch for the vulnerabilities.
 [ken] - Updated a patch to fix vulnerabilities in poppler-0.5.4.
March 27th, 2008

 [ken] - Updated to firefox-2.0.0.13.

* [rdaniels] - Added parameters to xine-lib and xine-ui instructions to place documentation in versioned
directories.

e [richard] - Updated to Bluefish-1.0.7.

March 26th, 2008

* [bdubbs] - Expanded the discussion on autofs configuration.

* [cwurst] - Added build instructions for UnRar. Fixes #2345.

» [ag] - Added ased to Tcl/Tk instructions. Fixes #2487.

* [randy] - Updated to Stunnel-4.21.

* [randy] - Added a parameter to the libgnome configure command to account for ESounD may not be installed.
March 25th, 2008

 [randy] - Added a patch to the ESP Ghostscript instructions to fix a buffer overflow vulnerability. Thanksto
Alexander for finding it.

* [randy] - Modified a documentation installation command in the Python instructions so ownership of installed
filesis correct.

March 24th, 2008
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 [randy] - Added a note to the Berkeley DB instructions about the JDK-6 and GMime uudecode conflict.
* [dj] - Added a caution to the xfs-progs page and pointed the download location to the anduin server.
March 23rd, 2008

* [Chrig] - Added kernel configuration information to CUPS page. Fixes ticket #2430.

* [dj] - Updated to xfs-progs-2.9.7.

March 22nd, 2008

* [dj] - Updated to Apache httpd-2.2.8.

 [randy] - Updated to SeaMonkey-1.1.8.

* [dj] - Added enable-tlsext option for SNI to the OpenSSL command explanations section.

 [randy] - Added the libedit package as a dependency of OpenSSH which provides sftp command-line history.
* [randy] - Updated to rsync-3.0.0.

* [randy] - Updated to Heimdal-1.1. Removed the Heimdal-Cracklib patches from both packages as Heimdal
has been converted to use Cracklib differently. Created a patch to change the names of some installed files so
they don't conflict with the E2fsprogs package.

March 20th, 2008

» [thomas] - Added page in chapter 16 about NFS client tools. Upgrade to nfs-utils-1.1.2 and change the
download location.

March 18th, 2008

» [aexander] - Removed WvDial, WvStreams and RP-PPPOE, as alternative instructions are available on the
PPP page. Moved the remaining packages from the Connecting to a Network part to a chapter with the same
name in the Basic Networking part.

March 17th, 2008

 [randy] - Updated to Python-2.5.2.

» [aexander] - Removed xfsprogs-2.9.6, as they are incompatible with the LFS-6.3 kernel.
» [aexander] - Updated MCSto version 0.7.0.

» [aexander] - Added Mowg]li-0.6.1.

March 16th, 2008

* [ken] - Corrected the download locations for goffice.

* [ag] - Added header caching support in mutt. Added qdbm as optional dependency.
» [aexander] - Fixed URL for Audacious third-party plugins.

» [alexander] - Noted that mpegdip is a dead project.

March 15th, 2008

* [randy] - Updated GNOME Games to reflect the GNOME-2.18.3 update. This completes all the current
GNOME packages currently in the book.

» [aexander] - Added PPPoE configuration instructions to the PPP page.
 [randy] - Updated Ekigato reflect the GNOME-2.18.3 update.
March 14th, 2008
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[ken] - Updated to gnucash-2.2.4.
[randy] - Updated Epiphany to reflect the GNOME-2.18.3 update.

[randy] - Updated File Roller, gcalctool, GNOME Keyring Manager, GNOME Netstatus and GNOME System
Monitor to reflect the GNOME-2.18.3 update.

March 13th, 2008

[randy] - Removed (commented out) the Galeon package as it requires an older version of a Gecko engine
than what isin the book. Currently, it failsto build. Will add it back to the book when/if it supports modern
Gecko.

[randy] - Updated to Vorbis Tools-1.2.0.
[rdaniels] - Updated to xine-ui-0.99.5. Fixed ftp link for xine-lib.
[rdaniels] - Updated to xine-lib-1.1.10.1. Removed obsolete note from xine-lib page regarding --with-xv-path.

March 12th, 2008

[dnicholson] - Add pidfile directive to ntp.conf.
[rdaniels] - Updated to gmp-4.2.2.
[randy] - Updated to libgtkhtml-2.11.1.

[randy] - Updated the Heimdal instructions to preserve the mk_cmds script from the e2fsprogs package.
Thanks DJ.

[randy] - Updated to S-Lang-2.1.3.

[randy] - Updated the SLI1B download URL.

[alexander] - Added dialup and GPRS configuration instructions to the PPP page.
[dj] - Updated to OpenLDAP-2.3.39.

[d] - Updated to Postfix-2.5.1.

[rdaniels] - Updated to Nano-2.0.7.

March 11th, 2008

[alexander] - Updated to Tin-1.8.3.

[alexander] - Mentioned the locale issue with the built-in editor in Lynx, and made cookies persistent.
[alexander] - Changed Lynx download URL in order to avoid MD5 sum changes in the future,
[alexander] - Reworded explanations and verified dependencies on the Links page.

[randy] - Updated to paps-0.6.8.

[randy] - Removed an obsolete sed command from the GNOME Doc Utils instructions.

[rdaniels] - Updated to K3b-1.0.4.

[rdaniels] - Updated to KOffice-1.6.3. Changed dependency from PostgreSQL to libpgxx. Use kde-config to
set --prefix.

March 10th, 2008

[randy] - Updated the Enigmail download URLSsto proper locations in the Thunderbird and Seamonkey
instructions.

[randy] - Updated to Thunderbird-2.0.0.12 with Enigmail-0.95.6.
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 [ken] - Add missing goffice dependency.
* [randy] - Updated to libxslt-1.1.22.

* [rdaniels] - Updated to KDE-3.5.9.
March 9th, 2008

 [ken] - Updated to gnumeric-1.8.1, with goffice-0.6.1, libgsf-1.14.7, and warning that gnucash-2.2.0 needs an
older version of goffice.

* [dj] - Updated to gamin-0.1.9.

* [ken] - Updated to firefox-2.0.0.12.
» [ken] - Updated to cairo-1.4.14.

* [dj] - Updated to ksh-2008-02-02.

* [dj] - Added iproute2 patch for bind, corrected L.ROOT-SERVERS.NET IP address, and added -r
/dev/urandom to rdnc-confgen command.

* [randy] - Updated to libxml2-2.6.31.
* [dj] - Updated to JDK-6u5 and added warning about trailing JRL releases and security vulnerabilities.
March 8th, 2008

* [bdubbs] - Udated to autofs-5.0.3. Expanded explanation of the use of autofs and created a procedure to
automatically download and apply al patches.

* [ag] - Added a patch and a configuration item to fix the UTF-8 related issuesin Links. Thanks to Alexander
Patrakov for the suggestions.

 [bdubbs] - Fixed problem with netfs bootscript boot procedure.
 [randy] - Updated to Balsa-2.3.22.

* [thomas| - Updated to portmap-6.0 and nfs-utils-1.1.1

March 7th, 2008

» [ag] - Updated to pcre-7.6. Added the --enable-pcregrep-libbz2 and --enable-peregrep-libz switches. Added in
command explanations the --enabl e-unicode-properties switch. Added patch to fix ABI breakage.

* [randy] - Added new package GnuPG-2.0.8.

* [bdubbs] - Fixed autofs bootscript.

* [rdaniels] - Added new package Amarok-1.4.8.

March 6th, 2008

* [bdubbs] - Added Qt4.

March 5th, 2008

* [ag] - Updated to zsh-4.3.5. Added libcap as an optional dependency and enabled the --bindir=/bin switch.
March 4th, 2008

* [dj] - Updated broken cracklib-heimdal patch.

March 3rd, 2008

* [ken] - Updated to libpng-1.2.24, thanks to Hendrik Hoeth.
March 2nd, 2008
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* [ag] - Fixed two broken links in MPlayer page. Reported by habiloid.

February 26th, 2008

* [ag] - Updated to links-2.1pre33. Enables graphics support by default.

February 25th, 2008

* [tushar] - Add anote about LDFLAGS for BBLFS section.

* [ag] - Added a switch to the OpenSSH instructions to set the default path for xauth.
February 24th, 2008

* [ag] - Updated vim with the latest upstream patches. Added a command to update the runtime files.
* [dj] - Updated to Linux-PAM-0.99.10.0.

February 22nd, 2008

* [dj] - Updated to cracklib-2.8.12.

February 21st, 2008

* [dj] - Updated to xfsprogs-2.9.6.

February 19th, 2008

* [dj] - Added note about OpenSSH testsuite failures.

February 13th, 2008

* [dj] - Updated to openssh-4.7p1.

* [dj] - Updated to whois-4.7.24 (Christian Wurst).

February 11th, 2008

* [ag] - Updated to rxvt-unicode-9.02. Added libAfterlmage as an optional dependency.
* [dj] - Updated to openssl-0.9.8¢.

February 6th, 2008

* [dj] - Updated to sudo-1.6.9p12.

February 5th, 2008

 [bdubbs] - Removed XFree86.

January 21st, 2008

* [randy] - Updated to Libassuan-1.0.4.

January 20th, 2008

» [alexander] - Configured the Backspace key in xterm, updated program descriptions, updated xterm to version
231.

January 19th, 2008

» [dexander] - Added FAAC and FAAD2.

January 10th, 2008

* [randy] - Corrected a chmod command in the BIND instructions.

December 29th, 2007

* [dj] - Added --without-pam switch to OpenOffice installation instructions. Reported by Nathan Coulson.
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December 28th, 2007

* [ag] - Added a documentation link to the procmail page.

December 22nd, 2007

* [ag] - Updated to Ruby-1.8.6-p111.

December 21st, 2007

* [dnicholson] - Updated the bootscripts tarball to include fixes for dhcp, gdm, gpm, hal, ntp, dbus and samba.
» [alexander] - Updated the text about default mount options on the HAL page.
December 19th, 2007

* [dj] - Updated to OpenOffice-2.3.1.

December 17th, 2007

 [dexander] - Dropped Imlib-1.9.15.

* [dj] - Updated to JDK-6 Update 3.

December 16th, 2007

» [adexander] - Moved the URI Perl module under a separate heading, to simplify cross-references.
December 15th, 2007

* [ag] - Updated to XFS 2.9.4. Thanks to Christian Wurst for his patch.

December 14th, 2007

* [ag] - Updated to Mutt-1.5.17. Added command to generate the manual in PDF format.
December 13th, 2007

* [ag] - Fixed Ruby download link.

» [ag] - Updated to Flac-1.2.1.

December 7th, 2007

» [aexander] - Updated to Xfce-4.4.2 and commented it out.

November 22nd, 2007

* [ag] - Fixed the download link to rxvt-unicode.

* [ag] - Updated to Compface 2.5.2.

November 17th, 2007

 [ag] - Fixed abroken link to the Python documentation. Reported by Moody.

* [ag] - Added a switch in the 'Command Explanations' section of the Vorbis Tools page that allows 0ggl123 to
be built without CURL. Reported by laxy. Fixes #2413.

November 5th, 2007

* [dnicholson] - Really fix luit to find the locale.dlias file. Caught by laxy. Fixes #2414.
November 4th, 2007

* [ag] - Updated to rxvt-unicode-8.4.

* [ag] - Updated to libvorbis-1.2.0.

November 2nd, 2007
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* [dnicholson] - Fix luit to find the locale.adlias file. Fixes #2393.
* [dnicholson] - Updated to Nano-2.0.6.

November 1st, 2007

* [&g] - Updated to ed-0.8.

* [ag] - Updated to Fcron-3.0.3.

October 16th, 2007

* [randy] - Updated to Heimdal-0.8.1.

» [randy] - Modified the 'Configuring for Adding Users' page to reflect that the /etc/default/useradd file is now
created in LFS. Thanksto Chris Staub for the suggestion.

 [randy] - Fixed numerous typos and ommisions, along with several corrections by applying patches from
Chris Staub. Thanks, Chris.

* [randy] - Updated the Evince instructions to reflect the GNOME-2.18.3 update.
September 22nd, 2007

* [randy] - Fixed an incorrect installation command in the XSL Stylesheets instructions, thanks to Frank lanella
for pointing it out.

September 12th, 2007
 [randy] - Updated the EOG instructions to reflect the GNOME-2.18.3 update.
September 11, 2007

 [randy] - Added a note to the Totem instructions explaining that the GStreamer backend will not play DVDs
properly, and you can use the Xine Libraries backend instead.

September 10th, 2007

 [randy] - Added a more accurate explanation of the GConf dependency in the GStreamer Good Plugins
instructions.

September 9th, 2007
* [manuel] - Updated the internal XSL Stylesheetsto 1.73.2.
September 7th, 2007

* [randy] - Changed the chmod command in the OpenLDAP instructions to use the 'readlink' command to find
out the names of the shared libraries.

September 6th, 2007

 [randy] - Modified the Heimdal instructions which move the librariesinto /lib to use the ‘readlink' command to
create the symlinks so that the instructions are not version specific.

September 5th, 2007

» [randy] - Modified the Linux-PAM instructions to install the librariesinto /lib and then use the 'readlink'’
command to create the symlinks so that the instructions are not version specific.

September 4th, 2007
* [dnicholson] - Removed an unnecessary command in the Cyrus SASL instructions.

September 2nd, 2007
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* [dnicholson] - Updated to Cyrus SASL-2.1.22.
August 22nd, 2007

* [dj] - Updated to dhcped-3.0.19.

August 21st, 2007

* [djensen] - Removed a Makefile sed that disabled autoconf in XFS-2.9.3. It will be needed with some libtool
Versions.

August 20th , 2007

* [djensen] - Updated to XFS-2.9.3.

* [dj] - Added GCC-3.3.6 as a runtime dependency for the binary JDK.

August 19th, 2007

 [randy] - Added new package PIN-Entry-0.7.3.

August 18th, 2007

* [randy] - Updated to DocBook XSL Stylesheets-1.71.1.

* [randy] - Added new package Libksba-1.0.2.

August 17th, 2007

* [randy] - Updated to Transcode-1.0.3.

 [randy] - Applied a patch contributed by Jeremy Henty that updated the book to Emacs-22.1. Thanks Jeremy!
 [randy] - Updated to libquicktime-1.0.0.

 [randy] - Updated to libmpeg3-1.7.

* [dj] - Updated to OpenOffice-2.2.1

August 16th, 2007

* [randy] - Added new package GnuTLS-1.6.3.

[manuel] - Added upstream asmrules_fix_20061231.diff patch to Mplayer-1.0rcl.
[randy] - Added new package Libgcrypt-1.2.4.

[randy] - Added new package Libgpg-error-1.5.

[randy] - Added new package Libassuan-1.0.2.

 [randy] - Added new package Pth-2.0.7.

August 15th, 2007

 [randy] - Updated Gaim to Pidgin-2.1.0.

 [randy] - Removed an unneeded sed command from the RP-PPPOE instructions.
 [randy] - Updated to Audacious-1.3.2.

August 14th, 2007

* [randy] - Added new package mcs-0.4.1 to support recent versions of Audacious.
* [randy] - Updated to Hdparm-7.7.

 [randy] - Updated to Hd2u-1.0.1.

* [randy] - Updated to Exim-4.67.
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August 13th, 2007

 [randy] - Updated to Cdrdao-1.2.2.

 [randy] - Updated the Sound Juicer instructions to reflect the GNOME-2.18.3 update.
 [randy] - Updated to libmusicbrainz-2.1.5.

August 12th, 2007

* [dnicholson] - Added the Python Modules page with Gnome-Python and its dependencies.
 [randy] - Added instructions to create an X11R6 symlink to the X Windows Components page.
* [dj] - Updated to JDK-6 Update 2.

August 11th, 2007

 [randy] - Updated the GConf Editor instructions to reflect the GNOME-2.18.3 update.

 [randy] - Added a note to the FreeGlut instructions saying you don't need to install it if you installed the
GLUT library during aMesaL ib installation.

 [randy] - Updated to MPlayer-1.0rcl.

* [randy] - Updated to FFmpeg-svn_ 20070606 (svn checkout).

August Sth, 2007

 [randy] - Replaced the obsolete Gimp-Print package with Gutenprint-5.0.1.
August 8th, 2007

 [randy] - Updated to XChat-2.8.4.

 [randy] - Updated all the GNOME Assistive Technology (Accessibility) packages to GNOME-2.18 versions,
including updating Gnome Speech to 0.4.16.

 [randy] - Added new package Orca-2.18.1 as a replacement for the obsolete Gnopernicus package.
* [randy] - Replaced all instances of the Gtk+-2 library directory pathname with an entity.
* [randy] - Replaced al instances of the Python library directory pathname with an entity.
 [randy] - Simplified some commands using conditionals in various package instructions.

* [randy] - Added a parameter to the configure command in the GNOME Session instructions so that the
Assistive Technology (Accessibility) packages work properly.

August 7th, 2007

 [randy] - Added notes to the AbiWord and Gnumeric instructions that the versions of libgda/libgnomedb will
conflict with each other.

* [randy] - Minor modifications to the Gnumeric build instructions.

* [randy] - Updated to AbiWord-2.4.6.

August 6th, 2007

* [randy] - Updated to FriBidi-0.10.8.

August 5th, 2007

 [randy] - Updated to Finance::Quote-1.13.

* [dnicholson] - Updated to Thunderbird-2.0.0.6 with Enigmail-0.95.3.
* [dnicholson] - Updated to Firefox-2.0.0.6.
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* [randy] - Updated to GnuCash-2.2.0.
August 3rd, 2007

* [ag] - Updated to Fetchmail-6.3.8.
 [randy] - Updated to GOffice-0.4.2.
 [randy] - Updated to SLIB-3a4.

* [randy] - Updated to Guile-1.8.2. This breaks the GnuCash package instructions and since no other BLFS
packages depend on the GNOME-1.4 libraries, the entire GNOME-1.4 section of the book has been
commented out.

August 2nd, 2007

* [ag] - Added the rxvt-unicode terminal emulator package.

* [dnicholson] - Updated to NcFTP-3.2.1.

* [randy] - Updated to gedit-2.18.2.

* [dnicholson] - Updated to Iptables-1.3.8.

* [dnicholson] - Updated the libusb udev rule for raw USB device ownership to work with Linux-2.6.22.
August 1st, 2007

* [ag] - Updated to ReiserFS-3.6.20.

July 31st, 2007

» [ag] - Removed obsolete text in the X Window System Components page.
* [ag] - Updated to Dash-0.5.4. Fixes Trac ticket #2366.

July 30th, 2007

* [ag] - Removed the extra-prompt.sh script and avoid exporting the PS1 variable. Thanks to David Jensen for
the suggestions and to Craig Jackson for the report.

* [ag] - Added awarning in the mutt instructions about linking mutt against GnuTLS.
* [ag] - Added a consolidated patch to vim instructions, with fixes from upstream. Syncing with LFS.
July 27th, 2007

* [randy] - Added the D-Bus GLib bindings as a required dependency of GNOME VFS and removed it from
other packages where it became redundant.

* [randy] - Updated to X Sane-0.994.
 [randy] - Updated to ksh-2007-06-28.
 [randy] - Updated Perl Modules: Finance::QuoteHist-1.11, HTML ::TableExtract-2.10.

 [randy] - Added a patch to the Avifile instructions to correct a build problem when using GCC-4.1.x. Thanks
to Robert Connolly for submitting the patch.

July 26th, 2007
 [randy] - Updated to rsync-2.6.9.

 [randy] - Updated some GNOME utility packages. GDM-2.18.3, GNOME Utilities-2.18.1,
gnome-screensaver-2.18.2, zenity-2.18.2.

 [randy] - Updated to X ScreenSaver-5.03.
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[randy] - Updated several package's broken download URLS.
[randy] - Updated to gnome-volume-manager-2.17.0.

* July 25th, 2007

[randy] - Updated to Evolution-2.10.3.
[randy] - Updated to Xine Libraries-1.1.7.

[randy] - Updated some of the GNOME-2 additional packages (‘Utilities) to GNOME-2.18.3:
bug-buddy-2.18.1, GNOME Media-2.18.0, gnome-mount-0.6, gucharmap-1.10.0, Nautilus CD Burner-2.18.2,
Totem-2.18.2. Other additional packages will be updated individually as soon as possible.

[randy] - Updated GNOME-2 additional packages (‘Libraries) to GNOME-2.18.3.

[randy] - Updated core GNOME-2 to version 2.18.3. Separated the core packages into 'Platform’ and 'Desktop’
sections.

[randy] - Updated to ImageMagick-6.3.5-3.

[randy] - Updated Perl Modules: Archive-Tar-1.32, Archive-Zipl.20, Business-ISBN-Data-1.14,
Compress-Raw-Zlib-2.005, Compress-Zlib-2.005, Crypt-SSLeay-0.56, Digest-SHA-5.45,
ExtUtils-CBuilder-0.19, ExtUtils-ParseX S-2.18, | O-Compress-Base-2.005, Compress-Raw-Bzip2-2.005,
| O-Compress-Bzip2-2.005, |O-Compress-Zlib-2.005, 10-Zlib-1.06, LWP5.806, Module-Build-0.2808,
Module-Corelist-2.12, Module-Signature-0.55, PAR-Dist-0.24, Pod-Readme-0.09, Test-Base-0.54,
Test-Prereg-1.033, version-0.7203, Y AML-0.65.

* July 24th, 2007

[bdubbs] - Updated to Bind-9.4.1-P1.
[randy] - Updated to SANE Backends-1.0.18.
[dj] - Added Java header path to CPPFLAGS for Graphviz.

 July 22nd, 2007

[randy] - Updated to XviD-1.1.3.
[randy] - Updated to 1SO Codes-1.2.
[randy] - Updated to Module::Info-0.31.

» July 21st, 2007

[randy] - Updated to Metacity-2.18.5
[randy] - Added new package libgnomekbd-2.18.2 to the GNOME Core packages section.

[dnicholson] - Reworked Xorg download links and md5sum files. Added the continue parameter for the large
wget downloads.

[randy] - Added a sed and a patch to allow Vorbis-Toolsto link against cURL and FLAC respectively. Fixes
Trac ticket #2240. Patch to update the book contributed by Ag Hatzimanikas.

[randy] - Updated to libxklavier-3.2.
[randy] - Updated to W3m-0.5.2.

* July 20th, 2007

[randy] - Updated to GMime-2.2.10.
[randy] - Updated to libwnck-2.18.3.
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[randy] - Updated to GIMP-2.2.17 and GIMP-Help-0.12. No changes have been made yet to support
Gutenprint instead of the deprecated Gimp-Print. Those changes will follow after Gutenprint isin the book.

[randy] - Updated to libgsf-1.14.5.
[randy] - Updated to XML-SAX-0.16.

* July 19th, 2007

[randy] - Updated to GStreamer Ugly Plug-ins-0.10.6.

[randy] - Updated to libmpeg2-0.4.1.

[randy] - Updated to libdvdread-0.9.7.

[randy] - Added a note to the libdvdcss instructions about an issue that may occur with the LaTeX installation.
[randy] - Updated to LAME-3.97.

[randy] - Updated to libao-0.8.8.

[randy] - Updated to FLAC-1.1.4.

[randy] - Updated to GStreamer Good Plug-ins-0.10.6.

[randy] - Updated to Imlib2-1.4.0.

[randy] - Updated to libdv-1.0.0.

* July 18th, 2007

[randy] - Updated to GStreamer Base Plug-ins-0.10.13.

[randy] - Updated to desktop-file-utils-0.13.

[randy] - Updated to shared-mime-info-0.21.

[randy] - Updated to GStreamer-0.10.13.

[randy] - Added an additional sed to the LPRng instructions to correct some bad syntax.
[randy] - Updated to pilot-link-0.12.2.

[randy] - Updated to Nmap-4.20.

 July 17th, 2007

[randy] - Updated to Poppler-0.5.4.

[randy] - Updated to Wireshark-0.99.6 (formerly named Ethereal).
[randy] - Updated to libpcap-0.9.6.

[randy] - Updated to Samba-3.0.25b.

[randy] - Updated to Subversion-1.4.4.

* July 16th, 2007

[randy] - Clarified the Apache HTTPD dependencies and added a note how to build APR-util with Berkeley
DB support.

[randy] - Updated to JUnit-4.3.1.
[randy] - Updated to dvd+rw-tools-7.0.
[randy] - Updated to Xpdf-3.02.

* July 15th, 2007
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[randy] - Updated to LessTif-0.95.0.

[randy] - Updated to NSS-3.11.7 (includes NSPR-4.6.7).
[randy] - Updated to Firefox-2.0.0.4.

[randy] - Updated to Thunderbird-2.0.0.4.

July 14th, 2007

[randy] - Updated to HAL-0.5.9.1 and HAL Hardware Info-20070618.
[randy] - Added the Qt3 bindings to the D-Bus Bindings page.

July 12th, 2007

[randy] - Updated to Tcsh-6.15.00.

July 11th, 2007

[randy] - Updated to cpio-2.9.
[randy] - Updated to Sendmail-8.14.1.

July 10th, 2007

[dnicholson] - Added information for running the D-Bus testsuite.

[randy] - Updated the K3b and KDE Base instructions to specify that the D-Bus Qt3 Bindings are required if
HAL functionality is desired.

[dnicholson] - Added libxcb and its dependencies xch-proto and libpthread-stubs to the book. Enabled it asa
dependency for the Xorg-7 Libraries.

[randy] - Modified the D-Bus dependency in several packages to account for the new D-Bus core and bindings
separation.

[randy] - Added the Python Bindings to the D-Bus Bindings page.

July 9th, 2007

[dnicholson] - Updated D-Bus Core to 1.0.2.

[randy] - Created a D-Bus Bindings page and added the GLib bindings. Other D-Bus bindings will be added to
the same page as they are developed.

July 8th, 2007

[dnicholson] - Fix abad commit breaking Xorg-7 libX11 in r6797.
[dnicholson] - Applied patchlevel updates for Xorg-7.2 packages.
[randy] - Updated to CUPS-1.2.11.

[randy] - Updated to PHP-5.2.3.

[randy] - Updated to libexif-0.6.16.

[randy] - Updated to libglade-2.6.1.

[randy] - Updated to CURL-7.16.3.

[randy] - Updated to Libidn-0.6.14.

July 7th, 2007

[manuel] - Updated book rendering framework to use the new LFS-XSL styleshests.

July 6th, 2007

24



Beyond Linux® From Scratch - Version 6.3

 [randy] - Updated to PostgreSQL -8.2.4.

* [randy] - Downgraded OpenLDAP to the stable 2.3.32 version as the download page now properly reflects the
versions.

July 5th, 2007

» [randy] - Updated to MySQL-5.0.41.

 [randy] - Updated Tcl and Tk to 8.4.15.

July 4th, 2007

* [randy] - Updated to libxslt-1.1.21.

* [dj] - Modified Linux-PAM configuration to use cracklib defaults.
July 3rd, 2007

* [randy] - Updated to libxml2-2.6.29.

 [randy] - Updated to Python-2.5.1.

 [randy] - Updated to Shadow-4.0.18.1, which isthe version used in LFS. Also modified the /etc/pam.d/login
file as suggested by Jonathan Oksman to strengthen the login security.

* [dnicholson] - Fixed an incorrect path for the MesalLib drivers. Reported by Alexander Patrakov.
July 2nd, 2007

* [randy] - Updated to Whois-4.7.21.

[randy] - Updated to Expat-2.0.1.

[randy] - Updated to S-Lang-2.1.1.

[randy] - Updated to PCRE-7.2.

[randy] - Updated to libpng-1.2.18.

[randy] - Updated to pkg-config-0.22.

July 1st, 2007

* [randy] - Incremented the date of the bootscript entity so a new bootscript tarball will be created (to reflect the
changes made to the bootscripts on 20070620).

June 30th, 2007

» [randy] - Updated to GTK+-2.10.13.

 [randy] - Updated to Pango-1.16.4.

* [randy] - Updated to cairo-1.4.10.

* [randy] - Updated Inetutils MD5sum as upstream released a new tarball.

* [randy] - Updated to GLib-2.12.12.

June 20th, 2007

* [dnicholson] - Fixed app-defaults references in xterm. Closes #2362. Reported by laxy.
* [dnicholson] - Updated to dhcpcd-3.0.17.

June 15th, 2007

* [dnicholson] - Muitt cleanups from Alexander Patrakov and Ag Hatzim.
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* [dnicholson] - Fixed Firefox and Thunderbird to ensure that libX 11 and libXrender are found.

June 13th, 2007

* [dj] - Added ksh-2007-03-28

June 12th, 2007

* [dnicholson] - Updated to Mutt-1.5.16

June 7th, 2007

* [dnicholson] - Changed the Qt /usr install with symlinksto the bin, include and lib directoriesin /usr/share/qt.
* [dnicholson] - Updated to NTP-4.2.4p0.

* [dnicholson] - Fixed abroken GLib URL. Reported by Ken Moffat.

* [dnicholson] - Removed the optional ctypes dependency from libmusicbrainz since it's included in Python-2.5.
Thanks to bambi for the report.

* [dnicholson] - Fixed some errors on the X Window System Components page. Reported by Spinal.
May 31st, 2007

* [dnicholson] - Changed the xkb output directory for Xorg-Server to match that from XKeyboardConfig.
Reported by DJ Lucas.

* [dnicholson] - Streamlined the commands for each Xorg section.

* [dnicholson] - Commented out the sun video drivers and deprecated modulesin the Xorg wget lists and
changed the download commands to support the comments.

May 30th, 2007

* [dnicholson] - Fixed abroken link on the XFree86 page. Reported by Roland Puntaier.

* [dnicholson] - Added a missing expat dependency on the Mesal ib page. Reported by DJ L ucas.
May 28th, 2007

¢ [dnicholson] - Changed the XK eyboardConfig intltool dependency to optional and added a required
XML::Parser dependency.

May 26th, 2007

* [dnicholson] - Removed the /opt globbing from the Bash Shell Startup Files since entriesin /opt are handled
Separately.

May 25th, 2007

* [dnicholson] - Updated to libdrm-2.3.0.

* [dnicholson] - Added the XKeyboardConfig package, which replaces xkbdata for Xorg-7.

* [dnicholson] - Updated to Mesalib-6.5.2.

* [dnicholson] - Updated to Xorg-7.2.

May 24th, 2007

* [dnicholson] - Various changes were applied to the X Free86 page.

* [dnicholson] - Added a version number to the Xorg md5sumsfile.

* [dnicholson] - Revert a mistaken version update to the xf86-input-elographics driver.

* [dnicholson] - Removed unnecessary commands for the imake and xorg-cf-files packages.
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* [dnicholson] - Removed an unnecessary parameter for the xorg-server package.
May 23rd, 2007

* [dnicholson] - Removed the unneeded Glibc build fix for X Free86.

May 19th, 2007

* [dnicholson] - Fix theinstallation of the mail extensionsto go to the correct directory in Thunderbird.
May 18th, 2007

* [dnicholson] - Updated to Thunderbird-2.0.0.0 with Enigmail-0.95.0.

May 13th, 2007

* [dnicholson] - Updated to xterm-225 and corrected configure settings. Thanks to kratzO0 and fix.
¢ [bdubbs] - Updated to vim-7.1.

May 5th, 2007

* [bdubbs] - Corrected md5sum for libdrm-2.0.1.

 [bdubbs] - Updated to xine-lib-1.1.6.

* [bdubbs] - Updated to Seamonkey-1.1.1.

April 29th, 2007

* [dnicholson] - Updated to Fontconfig-2.4.2. Fixes ticket #2134.

April 27th, 2007

* [dnicholson] - Updated to Firefox-2.0.0.3. Fixesticket #2218.

* [dnicholson] - Updated to HAL-0.5.9 with hal-info-20070425. Fixes ticket #2213.
* [dnicholson] - Updated to FreeType-2.3.4. Fixes ticket #1988.

April 26th, 2007

 [randy] - Updated to GnuPG-1.4.7.

April 25th, 2007

* [bdubbs] - Added a security patch for Qt and updated description of MySqgl options for Qt.
» [aexander] - Applied cpio-2.7 upstream fixes.

April 21st, 2007

 [bdubbs] - Expanded note on building database support into gt.

April 20th, 2007

* [randy] - Updated to Graphviz-2.12.

 [randy] - Updated to Doxygen-1.5.2.

April 19th, 2007

* [randy] - Updated to unixODBC-2.2.12.

[randy] - Updated to libsoup-2.2.100.

[randy] - Updated to startup-notification-0.9.

[randy] - Updated to GOffice-0.2.2.

[randy] - Updated to ESP Ghostscript-8.15.4.
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April 18th, 2007
 [randy] - Added additional filesto the chmod command in the S-Lang instructions.

 [randy] - Added a note to run some commands in the OpenSSH instructions as the root user. Thanks to
ghylton for the report.

 [randy] - Updated to libgsf-1.14.3.
April 17th, 2007

 [randy] - Added new Perl Modules to support icon-naming-utils: Tie::IxHash, XML::LibXML,
XML::NamespaceSupport, XML::SAX, XML::SAX::Expat and XML::Simple

* [randy] - Added new package icon-naming-utils-0.8.2 (required by the GNOME Icon Theme package).
April 16th, 2007

* [randy] - Updated to EsounD-0.2.37.

 [randy] - Updated the PyGTK dependenciesin the HAL instructions.

April 15th, 2007

* [djensen] - Updated to librsvg-2.16.1.

* [djensen] - Updated to shared-mime-info-0.20.

* [randy] - Updated to Qt-3.3.8.

 [randy] - Updated to NAS-1.9.

April 14th, 2007

* [randy] - Updated to Samba-3.0.24.

April 13th, 2007

* [randy] - Updated to Gamin-0.1.8.

* [randy] - Updated to desktop-file-utils-0.12.

April 10th, 2007

 [randy] - Updated to little cms-1.16.

 [randy] - Added the Utah Raster Toolkit as an optional dependency of giflib.

April 9th, 2007

 [randy] - Updated to Ruby-1.8.6.

* [randy] - Updated to libart_lgpl-2.3.19.

April 4th, 2007

* [randy] - Updated the XML and stylesheets to use the 4.5 version of DocBook XML DTD.
March 31st, 2007

 [randy] - Updated to PHP-5.2.1.

 [randy] - Removed the Ash package as it has been effectively replaced by the Dash package.
March 30th, 2007

* [randy] - Updated to hicolor-icon-theme-0.10.

 [randy] - Updated to libpcap-0.9.5.

* [randy] - Updated to Apache HTTPD-2.2.4.
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[randy] - Updated to GTK-Doc-1.8.
[randy] - Updated to Perl Module HTML ::Parser-3.56.

[randy] - Updated to Perl modules: Algorithm::Diff-1.1902, Compress::Zlib-2.004, Crypt::SSL eay-0.53,
Pod::Simple-3.05, Test::Pod-1.26, Test::Simple-0.70, version-0.71.

[randy] - Added new Perl modules: Compress::Raw::Zlib-2.004, 10::Compress::Base-2.004,
10::Compress::Bzip2-2.004, 10::Compress::Zlib-2.004.

March 28th, 2007

 [randy] - Updated to ASpell-0.60.5.
March 27th, 2007

 [randy] - Updated to HTML Tidy-cvs 20070326.
March 26th, 2007

* [djensen] - Updated to libIDL-0.8.8.

* [randy] - Updated to Heirloom Mailx-12.2.
 [randy] - Updated to Sendmail-8.14.0.

* [randy] - Updated to OpenLDAP-2.3.34.
March 25th, 2007

* [djensen] - Updated to Intltool-0.35.5.
[djensen] - Updated to libwnck-2.18.0.
[djensen] - Updated to VTE-2.16.0.
[randy] - Updated to OpenSSH-4.6p1.
[randy] - Updated to OpenSSL-0.9.8e.
[randy] - Updated to CURL-7.16.1.
[randy] - Updated to Stunnel-4.20.
 [randy] - Updated to Libidn-0.6.11.
March 24th, 2007

 [randy] - Updated to FOP-0.93.

March 23rd, 2007

* [dnicholson] - Removed the reference to tinker-term.sh in the Bash Shell Startup Files. Thanks to Jonathan
Oksman for the report.

* [dnicholson] - Added a patch with upstream fixes for Dash and an optional command for replacing /bin/sh.
* [randy] - Updated to Apache Ant-1.7.0.

* [randy] - Added new package JUnit-4.1.

March 21st, 2007

* [randy] - Updated to MySQL-5.0.37.

* [randy] - Modified the Heimdal instructions to rename the Heimdal libss headers and libraries and restore the
orgina E2fsprogs files. Also added some documentation installation commands.

March 20th, 2007
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 [bdubbs] - Updated to cairo-1.4.2. Fixes a severe hang problem and some systems when running checks.
 [randy] - Updated to Berkeley DB-4.5.20 to match the version used in LFS.

 [randy] - Updated to JDK-1.5.0.11 (source and binary).

March 19th, 2007

* [randy] - Updated to cpio-2.7.

March 18th, 2007

* [randy] - Updated to NSS-3.11.5 (includes NSPR-4.6.5).

* [randy] - Added awarning to the GNOME introduction section, and links to this warning in various GNOME
package instructions telling to use the stable version of BLFS to build current GNOME.

» [randy] - Updated to GTK+-2.10.11.

* [randy] - Updated to ATK-1.18.0.

 [randy] - Updated to Pango-1.16.1.

* [randy] - Updated to cairo-1.4.0.

* [randy] - Updated to GLib-2.12.11.

March 17th, 2007

 [randy] - Updated to libxslt-1.1.20.

* [randy] - Updated to Python-2.5.

March 16th, 2007

* [randy] - Updated to GCC-4.1.2, which matches the version used in LFS.
March 15th, 2007

 [randy] - Added the Dash package using a patch provided by Agathoklis Hatzimanikas.
March 13th, 2007

* [randy] - Added a note to the Linux-PAM instructions to run the test suite after the package has been installed
and minimally configured.

March 8th, 2007

» [alexander] - Added Recode-3.6.

March 7th, 2007

* [djensen] - Updated to ImageM agick-6.3.3-0, man page sed by alexander.
March 4th, 2007

* [dnicholson] - Updated the Docbook SGML & XML DTD packagesto version 4.5. Patch from Matthew
Burgess.

March 3rd, 2007

 [djensen] - Updated to PostgreSQL-8.2.3.

» [adexander] - Removed the link to the (dead) libstk site from Xine Libraries page.
February 28th, 2007

* [dnicholson] - Made the i18n-fonts commands more explicit on the a2ps page to guard against errors. Thanks
to Nathan Coulson for the report.
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» February 24th, 2007

* [dnicholson] - Fixed adead ftp:// link for Nano. Reported by Daniel Rindit.
» February 19th, 2007

* [dnicholson] - Fixed the sed needed to run the libxml2 testsuite. Closes #2299. Report from kratz00.
» February 16th, 2007

 [randy] - Updated to GMP-4.2.1.

* [randy] - Updated to libxml2-2.6.27.

* [randy] - Fixed a broken documentation installation command in the libpng instructions, thanks to Nathan
Coulson for the report.

* [randy] - Updated to Inetutils-1.5.
» February 15th, 2007
» [randy] - Updated to Sysstat-7.0.4.
* [randy] - Updated to Shadow-4.0.17.
 [randy] - Updated to Linux-PAM-0.99.7.1.
 [randy] - Updated to Tk-8.4.14.
 [randy] - Updated to Tcl-8.4.14.
» [randy] - Updated to S-Lang-2.0.7.
* [randy] - Updated to PCRE-7.0.
* [randy] - Updated to libpng-1.2.16.
 [randy] - Updated to pkg-config-0.21.
» February 14th, 2007
 [randy] - Released BLFS Version 6.2.0.
* February 6th, 2007
* [randy] - Updated to CrackLib-2.8.10 (don't merge to the 6.2 branch until 6.2.0 has been released).
» February 4th, 2007
 [randy] - Removed the obsolete and unmaintained X org-6.9 package (do not merge to the 6.2 branch).

Mailing Lists

The linuxfromscratch.org server is hosting a number of mailing lists that are used for the development of the BLFS
book. These lists include, anong others, the main development and support lists.

For more information regarding which lists are available, how to subscribe to them, archive locations, etc., visit
http: //www.linuxfromscratch.org/mail.html.

BLFS Wiki

The BLFS Project has created a Wiki for users to comment on pages and instructions at http://wiki.linuxfromscratch.
org/blfs/wiki. Comments are welcome from all users.

The following are the rules for posting:
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Users must register and log in to edit a page.
Suggestions to change the book should be made by creating a new ticket, not by making comments in the Wiki.

Questions with your specific installation problems should be made by subscribing and mailing to the BLFS
Support Mailing List at mailto: blfs-support@linuxfromscratch.org.

Discussions of build instructions should be made by subscribing and mailing to the BLFS Development List at
mailto: blfs-dev@linuxfromscratch.org.

Inappropriate material will be removed.

Asking for Help and the FAQ

If you encounter a problem while using this book, and your problem is not listed in the FAQ (http://www.
linuxfromscratch.org/faq), you will find that most of the people on Internet Relay Chat (IRC) and on the mailing lists
arewilling to help you. An overview of the LFS mailing lists can be found in Mailing lists. To assist usin diagnosing
and solving your problem, include as much relevant information as possible in your request for help.

Things to Check Prior to Asking

Before asking for help, you should review the following items:

|s the hardware support compiled into the kernel or available as a module to the kernel? If it isamodule, isit
configured properly in rodpr obe. conf and hasit been loaded? Y ou should use Ismod asther oot user to
seeif it'sloaded. Check thesys. | og fileor run modprobe <dr i ver > to review any error message. If it loads
properly, you may need to add the modpr obe command to your boot scripts.

Are your permissions properly set, especially for devices? LFS uses groups to make these settings easier, but it
also adds the step of adding usersto groups to alow access. A simple moduser -G audio <user > may be all
that's necessary for that user to have access to the sound system. Any question that starts out with “It works as
root, but not as...” requires athorough review of permissions prior to asking.

BLFSliberally uses/ opt / <package>. The main objection to this centers around the need to expand your
environment variables for each package placed there (e.g., PATH=$PATH:/opt/kde/bin). In most cases, the
package instructions will walk you through the changes, but some will not. The section called “ Going Beyond
BLFS’ isavailable to help you check.

Things to Mention

Apart from a brief explanation of the problem you're having, the essential thingsto include in your request are:

the version of the book you are using (being 6.3),

the package or section giving you problems,

the exact error message or symptom you are receiving,
whether you have deviated from the book or LFS at all,

if you are installing a BLFS package on a non-LFS system.

(Note that saying that you've deviated from the book doesn't mean that we won't help you. It'll just help us to see
other possible causes of your problem.)

Expect guidance instead of specific instructions. If you are instructed to read something, please do so. It generally
implies that the answer was way too obvious and that the question would not have been asked if alittle research was
done prior to asking. The volunteers in the mailing list prefer not to be used as an alternative to doing reasonable
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research on your end. In addition, the quality of your experience with BLFSis also greatly enhanced by thisresearch,
and the quality of volunteersis enhanced because they don't feel that their time has been abused, so they are far more
likely to participate.

An excellent article on asking for help on the Internet in general has been written by Eric S. Raymond. It isavailable
online at http://www.catb.org/~esr /fags/smart-questions.html. Read and follow the hints in that document and you
are much more likely to get a response to start with and also to get the help you actually need.

Contact Information

Please direct your emails to one of the BLFS mailing lists. See Mailing lists for more information on the available
mailing lists.

The current BLFS maintainer is Randy McMurchy. If you need to reach Randy, send an email to
randy@linuxfromscratch.org.
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Chapter 2. Important Information

This chapter is used to explain some of the policies used throughout the book, to introduce important concepts and
to explain some issues you may see with some of the included packages.

Notes on Building Software

Those people who have built an LFS system may be aware of the general principles of downloading and unpacking
software. We will however repeat some of that information here for those new to building their own software.

Each set of installation instructions contains a URL from which you can download the package. We do however keep
a selection of patches available viaHTTP. These are referenced as needed in the installation instructions.

While you can keep the source files anywhere you like, we assume that you have unpacked the package and changed
into the directory created by the unpacking process (the 'build' directory). We also assume you have uncompressed
any required patches and they are in the directory immediately above the 'build' directory.

We can not emphasize strongly enough that you should start from a clean source tree each time. This means that if
you have had an error during configuration or compilation, it's usually best to delete the source tree and re-unpack
it before trying again. This obviously doesn't apply if you're an advanced user used to hacking Makefi | esand C
code, but if in doubt, start from a clean tree.

Building Software as an Unprivileged (non-root) User

The golden rule of Unix System Administration is to use your superpowers only when necessary. Hence, BLFS
recommends that you build software as an unprivileged user and only become the r oot user when installing the
software. This philosophy is followed in all the packages in this book. Unless otherwise specified, al instructions
should be executed as an unprivileged user. The book will advise you on instructions that need r oot privileges.

Unpacking the Software
If afileisin. t ar format and compressed, it is unpacked by running one of the following commands:

tar -xvf filenane.tar.gz
tar -xvf filenane.tgz
tar -xvf filenane.tar.Z
tar -xvf filenane.tar.bz2

Note

Y ou may omit using the v parameter in the commands shown above and below if you wish to suppress the
verbose listing of al the filesin the archive as they are extracted. This can help speed up the extraction as
well as make any errors produced during the extraction more obvious to you.

Y ou can also use adlightly different method:

bzcat filenanme.tar.bz2 | tar -xv
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Finally, you sometimes need to be able to unpack patcheswhich are generally notin. t ar format. The best way to do
thisisto copy the patch file to parent of the 'build’ directory and then run one of the following commands depending
on whether thefileisa. gz or. bz2 file:

gunzi p -v patchnane. gz
bunzi p2 -v patchnane. bz2

Verifying File Integrity Using 'md5sum’

Generdly, to verify that the downloaded file is genuine and complete, many package maintainers also distribute
md5sums of the files. To verify the mdSsum of the downloaded files, download both the file and the corresponding
md5sum file to the same directory (preferably from different on-line locations), and (assuming f i | e. nd5sumis
the md5sum file downloaded) run the following command:

md5sum -c¢ fil e. md5sum

If there are any errors, they will be reported. Note that the BLFS book includes md5sums for all the source files al so.
To use the BLFS supplied md5sums, you can create af i | e. nd5sum(place the md5sum data and the exact name
of the downloaded file on the same line of a file, separated by white space) and run the command shown above.
Alternately, simply run the command shown below and compare the output to the md5sum data shown in the BLFS
book.

nmd5sum <name_of downl oaded fil e>

Creating Log Files During Installation

For larger packages, it is convenient to create log files instead of staring at the screen hoping to catch a particular
error or warning. Log files are also useful for debugging and keeping records. The following command allows you
to create an installation log. Replace <comrand> with the command you intend to execute.

( <command> 2>&1 | tee conpile.log & exit $PI PESTATUS )

2>&1 redirects error messages to the same location as standard output. The tee command allows viewing of the
output while logging the results to afile. The parentheses around the command run the entire command in a subshell
and finaly the exit $PIPESTATUS command ensures the result of the <command> is returned as the result and
not the result of the tee command.

Automated Building Procedures

There are times when automating the building of a package can come in handy. Everyone has their own reasons for
wanting to automate building, and everyone goes about it in their own way. Creating Makef i | es, Bash scripts, Perl
scripts or smply a list of commands used to cut and paste are just some of the methods you can use to automate
building BLFS packages. Detailing how and providing examples of the many ways you can automate the building
of packages is beyond the scope of this section. This section will expose you to using file redirection and the yes
command to help provide ideas on how to automate your builds.

File Redirection to Automate Input

You will find times throughout your BLFS journey when you will come across a package that has a command
prompting you for information. This information might be configuration details, a directory path, or aresponse to a
license agreement. This can present a challenge to automate the building of that package. Occasionally, you will be
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prompted for different information in a series of questions. One method to automate this type of scenario requires
putting the desired responsesin afile and using redirection so that the program uses the datain thefile asthe answers
to the questions.

Building the CUPS package is a good example of how redirecting a file as input to prompts can help you automate
the build. If you run the test suite, you are asked to respond to a series of questions regarding the type of test to run
and if you have any auxiliary programs the test can use. Y ou can create afile with your responses, one response per
line, and use a command similar to the one shown below to automate running the test suite:

make check < ../cups-1.1.23-testsuite _parns

This effectively makes the test suite use the responsesin the file as the input to the questions. Occasionally you may
end up doing abit of trial and error determining the exact format of your input file for some things, but once figured
out and documented you can use this to automate building the package.

Using yes to Automate Input

Sometimes you will only need to provide one response, or provide the same response to many prompts. For these
instances, the yes command works really well. The yes command can be used to provide a response (the same one)
to one or more instances of questions. It can be used to simulate pressing just the Enter key, entering the Y key or
entering a string of text. Perhaps the easiest way to show its useisin an example.

First, create a short Bash script by entering the following commands:

cat > blfs-yes-testl << "ECF"
#!/ bi n/ bash

echo -n -e "\n\nPl ease type sonething (or nothing) and press Enter --->"
read A STRI NG

if test "$A STRING' = ""; then A STRING="Just the Enter key was pressed"
el se A STRING="You entered '$A STRING "
fi

echo -e "\ n\n$A STRI NG n\ n"
EOF
chnod 755 bl fs-yes-testl

Now run the script by issuing ./blfs-yestestl from the command line. It will wait for a response, which can be
anything (or nothing) followed by the Enter key. After entering something, the result will be echoed to the screen.
Now use the yes command to automate the entering of a response:

yes | ./blfs-yes-testl

Notice that piping yes by itself to the script resultsin y being passed to the script. Now try it with a string of text:
yes 'This is sone text' | ./blfs-yes-testl

The exact string was used as the response to the script. Finally, try it using an empty (null) string:

yes ''" | ./blfs-yes-testl
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Notice this results in passing just the press of the Enter key to the script. Thisis useful for times when the default
answer to the prompt is sufficient. This syntax is used in the Net-tools [459] instructions to accept al the defaults
to the many prompts during the configuration step. Y ou may now remove the test script, if desired.

File Redirection to Automate Output

In order to automate the building of some packages, especially those that require you to read alicense agreement one
page at atime, requires using a method that avoids having to press akey to display each page. Redirecting the output
to afile can be used in these instances to assist with the automation. The previous section on this page touched on
creating log files of the build output. The redirection method shown there used the tee command to redirect output to
afilewhile also displaying the output to the screen. Here, the output will only be sent to afile.

Again, the easiest way to demonstrate the technique is to show an example. First, issue the command:
I's -1 /usr/bin | nore

Of course, you'll be required to view the output one page at a time because the mor e filter was used. Now try the
same command, but this time redirect the output to afile. The special file/ dev/ nul | can be used instead of the
filename shown, but you will have no log file to examine:

Is -1 /usr/bin | nmore > redirect _test.log 2>&1

Notice that this time the command immediately returned to the shell prompt without having to page through the
output. Y ou may now remove the log file.

The last example will use the yes command in combination with output redirection to bypass having to page through
the output and then provide ay to a prompt. This technique could be used in instances when otherwise you would
have to page through the output of afile (such as alicense agreement) and then answer the question of “do you accept
the above?’. For this example, another short Bash script is required:

cat > blfs-yes-test2 << "ECF"
#!/ bi n/ bash

I's -1 /usr/bin | nore

echo -n -e "\n\nDid you enjoy reading this? (y,n)
read A STRI NG

if test "$A STRING' = "y"; then A STRING="You entered the 'y' key"
el se A STRING="You did NOT enter the 'y' key"
fi

echo -e "\ n\n$A STRI NG n\ n"
EOF
chnod 755 bl fs-yes-test?2

Thisscript can be used to simulate a program that requires you to read alicense agreement, then respond appropriately
to accept the agreement before the program will install anything. First, run the script without any automation
techniques by issuing ./blfs-yes-test2.
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Now issue the following command which uses two automation techniques, making it suitable for usein an automated
build script:

yes | ./blfs-yes-test2 > blfs-yes-test2.10g 2>&1

If desired, issuetail blfs-yes-test2.log to see the end of the paged output, and confirmation that y was passed through
to the script. Once satisfied that it works asit should, you may remove the script and log file.

Finally, keep in mind that there are many ways to automate and/or script the build commands. There is not asingle
“correct” way to doit. Your imagination is the only limit.

Dependencies

For each package described, BLFS lists the known dependencies. These are listed under several headings, whose
meaning is as follows:

* Required means that the target package cannot be correctly built without the dependency having first been
installed.

* Recommended means that BLFS strongly suggests this package isinstalled first for a clean and trouble-free
build, that won't have issues either during the build process, or at run-time.

» Optional means that this package might be installed for added functionality. Often BLFS will describe the
dependency to explain the added functionality that will result.

The /usr Versus /usr/local Debate

Should | install XXX in/ usr or /usr/| ocal ?
Thisis aquestion without an obvious answer for an LFS based system.

Intraditional Unix systems,/ usr usually containsfilesthat comewiththe system distribution, andthe/ usr /| ocal
tree isfree for the local administrator to manage. The only really hard and fast ruleis that Unix distributions should
not touch/ usr /1 ocal , except perhaps to create the basic directories within it.

With Linux distributions like Red Hat, Debian, etc., a possible rule is that / usr is managed by the distribution's
package system and / usr /| ocal isnot. Thisway the package manager's database knows about every file within
[ usr.

LFS users build their own system and so deciding where the system ends and local files begin is not straightforward.
So the choice should be made in order to make things easier to administer. There are several reasons for dividing
filesbetween/ usr and/ usr/ | ocal .

* On anetwork of several machinesall running LFS, or mixed LFS and other Linux distributions, / usr/ | ocal
could be used to hold packages that are common between all the computers in the network. It can be NFS
mounted or mirrored from a single server. Here local indicates local to the site.

» On anetwork of several computersal running an identical LFS system, / usr /| ocal could hold packages that
are different between the machines. In this case local refers to the individual computers.

» Evenonasingle computer,/ usr/ | ocal can beuseful if you have several distributions installed
simultaneously, and want a place to put packages that will be the same on all of them.

» Or you might regularly rebuild your LFS, but want a place to put files that you don't want to rebuild each time.
Thisway you can wipe the LFS file system and start from a clean partition every time without losing everything.

Some people ask why not use your own directory tree, e.g.,/ usr/ si t e, rather than/ usr/ | ocal ?
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There is nothing stopping you, many sites do make their own trees, however it makes installing new software more
difficult. Automatic installers often look for dependenciesin/ usr and/ usr/ | ocal , and if the file it is looking
forisin/ usr/ sit e instead, the installer will probably fail unless you specifically tell it where to look.

What is the BLFS position on this?

All of the BLFSinstructionsinstall programsin/ usr with optional instructionstoinstall into/ opt for some specific
packages.

Optional Patches

Asyou follow the various sections in the book, you will observe that the book occasionally includes patches that are
required for a successful and secure installation of the packages. The general policy of the book isto include patches
that fall in one of the following criteria

» Fixesacompilation problem.
 Fixes asecurity problem.
» Fixesabroken functionality.

In short, the book only includes patchesthat are either required or recommended. ThereisaPatches subproject which
hosts various patches (including the patches referenced in the books) to enable you to configure your LFS the way
you likeit.

BLFS Boot Scripts

The BLFS Bootscripts package contains the init scripts that are used throughout the book. It is assumed that you will
be using the BLFS Bootscripts package in conjunction with a compatible L FS-Bootscripts package. Refer to ../../../.
J1fs/view/6.3/chapter 07/bootscripts.html for more information on the L FS-Bootscripts package.

Package Information
» Download: http://www.linuxfromscratch.or g/blfs/downl oads/6.3/blfs-bootscripts-20080816.tar .bz2

The BLFS Bootscripts package will be used throughout the BLFS book for startup scripts. Unlike LFS, each init
script has a separate install target in the BLFS Bootscripts package. It is recommended you keep the package source
directory around until completion of your BLFS system. When a script is requested from BLFS Bootscripts, simply
change to the directory and as the r oot user, execute the given make install-<i ni t - scri pt > command. This
command installstheinit script to its proper location (along with any auxiliary configuration scripts) and also creates
the appropriate symlinksto start and stop the service at the appropriate run-level.

Note

It isadvisableto peruse each bootscript before installation to ascertain that it satisfiesyour need. Also verify
that the start and stop symlinksit creates match your preferences.

Locale Related Issues

This page contains information about locale related problems and issues. In the following paragraphs you'll find a
generic overview of things that can come up when configuring your system for various locales. Many (but not all)
existing locale related problems can be classified and fall under one of the headings below. The severity ratings below
use the following criteria:
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o Critical: The program doesn't perform its main function. The fix would be very intrusive, it's better to search for
areplacement.

» High: Part of the functionality that the program providesis not usable. If that functionality is required, it's better
to search for areplacement.

* Low: The program works in all typical use cases, but lacks some functionality normally provided by its
equivalents.

If there is a known workaround for a specific package, it will appear on that package's page. For the most recent
information about locale related issues for individual packages, check the User Notesin the BLFS Wiki.

The Needed Encoding is Not a Valid Option in the Program
Severity: Critical

Some programs require the user to specify the character encoding for their input or output data and present
only a limited choice of encodings. This is the case for the - X option in a2ps-4.14 and Enscript-1.6.4, the
-1 nput - char set option in unpatched Cdrtools-2.01, and the character sets offered for display in the menu of
Links-2.1pre33. If the required encoding is not in the list, the program usually becomes completely unusable. For
non-interactive programs, it may be possible to work around this by converting the document to a supported input
character set before submitting to the program.

A solution to this type of problem is to implement the necessary support for the missing encoding as a patch to the
original program (as done for Cdrtools-2.01 in this book), or to find a replacement.

The Program Assumes the Locale-Based Encoding of External Documents
Severity: High for non-text documents, low for text documents

Some programs, nano-2.0.7 or JOE-3.5 for example, assume that documents are always in the encoding implied by
the current locale. While this assumption may be valid for the user-created documents, it is not safe for external
ones. When this assumption fails, non-ASCII characters are displayed incorrectly, and the document may become
unreadable.

If the external document is entirely text based, it can be converted to the current locale encoding using the iconv
program.

For documents that are not text-based, this is not possible. In fact, the assumption made in the program may be
completely invalid for documents where the Microsoft Windows operating system has set de facto standards. An
example of this problem is ID3v1 tags in MP3 files (see the BLFS Wiki ID3v1Coding page for more details). For
these cases, the only solution is to find a replacement program that doesn't have the issue (e.g., one that will allow
you to specify the assumed document encoding).

Among BLFS packages, this problem appliesto nano-2.0.7, JOE-3.5, and all media players except Audacious-1.3.2.

Another problem in this category is when someone cannot read the documents you've sent them because their
operating system is set up to handle character encodings differently. This can happen often when the other personis
using Microsoft Windows, which only provides one character encoding for a given country. For example, this causes
problems with UTF-8 encoded TeX documents created in Linux. On Windows, most applications will assume that
these documents have been created using the default Windows 8-bit encoding. See the teTeX Wiki page for more
details.

In extreme cases, Windows encoding compatibility issues may be solved only by running Windows programs under
Wine.
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The Program Uses or Creates Filenames in the Wrong Encoding
Severity: Critical
The POSIX standard mandates that the filename encoding is the encoding implied by the current LC_CTY PE locale
category. Thisinformation iswell-hidden on the page which specifies the behavior of Tar and Cpio programs. Some
programsget it wrong by default (or smply don't have enough information to get it right). Theresult isthat they create
filenames which are not subsequently shown correctly by Is, or they refuse to accept filenamesthat |s shows properly.

For the GLib-2.12.12 library, the problem can be corrected by setting the G_FI LENAME_ENCODI NG environment
variableto the special " @locale" value. Glib2 based programs that don't respect that environment variable are buggy.

The Zip-2.32, UnZip-5.52, and Nautilus CD Burner-2.18.2 have this problem because they hard-code the expected
filename encoding. UnZip contains a hard-coded conversion table between the CP850 (DOS) and | SO-8859-1 (UNIX)
encodings and uses this table when extracting archives created under DOS or Microsoft Windows. However, this
assumption only works for those in the US and not for anyone using a UTF-8 locale. Non-ASCI I characters will be
mangled in the extracted filenames.

Onthe other hand, Nautilus CD Burner checksnamesof filesadded toitswindow for UTF-8 validity. Thisiswrong for
users of non-UTF-8 locales. Also, Nautilus CD Burner unconditionally calls mkisofs with the - i nput - char set
UTF- 8 parameter, which isonly correct in UTF-8 locales.

The general rule for avoiding this class of problemsisto avoid installing broken programs. If thisisimpossible, the
convmv command-line tool can be used to fix filenames created by these broken programs, or intentionally mangle
the existing filenames to meet the broken expectations of such programs.

In other cases, a similar problem is caused by importing filenames from a system using a different locale with a
tool that is not locale-aware (e.g., NFS Utilities-1.1.2 or OpenSSH-4.7p1). In order to avoid mangling non-ASCI|
characters when transferring files to a system with adifferent locale, any of the following methods can be used:

» Transfer anyway, fix the damage with convmv.

* Onthe sending side, create atar archive with the - - f or mat =posi x switch passed to tar (thiswill be the
default in afuture version of tar).

* Mail thefiles as attachments. Mail clients specify the encoding of attached filenames.

» Writethefilesto aremovable disk formatted with aFAT or FAT32 filesystem.

» Transfer the files using Samba.

» Transfer thefilesviaFTP using RFC2640-aware server (this currently means only wu-ftpd, which has bad
security history) and client (e.g., Iftp).

Thelast four methods work because the filenames are automatically converted from the sender'slocaleto UNICODE
and stored or sent in this form. They are then transparently converted from UNICODE to the recipient's locale
encoding.

The Program Breaks Multibyte Characters or Doesn't Count Character Cells
Correctly

Severity: High or critical

Many programs were written in an older era where multibyte locales were not common. Such programs assume that
C "char" datatype, which is one byte, can be used to store single characters. Further, they assume that any sequence
of charactersisavalid string and that every character occupies a single character cell. Such assumptions completely
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break in UTF-8 locales. The visible manifestation is that the program truncates strings prematurely (i.e., at 80 bytes
instead of 80 characters). Terminal-based programs don't place the cursor correctly on the screen, don't react to the
"Backspace" key by erasing one character, and leave junk characters around when updating the screen, usually turning
the screen into a compl ete mess.

Fixing this kind of problemsis atedious task from a programmer's point of view, like al other cases of retrofitting
new concepts into the old flawed design. In this case, one has to redesign all data structuresin order to accommodate
to the fact that a complete character may span a variable number of "char's (or switch to wchar_t and convert as
needed). Also, for every call to the "strlen” and similar functions, find out whether a number of bytes, a number
of characters, or the width of the string was really meant. Sometimes it is faster to write a program with the same
functionality from scratch.

Among BLFS packages, this problem applies to xine User Interface-0.99.5 and all the shells.

The Package Installs Manual Pages in Incorrect or Non-Displayable
Encoding

Severity: Low

LFS expectsthat manual pages arein the language-specific (usually 8-bit) encoding, as specified onthe LFSMan DB
page. However, some packagesinstall translated manual pagesin UTF-8 encoding (e.g., Shadow, already dealt with),
or manual pages in languages not in the table. Not all BLFS packages have been audited for conformance with the
requirements put in LFS (the large majority have been checked, and fixes placed in the book for packages known to
install non-conforming manual pages). If you find amanual pageinstalled by any of BLFS packagesthat isobviously
in the wrong encoding, please remove or convert it as needed, and report this to BLFS team as a bug.

Y ou can easily check your system for any non-conforming manual pages by copying the following short shell script
to some accessible location,

#!/ bi n/ sh
# Begi n checkman. sh
# Usage: find /usr/share/man -type f | xargs checkman. sh
for ain "$@
do
# echo "Checking %a..."
# Pure-ASCI I manual page (possibly except coments) is K
grep -v '.\\"" "$a" | iconv -f US-ASCI| -t US-ASCI|I >/dev/null 2>&1 \
&& conti nue
# Non- UTF-8 manual page is K
iconv -f UTF-8 -t UTF-8 "$a" >/dev/null 2>&1 || continue
# If we got here, we found UTF-8 manual page, bad.
echo "UTF-8 manual page: $a" >&2
done
# End checkman. sh

and then issuing the following command (modify the command below if the checkman.sh script isnot in your PATH
environment variable):

find /usr/share/man -type f | xargs checkman. sh
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Note that if you have manua pages instaled in any location other than /usr/share/ man (eg.,
[ usr /1 ocal / shar e/ man), you must modify the above command to include this additional location.

Going Beyond BLFS

The packagesthat areinstalled in thisbook are only thetip of theiceberg. We hopethat the experience you gained with
the LFS book and the BLFS book will give you the background needed to compile, install and configure packages
that are not included in this book.

When you want to install a package to a location other than /, or / usr, you are installing outside the default
environment settings on most machines. The following examples should assist you in determining how to correct
this situation. The examples cover the complete range of settings that may need updating, but they are not all needed
in every situation.

Expand the PATH to include $PREFI X/ bi n.
Expand the PATHfor r oot to include $PREFI X/ sbi n.

Add $PREFI X/l i bto/ etc/ | d. so. conf orexpand LD_LI BRARY_PATHto includeit. Before using the
latter option, check out http://xahlee.org/UnixResource _dir/ /Idpath.html. If you modify / et ¢/ | d. so. conf,
remember to update/ et ¢/ | d. so. cache by executing ldconfig asther oot user.

Add $PREFI X/ man to/ et ¢/ man_db. conf or expand MANPATH,
Add $PREFI X/ i nf o to| NFOPATH.

Add $PREFI X/ | i b/ pkgconfi g to PKG_CONFI G_PATH. Some packages are now installing . pc filesin
$PREFI X/ shar e/ pkgconf i g, so you may have to include this directory also.

Add $PREFI X/ i ncl ude to CPPFLAGS when compiling packages that depend on the package you installed.
Add $PREFI X/ | i b to LDFLAGS when compiling packages that depend on alibrary installed by the package.

If you are in search of a package that is not in the book, the following are different ways you can search for the
desired package.

If you know the name of the package, then search FreshMeat for it at http://freshmeat.net/. Also search Google at
http://google.comy. Sometimes a search for the r pmat http://rpmfind.net/ or the deb at http://mwww.debian.org/
distrib/packagestsearch_packages can also lead to alink to the package.

If you know the name of the executable, but not the package that the executable belongsto, first try a Google
search with the name of the executable. If the results are overwhelming, try searching for the given executable in
the Debian repository at http://www.debian.org/distrib/packagestsearch_contents.

Some genera hints on handling new packages:

Many of the newer packages follow the ./configure & & make & & make install process. Help on the options
accepted by configure can be obtained via the command ./configur e --help.

Most of the packages contain documentation on compiling and installing the package. Some of the documents
are excellent, some not so excellent. Check out the homepage of the package for any additional and updated
hints for compiling and configuring the package.

If you are having a problem compiling the package, try searching the LFS archives at http://mww.
linuxfromscratch.org/search.html for the error or if that fails, try searching Google. If everything elsefails, try
the blfs-support mailing-list.
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Tip
If you have found a package that is only available in . deb or . r pmformat, there are two small scripts,
rpmz2targz and deb2targz that are available at http://downloads.linuxfromscratch.org/deb2targz.tar.bz2

and http://downl oads.linuxfromscratch.org/rpm2targz.tar.bz2 to convert the archivesinto asimplet ar .
gz format.
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Chapter 3. After LFS Configuration Issues

The intention of LFSisto provide a basic system which you can build upon. There are several things about tidying
up the system which many people wonder about once they have done the base install. We hope to cover these issues
in this chapter.

Most people coming from non-Unix like backgrounds to Linux find the concept of text-only configuration files
dightly strange. In Linux, just about all configuration is done viathe manipulation of text files. The majority of these
files can be found in the / et ¢ hierarchy. There are often graphical configuration programs available for different
subsystems but most are ssmply pretty front ends to the process of editing a text file. The advantage of text-only
configuration is that you can edit parameters using your favorite text editor, whether that be vim, emacs, or any
other editor.

Thefirst task is making arecovery boot device in Creating a Custom Boot Device because it's the most critical need.
Then the system is configured to ease addition of new users, because this can affect the choices you make in the two
subsequent topics—The Bash Shell Startup Files and The vimrc Files.

The remaining topics, Customizing your Logon with /etc/issue, The /etc/shells File, Random number generation,
Compressing man and info pages, Autofs-5.0.3, and Configuring for Network Filesystems are then addressed, in that
order. They don't have much interaction with the other topicsin this chapter.

Creating a Custom Boot Device

Decent Rescue Boot Device Needs

Thissection isreally about creating arescue device. Asthe name rescue implies, the host system has a problem, often
lost partition information or corrupted file systems, that prevents it from booting and/or operating normally. For this
reason, you must not depend on resources from the host being "rescued". To presume that any given partition or hard
drive will be availableis arisky presumption.

In a modern system, there are many devices that can be used as a rescue device: floppy, cdrom, usb drive, or even
a network card. Which one you use depends on your hardware and your BIOS. In the past, we usually thought of
rescue device as a floppy disk. Today, many systems do not even have afloppy drive.

Building a complete rescue device is a chalenging task. In many ways, it is equivalent to building an entire LFS
system. In addition, it would be a repetition of information already available. For these reasons, the procedures for
arescue device image are not presented here.

Creating a Rescue Floppy

The software of today's systems has grown large. Linux 2.6 no longer supports booting directly from a floppy. In
spite of this, there are solutions available using older versions of Linux. One of the best is Tom's Root/Boot Disk
available at http://www.toms.net/rb/. Thiswill provide aminimal Linux system on asingle floppy disk and provides
the ability to customize the contents of your disk if necessary.

Creating a Bootable CD-ROM

There are several sourcesthat can be used for arescue CD-ROM. Just about any commercial distribution'sinstallation
CD-ROMs or DVDswill work. These include RedHat, Mandrake, and SUSE. One very popular option is Knoppix.
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Also, the LFS Community has developed its own LiveCD available at http://www.linuxfromscratch.org/livecd/. This
LiveCD, in addition to having boot and rescue capabilities, is capable of building an entire LFS/BLFS system. A
copy of this CD-ROM is available with the printed version of the Linux From Scratch book. If you download the
I SO image, use cdrecord to copy the image to a CD-ROM.

Creating a Bootable USB Drive

A USB Pen drive, sometimes called a Thumb drive, is recognized by Linux as a SCSI device. Using one of these
devices as arescue device has the advantage that it is usually large enough to hold more than aminimal boot image.
Y ou can save critical data to the drive as well as use it to diagnose and recover a damaged system. Booting such a
drive requires BIOS support, but building the system consists of formatting the drive, adding GRUB as well as the
Linux kernel and supporting files.

Configuring for Adding Users

Together, the /usr/sbin/useradd command and / et ¢/ skel directory (both are easy to set up and use) provide a
way to assure new users are added to your LFS system with the same beginning settings for things such asthe PATH,
keyboard processing and other environmental variables. Using these two facilities makesit easier to assurethisinitial
state for each new user added to the system.

The/ et ¢/ skel directory holds copies of various initialization and other files that may be copied to the new user's
home directory when the /usr/sbin/useradd program adds the new user.

Useradd

The useradd program uses a collection of default valueskeptin/ et ¢/ def aul t/ user add. Thisfileiscreatedin
abase LFSinstallation by the Shadow package. If it has been removed or renamed, the user add program uses some
internal defaults. Y ou can see the default values by running /usr/sbin/useradd -D.

To change these values, simply modify the / et ¢/ def aul t/ user add file asthe r oot user. An alternative to
directly modifying the file is to run useradd as the r oot user while supplying the desired modifications on the
command line. Information on how to do this can be found in the useradd man page.

letc/skel

To get started, createan/ et ¢/ skel directory and make sureit iswritable only by the system administrator, usually
r oot . Creating the directory asr oot isthe best way to go.

The mode of any files from this part of the book that you putin/ et ¢/ skel should be writable only by the owner.
Also, since there is no telling what kind of sensitive information a user may eventually place in their copy of these
files, you should make them unreadable by "group” and "other".

Y ou can also put other filesin/ et ¢/ skel and different permissions may be needed for them.

Decide which initialization files should be provided in every (or most) new user's home directory. The decisions you
make will affect what you do in the next two sections, The Bash Shell Startup Files and The vimrc Files. Some or all
of those fileswill be useful for r oot , any already-existing users, and new users.

The files from those sections that you might want to placein/ et ¢/ skel include. i nputrc,. bash_profile,
. bashrc,. bash_| ogout,. dircol ors,and. vi nr c. If you are unsure which of these should be placed there,
just continue to the following sections, read each section and any references provided, and then make your decision.
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Youwill runadightly modified set of commandsfor fileswhichareplacedin/ et ¢/ skel . Each sectionwill remind
you of this. In brief, the book's commands have been written for filesnot added to/ et ¢/ skel andinstead just sends
the results to the user's home directory. If thefileisgoingto bein/ et ¢/ skel , change the book's command(s) to
send output there instead and then just copy the file from/ et ¢/ skel to the appropriate directories, like/ et c, ~
or the home directory of any other user already in the system.

When Adding a User

When adding anew user with useradd, use the - mparameter, which tells useradd to create the user's home directory
and copy files from / et ¢/ skel (can be overridden) to the new user's home directory. For example (perform as
ther oot user):

user add - m <newuser >

About System Users and Groups

Throughout BLFS, many packages install programs that run as daemons or in some way should have auser or group
name assigned. Generally these names are used to map a user ID (uid) or group ID (gid) for system use. Generally
the specific uid or gid numbers used by these applications are not significant. The exception of course, isthat r oot
has a uid and gid of O (zero) that isindeed special. The uid values are stored in / et ¢/ passwd and the gid values
arefoundin/ et c/ gr oup.

Customarily, Unix systems classify users and groups into two categories. system users and regular users. The system
users and groups are given low numbers and regular users and groups have numeric values greater than all the system
values. The cutoff for these numbersisfound in two parametersinthe/ et ¢/ | ogi n. def s configuration file. The
default UID_MIN valueis 1000 and the default GID_MIN valueis 100. If aspecific uid or gid value is not specified
when creating a user with useradd or a group with groupadd the values assigned will always be above these cutoff
values.

Additionally, the Linux Standard Base recommends that system uid and gid values should be below 100.

Below is atable of suggested uid/gid values used in BLFS beyond those defined in a base LFS installation. These
can be changed as desired, but provide a suggested set of consistent values.
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Table 3.1. UID/GID Suggested Values

Name uid |gid
bin 1

Ip 9
messagebus 18 |18
haldaemon 19 |19
named 20 |20
gdm 21 |21
fcron 22 |22
apache 25 |25
smmsp 26 |26
exim 31 |31
postfix 32 |32
postdrop 33
sendmail 34

mail 34
vmailman 35 |35
news 36 |36
mysql 40 |40
postgres 41 |41
ftp 45 |45
proftpd 46 |46
vsftpd 47 |47
rsyncd 48 |48
sshd 50 |50
stunnel 51 (51
svn 56 |56
svntest 57
games 60 |60
anonymous 98
nobody 99
nogroup 99

Onevaluethat ismissing is 65534. Thisvalueis customarily assigned to the user nobody and group nogr oup and
isunnecessary. Theissueis explained in more detail in the first note in the NFS Utilities Installation section.
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About Devices

Although most devices needed by packagesin BLFS and beyond are set up properly by udev using the default rules
installed by LFSin/ et ¢/ udev/ r ul es. d, there are cases where the rules must be modified or augmented.

Multiple Sound Cards

If there are multiple sound cards in a system, the "default" sound card becomes random. The method to establish
sound card order depends on whether the drivers are modules or not. If the sound card drivers are compiled into the
kernel, control isvia kernel command line parametersin/ boot / gr ub/ menu. | st . For example, if a system has
both an FM 801 card and a SoundBlaster PCI card, the following can be appended to the command line:

snd-f nB01. i ndex=0 snd-ens1371.i ndex=1
If the sound card driversare built as modules, the order can be establishedinthe/ et ¢/ nodpr obe. conf filewith:

options snd-fnB01 i ndex=0
options snd-ens1371 i ndex=1

Udev Device Attributes

Fine-tuning of device attributes such asgroup name and permissionsis possible by creating extraudev rules, matching
on something like this (on one line). The vendor and product can be found by searching the /sys/devices directory
entries or using udevinfo after the device has been attached. See the documentation in the current udev directory of
[ usr/ shar e/ doc for details.

SUBSYSTEM=="usb_devi ce", SYSFS{i dVendor}=="05d8",
SYSFS{i dPr oduct } =="4002", CGROUP: ="scanner", MODE: ="0640"
USB Device Issues

Some older applications, such as VMware, need the following deprecated entry in the / et ¢/ f st ab file. Thisis
not normally needed.

usbfs /proc/bus/usb usbfs devgid=14, devhode=0660 0 O

Devices for Servers

In some cases, it makes sense to disable udev completely and create static devices. Servers are one example of this
situation. Does a server need the capability of handling dynamic devices? Only the system administrator can answer
that question, but in many cases the answer will be no.

If dynamic devices are not desired, then static devices must be created on the system. In the default configuration,
the/etc/rc.d/rcsysinit.d/ S10udev boot script mountsat npf s partition over the/ dev directory. This
problem can be overcome by mounting the root partition temporarily:
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Warning

If the instructions below are not followed carefully, your system could become unbootable.

mount --bind / /mt

cp -a /dev/* /mt/dev
rm/etc/rc.d/rcsysinit.d/{S10udev, S45udev_retry}
umount / mt

At this point, the system will use static devices upon the next reboot. Create any desired additional devices using
mknod.

If you want to restore the dynamic devices, recreatethe/ et c/rc. d/ rcsysi ni t. d/ { S10udev, S45udev_
retry} symbolic links and reboot again. Static devices do not need to be removed (console and null are aways
needed) because they are covered by the t npf s partition. Disk usage for devices is negligible (about 20-30 bytes
per entry.)

The Bash Shell Startup Files

The shell program / bi n/ bash (hereafter referred to as just “the shell™) uses a collection of startup files to help
create an environment. Each file has a specific use and may affect login and interactive environments differently.
Thefilesinthe/ et c directory generaly provide global settings. If an equivalent file exists in your home directory
it may override the global settings.

Aninteractivelogin shell is started after asuccessful login, using/ bi n/ | ogi n, by readingthe/ et ¢/ passwd file.
Thisshell invocation normally reads/ et ¢/ pr of i | e anditsprivateequivalent~/ . bash_pr of i | e upon startup.

An interactive non-login shell is normaly started at the command-line using a shell program (e.g.,
[ pr onpt ] $/bin/bash) or by the /bin/su command. An interactive non-login shell is also started with a terminal
program such asxter m or konsole fromwithin agraphical environment. Thistype of shell invocation normally copies
the parent environment and then reads the user's~/ . bashr c file for additional startup configuration instructions.

A non-interactive shell isusually present when a shell script isrunning. It isnon-interactive becauseit is processing a
script and not waiting for user input between commands. For these shell invocations, only the environment inherited
from the parent shell is used.

Thefile~/ . bash_I| ogout isnot used for an invocation of the shell. It is read and executed when a user exits from
an interactive login shell.

Many distributions use/ et ¢/ bashr c for system wide initialization of non-login shells. Thisfileisusually called
fromtheuser's~/ . bashr c fileand isnot built directly into bash itself. This convention isfollowed in this section.

For more information see info bash -- Nodes: Bash Startup Filesand Interactive Shells.

Note

Most of theinstructions below are used to createfileslocated inthe/ et ¢ directory structure which requires
you to execute the commands as the r oot user. If you elect to create the files in user's home directories
instead, you should run the commands as an unprivileged user.
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/etc/profile

Hereisabase/ et ¢/ profi | e. Thisfile starts by setting up some helper functions and some basic parameters. It
specifies some bash history parameters and, for security purposes, disables keeping a permanent history file for the
r oot user. It also sets a default user prompt. It then calls small, single purpose scriptsinthe/ et c/ profile.d
directory to provide most of the initialization.

For more information on the escape sequences you can use for your prompt (i.e., the PS1 environment variable) see
info bash -- Node: Printing a Prompt.

cat > /etc/profile << "ECF"

Begin /etc/profile

Witten for Beyond Linux From Scratch

by Janmes Robertson <janesw obertson@arthlink. net>

nodi fi cations by Dagmar d' Surreal <rivygntzne@bzpnfg.arg>

H H HF

H

System wi de environnent variables and startup prograns.

System wi de aliases and functions should go in /etc/bashrc. Personal
envi ronnent vari abl es and startup prograns should go into

~/ . bash_profile. Personal aliases and functions should go into

~/ . bashrc.

H H HF

# Functions to hel p us nmanage paths. Second argunent is the nane of the
# path variable to be nodified (default: PATH)
pat hrenove () {
| ocal IFS=":"
| ocal NEWPATH
| ocal DR
| ocal PATHVARI ABLE=%{ 2: - PATH}
for DOR in ${! PATHVARI ABLE} ; do
if [ "$DIR" I'="$1" ] ; then
NEWPATH=${ NEWPATH: +$SNEWPATH: } $DI R
fi
done
export $PATHVARI ABLE="$NEWPATH"

}

pat hprepend () {
pat hr enove $1 $2
| ocal PATHVARI ABLE=%{ 2: - PATH}
export $PATHVARI ABLE="$1${! PATHVARI ABLE: +: ${! PATHVARI ABLE} }"

}

pat happend () {
pat hr enove $1 $2
| ocal PATHVARI ABLE=%{ 2: - PATH}
export $PATHVARI ABLE="${! PATHVARI ABLE: +${! PATHVARI ABLE}: } $1"
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# Set the initial path
export PATH=/ bin:/usr/bin

if [ SEUD -eq 0] ; then
pat happend /sbin:/usr/sbin
unset HI STFI LE

fi

# Setup sone environnent vari abl es.
export HI STSI ZE=1000
export HI STI GNORE="& [bf]g:exit"

# Setup a red pronpt for root and a green one for users.
NORMAL="\[\e[Om]"
RED="\[\e[ 1;31m]"
GREEN="\[\e[1;32m]"
if [[ SEUD == 0 ]] : then
PS1="$RED\u [ $NORVAL\ W$RED ] # $NORMAL"
el se
PS1="$GREEN\ u [ $NORMAL\ WBGREEN [\$ $NORMAL"
fi

for script in /etc/profile.d/*.sh ; do
if [ -r $script ] ; then
$scri pt
fi
done

# Now to clean up
unset pat hrenove pat hprepend pat happend

# End /etc/profile
EOF

The /etc/profile.d Directory

Now createthe/ et ¢/ pr of i | e. d directory, where the individual initialization scripts are placed:

install --directory --npode=0755 --owner=root --group=root /etc/profile.d

53



Beyond Linux® From Scratch - Version 6.3

letc/profile.d/dircolors.sh

Thisscript usesthe~/ . di rcol ors and/ et ¢/ di r col or s filesto control the colors of file namesin adirectory
listing. They control colorized output of things like Is --color. The explanation of how to initialize these files is at
the end of this section.

cat > /etc/profile.d/dircolors.sh << "ECF"
# Setup for /bin/ls to support color, the alias is in /etc/bashrc.
if [ -f "/etc/dircolors" ] ; then

eval $(dircolors -b /etc/dircol ors)

if [ -f "$HOVE/ . dircolors” ] ; then
eval $(dircolors -b $HOW/ . dircol ors)
fi
fi
alias Is="Is --col or=auto'
EOF

letc/profile.d/extrapaths.sh

This script adds several useful paths to the PATH and PKG_CONFI G_PATH environment variables. If you want,
you can uncomment the last section to put a dot at the end of your path. This will allow executables in the current
working directory to be executed without specifiying a ./, however you are warned that thisis generally considered
a security hazard.

cat > /etc/profile.d/extrapaths.sh << "EOF"
if [ -d /usr/local/lib/pkgconfig ] ; then
pat happend /usr/l ocal/Ilib/pkgconfig PKG CONFI G PATH
fi
if [ -d /usr/local/bin]; then
pat hprepend /usr/ 1l ocal /bin

if [ -d/usr/local/sbin -a $EUD -eq 0 ]; then
pat hprepend /usr/1 ocal /sbin
fi

if [ -d ~/bin]; then

pat hpr epend ~/ bin
fi
#if [ SEUD -gt 99 ]; then
# pat happend .
#f i
EOF
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letc/profile.d/readline.sh

This script sets up the default i nput r ¢ configuration file. If the user does not have individual settings, it uses the
global file.

cat > /etc/profile.d/readline.sh << "EOF"

# Setup the I NPUTRC environnment vari abl e.

if [ -z "$INPUTRC' -a ! -f "$HOW/ .inputrc" ] ; then
| NPUTRC=/ et c/ i nputrc

fi

export | NPUTRC

EOF

letc/profile.d/umask.sh

Setting the umask value isimportant for security. Here the default group write permissions are turned off for system
users and when the user name and group name are not the same.

cat > /etc/profile.d/ umask.sh << "ECF"

# By default we want the unask to get set.

if [ "$(id -gn)" = "$(id -un)" -a $SEUID -gt 99 ] ; then
umask 002

el se
umask 022

fi

EOF

letc/profile.d/X.sh
If X isinstalled, the PATH and PKG_CONFI G_PATH variables are a so updated.

cat > /etc/profile.d/ X sh << "EOF"
if [ -x /fusr/X11R6/bin/ X ]; then
pat happend /usr/ X11R6/ bi n
fi
if [ -d /usr/X11R6/1i b/ pkgconfig ] ; then
pat happend /usr/ X11R6/ |1 b/ pkgconfi g PKG CONFI G_PATH
fi
EOF

letc/profile.d/il8n.sh

This script sets an environment variable necessary for native language support. A full discussion on determining this
variable can be found on the LFS Bash Shell Sartup Files page.

cat > /etc/profile.d/i1l8n.sh << "ECOF"

# Set up i118n vari abl es

export LANG=<||>_<CC>. <char map><@rodi fi er s>
EOF
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Other Initialization Values

Other initialization can easily be added to the pr of i | e by adding additional scriptsto the/etc/profile.d
directory.

letc/bashrc

Hereisabase/ et ¢/ bashr c. Comments in the file should explain everything you need.

cat > /etc/bashrc << "EOF"

H H HF H* H H HF

H H

H H HF

Begin /etc/bashrc

Witten for Beyond Linux From Scratch

by Janes Robertson <janesw obertson@arthlink. net>
updat ed by Bruce Dubbs <bdubbs@ i nuxfronscratch. org>

System wi de al i ases and functi ons.

System wi de environnment variables and startup progranms should go into
/etc/profile. Personal environnent variables and startup prograns
should go into ~/.bash _profile. Personal aliases and functions should
go into ~/.bashrc

Provides a colored /bin/ls command. Used in conjunction with code in
letc/profile.

ias Is='ls --col or=aut o'

Provi des pronpt for non-login shells, specifically shells started
in the X environnent. [Review the LFS archive thread titled

PS1 Environnent Variable for a great case study behind this script
addendum ]

NORMAL="\[\e[ Om]"
RED="\[\e[1;31m]"
GREEN="\[\e[1;32m]"

if [[ $EUD == 01]] ; then

PS1="$RED\u [ $NORVAL\ WSRED ] # $NORNMAL"

el se

fi

#

PS1="$GREEN\U [ $NORMAL\ WSGREEN ]\'$ $NORMAL"

End /etc/ bashrc

ECF
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~/.bash_profile

Hereisabase~/ . bash_pr ofi | e. If youwant each new user to havethisfile automatically, just change the output
of thecommandto/ et ¢/ skel /. bash_pr of i | e and check the permissions after the command is run. Y ou can
thencopy / et c/ skel /. bash_pr ofi | e tothe home directories of already existing users, including r oot , and
set the owner and group appropriately.

cat > ~/.bash_profile << "EOF"

Begin ~/.bash_profile

Witten for Beyond Linux From Scratch

by Janmes Robertson <j anesw obertson@art hlink. net>
updat ed by Bruce Dubbs <bdubbs@ i nuxfronscratch. org>

H H HF

3+

Personal environnment variables and startup prograns.

# Personal aliases and functions should go in ~/.bashrc. System w de
# environnent variables and startup prograns are in /etc/profile.
# System wi de aliases and functions are in /etc/bashrc.

append () {
# First renove the directory

| ocal I FS=":"
| ocal NEWPATH
for DIR in $PATH, do
if [ "$DIR" !'= "$1" ]; then
NEWPATH=${ NEWPATH: +$NEWPATH: } $DI R
fi
done

# Then append the directory
export PATH=$NEWPATH: $1

}

if [ -f "$HOVE/ . bashrc” ] ; then
sour ce $HOVE/ . bashrc

fi

if [ -d "$HOVE/ bin" ] ; then

append $HOVE/ bi n
fi

unset append

# End ~/.bash_profile
EOF
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bashrc

Hereisabase ~/ . bashr c. The comments and instructions for using / et ¢/ skel for. bash_profi |l e above

a

so apply here. Only the target file names are different.

cat > ~/.bashrc << "EOF"

#
#
#

#

H*H H HF

Begin ~/.bashrc
Witten for Beyond Linux From Scratch
by Janmes Robertson <j anesw obertson@arthlink. net>

Personal aliases and functi ons.

Personal environnment variables and startup prograns should go in

~/ . bash_profile. Systemw de environnent variables and startup
prograns are in /etc/profile. Systemw de aliases and functions are
in /etc/bashrc.

if [ -f "/etc/bashrc" ] ; then

f

source /etc/bashrc
i

# End ~/.bashrc
ECF
~/.bash_logout

Thisis an empty ~/ . bash_| ogout that can be used as a template. You will notice that the base ~/ . bash_

C
#
#
#

#

ogout doesnot includeacl ear command. Thisis because the clear ishandled inthe/ et c/ i ssue file.

at > ~/.bash_| ogout << "EOF"
Begi n ~/. bash_| ogout
Witten for Beyond Linux From Scratch
by Janes Robertson <janesw obertson@arthlink. net>

Personal itenms to performon | ogout.

# End ~/.bash_I| ogout
EOF

/etc/dircolors

If youwant to usethedi r col or s capability, then run thefollowing command. The/ et ¢/ skel setup stepsshown
above also can be used here to provide a~/ . di r col or s file when a new user is set up. As before, just change
the output file name on the following command and assure the permissions, owner, and group are correct on the files
created and/or copied.

d

ircolors -p > /etc/dircolors

If you wish to customize the colors used for different file types, you can edit the / et ¢/ di r col or s file. The
instructions for setting the colors are embedded in thefile.
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Finally, lan Macdonald has written an excellent collection of tips and tricks to enhance your shell environment. Y ou
can read it online at http://www.caliban.org/bash/index.shtm.

The /etc/vimrc and ~/.vimrc Files

The LFS book installs Vim as its text editor. At this point it should be noted that there are a lot of different
editing applications out there including Emacs, nano, Joe and many more. Anyone who has been around the Internet
(especialy usenet) for a short time will certainly have observed at least one flame war, usually involving Vim and
Emacs users!

The LFS book createsabasic vi nt ¢ file. In this section you'll find an attempt to enhance this file. At startup, vim
reads the global configuration file (/ et ¢/ vi nr ¢) aswell as a user-specific file (~/ . vi nr ¢). Either or both can
be tailored to suit the needs of your particular system.

Hereisadlightly expanded . vi nr ¢ that you can put in ~/ . vi nr ¢ to provide user specific effects. Of course, if
youputitinto/ et ¢/ skel /. vi nr c instead, it will be made available to users you add to the system later. Y ou can
also copy thefilefrom/ et ¢/ skel /. vi nr ¢ to the home directory of users already on the system, such asr oot .
Be sure to set permissions, owner, and group if you do copy anything directly from/ et c/ skel .

" Begin .vinrc

set col ums=80
set w apmar gi n=8
set rul er

" BEnd .vinrc

Note that the comment tags are " instead of the more usual # or //. Thisis correct, the syntax for vi nr ¢ is dightly
unusual.

Below you'll find a quick explanation of what each of the options in this example file means here:

* set col utms=80: Thissimply sets the number of columns used on the screen.
* set w apmar gi n=8: Thisisthe number of characters from the right window border where wrapping starts.

* set rul er: Thismakesvim show the current row and column at the bottom right of the screen.

M oreinformation on the many vim options can befound by reading the helpinsidevim itself. Do thisby typing :hel p
invim to get the general help, or by typing :hel p usr_t oc. t xt toview the User Manual Table of Contents.

Customizing your Logon with /etc/issue

When you first boot up your new LFS system, the logon screen will be nice and plain (asit should be in a bare-bones
system). Many people however, will want their system to display some information in the logon message. This can
be accomplished using thefile/ et c/ i ssue.

The/ et c/i ssue fileisaplain text file which will also accept certain escape sequences (see below) in order to
insert information about the system. Thereisalsothefilei ssue. net which can be used when logging on remotely.
ssh however, will only useit if you set the option in the configuration file and will not interpret the escape sequences
shown below.
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One of the most common things which people want to do is clear the screen at each logon. The easiest way of doing
that isto put a"clear" escape sequenceinto/ et ¢/ i ssue. A simpleway of doing thisisto issue the command clear
> [etclissue. Thiswill insert the relevant escape code into the start of the/ et ¢/ i ssue file. Note that if you do this,
when you edit the file, you should |eave the characters (normally ""[[H"[[2J) on the first line alone.

Note

Terminal escape sequences are specia codes recognized by the terminal. The /[ represents an ASCII ESC
character. The sequence ESC [ H puts the cursor in the upper left hand corner of the screen and ESC 2 J
erases the screen. For more information on terminal escape sequences see http://rtfm.etla.or g/xterm/ctl seq.
html

The following sequences are recognized by agetty (the program which usualy parses / et c/i ssue). This
information is from man agetty where you can find extra information about the logon process.

Thei ssue filecan contain certain character sequencesto display variousinformation. All i ssue sequences consist
of abackslash (\) immediately followed by one of the letters explained below (so\ d in/ et ¢/ i ssue would insert
the current date).

b I nsert the baudrate of the current |ine.

d I nsert the current date.

S I nsert the system nane, the nane of the operating system

I I nsert the nanme of the current tty |ine.

m Insert the architecture identifier of the machine, e.g., i1686.

n | nsert the nodenane of the machine, al so known as the hostnane.

0] I nsert the domai nnane of the nachi ne.

r I nsert the rel ease nunber of the kernel, e.g., 2.6.11.12.

t I nsert the current tine.

u I nsert the nunber of current users |ogged in.

U Insert the string "1 user"” or "<n> users" where <n> is the
nunber of current users | ogged in.

v I nsert the version of the OS, e.g., the build-date etc.

The /etc/shells File

Theshel | s filecontainsalist of login shells on the system. Applications usethisfileto determine whether ashell is
valid. For each shell asingle line should be present, consisting of the shell's path, relative to the root of the directory
structure (/).

For example, thisfile is consulted by chsh to determine whether an unprivileged user may change the login shell for
her own account. If the command name s not listed, the user will be denied of change.
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It is a requirement for applications such as GDM which does not populate the face browser if it can't find
/ et c/ shel | s, or FTP daemons which traditionally disallow access to users with shells not included in thisfile.

cat > /etc/shells << "EOF"
# Begin /etc/shells

/ bi n/ sh
/ bi n/ bash

# End /etc/shells
ECF

Random Number Generation

The Linux kernel supplies a random number generator which is accessed through / dev/random and
[ dev/ ur andom Programsthat utilize the random and urandom devices, such as OpenSSH, will benefit from these
instructions.

When a Linux system starts up without much operator interaction, the entropy pool (data used to compute a random
number) may be in a fairly predictable state. This creates the real possibility that the number generated at startup
may always be the same. In order to counteract this effect, you should carry the entropy pool information across your
shut-downs and start-ups.

Install the/ et c/ rc. d/init.d/ randominit script included with the blfs-bootscripts-20080816 package.

make install-random

Compressing Man and Info Pages

Man and info reader programs can transparently process files compressed with gzip or bzip2, a feature you can
use to free some disk space while keeping your documentation available. However, things are not that simple; man
directories tend to contain links—hard and symbolic—which defeat simple ideas like recursively calling gzip on
them. A better way to go is to use the script below. If you would prefer to download the file instead of creating it
by typing or cut-and-pasting, you can find it at http://anduin.linuxfromscratch.org/files’BLFS6.3/compressdoc (the
file should beinstalled inthe/ usr / sbi n directory).

cat > /usr/sbin/conpressdoc << "ECF"
#!/ bi n/ bash
VERSI ON:  20080421. 1623

Conpress (with bzip2 or gzip) all nman pages in a hierarchy and
update syminks - By Marc Heerdi nk <marc @ koel kast. net>

Modified to be able to gzip or bzip2 files as an option and to deal
with all syminks properly by Mark Hynmers <markh @1 i nuxfronscratch. org>

Modi fied 20030930 by Yann E. Morin <yann.norin.1998 @ anciens.enib.fr>
to accept conpression/ deconpression, to correctly handl e hard-Iinks,

to allow for changing hard-links into soft- ones, to specify the
conpression level, to parse the man.conf for all occurrences of MANPATH

HoH O HH O HH R HHF R
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to allow for a backup, to allow to keep the newest version of a page.

Modi fi ed 20040330 by Tushar Teredesai to replace $0 by the name of the
script.
(Note: It is assuned that the script is in the user's PATH)

Modi fi ed 20050112 by Randy McMurchy to shorten |line |engths and
correct granmar errors.

Modi fi ed 20060128 by Al exander E. Patrakov for conpatibility with Man- DB

Modi fi ed 20060311 by Archaic to use Man-DB manpath utility which is a
replacenent for man --path from Man

Modi fi ed 20080421 by Dan Ni chol son to properly execute the correct
conpressdoc when working recursively. This neans the sane conpressdoc
wll be used whether a full path was given or it was resol ved from PATH

Modi fi ed 20080421 by Dan Ni chol son to be nore robust with directories
that don't exist or don't have sufficient perm ssions.

Modi fi ed 20080421 by Lars Banberger to (sort of) automatically choose
a conpression nethod based on the size of the manpage. A couple bug
fi xes were added by Dan Ni chol son.

Modi fi ed 20080421 by Dan Ni chol son to suppress warni ngs from manpat h
since these are emtted when $MANPATH is set. Renoved the TODO for
usi ng the $MANPATH vari abl e since manpat h(1) handl es this already.

TODO
- choose a default conpress nethod to be based on the avail abl e
tool : gzip or bzipZ2;
- offer an option to restore a previ ous backup;
- add ot her conpression engines (conpress, zip, etc?). Needed?

HHEFHIFFHFRFRHFRHRHAFHRHAFHRHFHFHHFFHHFFHHFFHHFRHHF

# Funny enough, this function prints sone hel p.
function help ()
{

if [ -n"$1" ]; then

echo "Unknown option : $1"

fi

( echo "Usage: $MY_NAME <conp_rnet hod> [options] [dirs]" && \

cat << EOT
Where conp_nethod i s one of

--9zip, --9z, -9

--bzip2, --bz2, -b

Conpress using gzip or bzip2.
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--automatic
Conpress using either gzip or bzip2, depending on the
size of the file to be conpressed. Files larger than 5
kB are bzipped, files larger than 1 kB are gzi pped and
files smaller than 1 kB are not conpressed.

--deconpress, -d
Deconpress the man pages.

- - backup Specify a .tar backup shall be done for all directories.
In case a backup already exists, it is saved as .tar.old
prior to making the new backup. If a .tar.old backup
exists, it is renoved prior to saving the backup.

I n backup node, no other action is perforned.

And where options are :
-1to -9, --fast, --Dbest
The conpression | evel, as accepted by gzip and bzi p2.
When not specified, uses the default conpression |evel
for the given nethod (-6 for gzip, and -9 for bzip2).
Not used when in backup or deconpress nodes.

--force, -F Force (re-)conpression, even if the previous one was
the sanme net hod. Useful when changi ng the conpression
ratio. By default, a page will not be re-conpressed if
it ends with the sanme suffix as the nethod adds
(.bz2 for bzip2, .gz for gzip).

--soft, -S Change hard-links into soft-links. Use with _caution_
as the first encountered file will be used as a
reference. Not used when in backup node.

--hard, -H Change soft-links into hard-links. Not used when in
backup node.

--conf=dir, --conf dir
Specify the location of man_db. conf. Defaults to /etc.

--verbose, -v Verbose node, print the nanme of the directory being
processed. Double the flag to turn it even nore verbose,
and to print the nane of the file being processed.

--fake, -f Fakes it. Print the actual paraneters conpressdoc w |l use.

dirs A list of space-separated _absolute_ pathnanes to the

man directories. Wien enpty, and only then, use manpath
to parse ${MAN_CONF}/ man_db. conf for all valid occurrences
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of MANDATORY_MANPATH.

Not e about conpression:
There has been a di scussion on bl fs-support about conpression ratios of
both gzip and bzi p2 on man pages, taking into account the hosting fs,
the architecture, etc... On the overall, the conclusion was that gzip
was nmuch nore efficient on '"small' files, and bzip2 on 'big" files,
smal | and big being very dependent on the content of the files.

See the original post from M ckael A Peters, titled
"Bootable UWility CD', dated 20030409.1816(+0200), and subsequent posts:
http://1inuxfronmscratch. org/ pi permail/blfs-support/2003-April/038817. htn

On ny system (x86, ext3), man pages were 35564KB before conpression.
gzip -9 conpressed them down to 20372KB (57.28%, bzip2 -9 got down to
19812KB (55.71% . That is a 1.57%gain in space. YMW.

What was not taken into consideration was the deconpression speed. But
does it nmake sense to? You gain fast access with unconpressed man
pages, or you gain space at the expense of a slight overhead in tine.

Vll, ny P4-2.5GHz does not even let nme notice this... :-)
EOT
) | less
}
# This function checks that the man page i s uni que anongst bzi p2'd,
# gzip'd and unconpressed versions.
# $1 the directory in which the file resides
# $2 the file nane for the man page
# Returns O (true) if the file is the latest and nust be taken care of,
# and 1 (false) if the file is not the |atest (and has therefore been
# del eted).
function check _uni que ()
{

# NB. When there are hard-links to this file, these are
# not_ deleted. In fact, if there are hard-Ilinks, they
# all have the sane date/tine, thus making them ready

# for deletion |ater on.

# Build the list of all man pages with the sane nane
D R=$1

BASENAME=" basenane "${2}" .bz2"

BASENAME="basenane "${ BASENAME}" .(gz°

G&Z_FI LE=" $BASENAME" . gz

BZ_FI LE="$BASENAME" . bz 2
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# Look for, and keep, the nost recent one
LATEST="(cd "$DIR"; |Is -1rt "${BASENAME}" "${&Z_FILE}" "${BZ FILE}" \

2>/dev/null | tail -n 1)°
for i in "${BASENAVE}" "${GZ_FILE}" "${BZ FILE}"; do
[ "SLATEST" !="$i" ] & rm-f "$DIR'/"$i "

done

# In case the specified file was the latest, return O

[ "SLATEST" = "$2" ] & & return O
# If the file was not the |latest, return 1
return 1

}

# Name of the script
MY_NAME=" basenanme $0°

# OK, parse the conmand-line for argunents, and initialize to sone
# sensible state, that is: don't change |links state, parse
# /etc/ man_db. conf, be nost silent, search man_db.conf in /etc, and don't
# force (re-)conpression
COVP_METHOD=
COVP_SUF=
COWVP_LVL=
FORCE_OPT=
LN _OPT=
MAN_ DI R=
VERBOSE_LVL=0
BACKUP=no
FAKE=Nno
MAN_CONF=/ et c
while [ -n "$1" ]; do
case $1 in
--9zip|--9z|-9)

COWP_SUF=. gz

COVP_METHOD=$1

shift

--bzi p2|--bz2|-b)
COWP_SUF=. bz2
COVP_METHOD=$1
shi ft

--automati c)
COWP_SUF=TBD
COVP_METHOD=$1
shi ft
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--deconpress|-d)
COVP_SUF=
COWP_LVL=
COVP_METHOD=$1
shi ft

-[1-9]|--fast|--best)
COWP_LVL=%1
shi ft

--force|-F)
FORCE_OPT=-F
shi ft

--soft]-9)

LN OPT=-S
shi ft

--hard| -H)
LN OPT=-H
shi ft
--conf =*)
MAN CONF="echo $1 | cut -d '=" -f2-°
shi ft
--conf)
MAN_CONF="$2"
shift 2
--verbose| -v)
| et VERBOSE LVL++
shi ft

- - backup)
BACKUP=yes
shift

--fake|-f)
FAKE=yes
shift

--hel p| - h)
hel p
exit O

/%)
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MAN_ DI R="${ MAN_DI R} ${1}"
shift

_xy
hel p $1
exit 1

*),,
echo "\"$1\" is not an absol ute path nane"
exit 1

esac
done

# Redirections
case $VERBOSE LVL in
0)
# O be silent
DEST_FDO=/ dev/ nul
DEST_FD1=/ dev/ nul
VERBOSE _OPT=
1)
# 1, be a bit verbose
DEST_FDO=/ dev/ st dout
DEST_FD1=/ dev/ nul
VERBCSE _OPT=-v
*) Y
# 2 and above, be npbst verbose
DEST_FDO=/ dev/ st dout
DEST_FD1=/ dev/ st dout
VERBCSE _OPT="-v -Vv"

esac

# Note: on nmy machine, 'man --path' gives /usr/share/ man tw ce, once

# wth atrailing '/', once wthout.

if [ -z "$SMANDIR' ]; then

MAN DI R="manpath -qgq -C "$MAN_CONF"/ man_db. conf \

| sed "s/:/\\n/g" \
| while read foo; do dirnane "$foo0"/.; done \
| sort -u\
| while read bar; do echo -n "$bar "; done

fi

# | f no MANDATORY_MANPATH in ${ MAN_CONF}/ man_db. conf, abort as well
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if [ -z "$SMANDIR' ]; then
echo "No directory specified, and no directory found with \ manpath'"
exit 1

fi

# Check that the specified directories actually exist and are readabl e
for DDRin $MAN DI R do
if [ ! -d"$DIR" -0 ! -r "$DIR" ]; then
echo "Directory '$DIR does not exist or is not readable"
exit 1
fi
done

# Fake?
if [ "$FAKE" !'= "no" ]; then
echo "Actual paraneters used:"
echo -n "Conpression.......: "
case $COVP_METHOD i n
--bzi p2|--bz2|-b) echo -n "bzip2";;
--9zip|--9z|-g) echo -n "gzip";;
--automatic) echo -n "conpressing";;
--deconpress|-d) echo -n "deconpressing";;
*) echo -n "unknown";;
esac
echo " ($COW_METHOD) "
echo "Conpression |evel.: $COWP_LVL"
echo " Conpression suffix: $COVP_SUF"
echo -n "Force conpression.: "

[ "fOoO$FORCE_OPT" = "foo-F" ] && echo "yes" || echo "no"
echo "man_db. conf is....: ${MAN_CONF}/man_db. conf"
echo -n "Hard-links........: "

[ "fOoOSLN OPT" = "fo0-S" ] &&

echo "convert to soft-links" || echo "l eave as is"
echo -n "Soft-links........: "

[ "foOSLN OPT" = "foo-H' ] &&

echo "convert to hard-links" || echo "l eave as is"
echo "Backup............: $BACKUP"

echo "Faking (yes!).....: $FAKE"

echo "Directories.......: $MAN DR

echo "Verbosity level...: $VERBOSE LVL"

exit O

fi

# If no method was specified, print help

if [ -z "${COW_METHOD} " -a "${BACKUP}" = "no" ]; then
hel p
exit 1
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fi

# I n backup node, do the backup solely

if [ "$BACKUP" = "yes" ]; then
for DDRin $MAN DI R do
cd "${DR}/.."
if [ ! -w" pwd " ]; then
echo "Directory ' 'pwd ' is not witable"
exit 1

fi
DI R_ NAME="basenane "${D R} ""
echo "Backing up $DIR .." > $DEST_FDO
[ -f "${DIR NAMVE}.tar.old" ] & rm-f "${D R NAME}.tar.ol d"
[ -f "${DIR NAVE}.tar" | &&
m/ "${D R_NAME}.tar" "${DI R_NAME}. tar. ol d"
tar -cvf "${DIR NAMVE}.tar" "${DI R _NAME}" > $DEST_FD1

done

exit O

fi

# | know MAN DI R has only absol ute path nanes
# | need to take into account the localized man, so |I'm going recursive
for DDRin $MAN DI R do
MVEM DI R=" pwd"
if [ ! -w"$DIR" ]; then
echo "Directory "$DIR is not witable"
exit 1
fi
cd "$D R
for FILE in *; do
# Fixes the case were the directory is enpty
if [ "foo$FILE" = "foo*" ]; then continue; fi

# Fi xes the case when hard-links see their conpression schene change
# (fromnot conpressed to conpressed, or frombz2 to gz, or fromgz

# to bz2)

# Also fixes the case when nultiple version of the page are present,
# which are either conpressed or not.

if [ ! -L"$FILE" -a ! -e "$FILE" ]; then continue; fi

# Do not conpress whatis files
if [ "$FILE" = "whatis" ]; then continue; fi

if [ -d"$FILE" ]; then
# We are going recursive to that directory
echo "-> Entering ${DIR}/${FILE}..." > $DEST_FDO
# | need not pass --conf, as | specify the directory to work on
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# But | need exit in case of error. W nust change back to the

# original directory so $0 is resolved correctly.

(cd "$MEM DI R* && eval "$0" ${COVP_METHOD} ${COVP_LVL} ${LN _OPT} \
${ VERBOSE_OPT} ${FORCE_OPT} "${DIR}/ ${FILE}") || exit $7?

echo "<- Leaving ${DIR}/${FILE}." > $DEST_FD1

else # !dir
if ! check_unique "$DIR" "$FILE"; then continue; fi

# Wth automatic conpression, get the unconpressed file size of
# the file (dereferencing syminks), and choose an appropriate
# conpressi on net hod.
if [ "$COWP_METHOD' = "--automatic" ]; then
declare -i SIZE
case "$FILE" in
*. bz2)
S| ZE=$(bzcat "$FILE" | wc -c)
*.9z)
S| ZE=$(zcat "S$FILE" | w -c) ;
*
)

S| ZE=$(wc -c < "$FILE") ;

esac

if (( $SIZE >= (5 * 2**10) )); then
COVP_SUF=. bz2

elif (( $SIZE >= (1 * 2**10) )); then
COMP_SUF=. gz

el se
COWP_SUF=

fi

fi

# Check if the file is already conpressed with the specified nethod
BASE_FI LE=" basenane "$FI LE" .gz’
BASE_FI LE=" basenanme "$BASE_FILE" .bz2"
if [ "${FILE}" = "${BASE_FI LE} ${ COW_SUF} " \
-a "foo${FORCE_OPT}" = "foo" ]; then continue; fi

# If we have a synlink
if [ -h "$SFILE" ]; then
case "$FILE" in
*. bz2)
EXT=bz2 ;;
*.9z)
EXT=9z ;;
*)

EXT=none ;
esac
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if [ ! "$EXT" = "none" ]; then
LINK="Is -1 "$FILE" | cut -d ">" -f2\
| tr -d " " | sed s/\.$EXT$//"

NEWNAME="echo "S$FILE" | sed s/\.$EXTS$//"

nv "$FI LE" " SNEWNAME"

FI LE=" $SNEWNAME"
el se

LINK="Is -1 "$FILE" | cut -d ">" -f2 | tr -d " "
fi

if [ "SLN.OPT" = "-H' ]; then
# Change this soft-link into a hard- one
rm-f "$FILE" && In "${LI NK} $COWP_SUF" " ${ FI LE} $COVP_SUF"
chnod --reference "${LINK} $COVP_SUF" " ${FI LE} $COMP_SUF"
el se
# Keep this soft-link a soft- one.
rm-f "$FILE" && In -s "${LI NK} $COVWP_SUF" " ${FI LE} $COVP_SUF"
fi
echo "Relinked $FILE" > $DEST_FD1

else if we have a plain file

if [ -f "$SFILE" ]; then

# Take care of hard-links: build the list of files hard-Iinked
# to the one we are {de, }conpressing.

# NB. This is not optinmumhas the file will eventually be

# conpressed as many tinmes it has hard-1inks. But for now,

# that's the safe way.

inode="Is -li "$FILE" | awk '{print $1}'°

HLINKS="find . \! -pame "$FILE" -inum $i node"

if [ -n "$HLINKS" ]; then
# We have hard-links! Renpbve them now.
for i in $HLINKS; do rm-f "$i"; done
fi

# Now take care of the file that has no hard-Ilink
# We do deconpress first to re-conpress with the sel ected
# conpression ratio later on..
case "$FILE" in
*. bz2)
bunzi p2 $FI LE
FI LE=" basenane "$FI LE" .bz2"
*.9z)
gunzi p $FI LE
FI LE=" basenane "$FI LE" .gz"
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esac

# Conpress the file with the given conpression ratio, if needed
case $COWP_SUF in
*bz2)
bzi p2 ${COMP_LVL} "$FILE" && chnod 644 " ${FlI LE} ${ COWP_SUF}"
echo " Conpressed $FI LE" > $DEST_FD1
*gz)
gzip ${COWP_LVL} "$FILE" && chnod 644 " ${FI LE} ${ COW_SUF}"
echo " Conpressed $FI LE" > $DEST_FD1
*)’ ,
echo "Unconpressed $FI LE' > $DEST_FD1

esac

# 1f the file had hard-links, recreate those (either hard or soft)
if [ -n "$HLINKS" ]; then
for i in $HLINKS; do
NEWFI LE="echo "$i" | sed s/\.gz$// | sed s/\.bz2%//"
if [ "SLN.OPT" = "-S" ]; then
# Make this hard-link a soft- one
In -s "${FI LE} $COMP_SUF" " ${ NEWFI LE} $COVP_SUF"
el se
# Keep the hard-link a hard- one
In "${FI LE} $COMP_SUF" " ${ NEWFI LE} $COMP_SUF"
fi
# Really work only for hard-links. Harm ess for soft-Ilinks
chnod 644 " ${ NEWFI LE} $COVP_SUF"

done
fi
el se
# There is a problem when we get neither a symink nor a plain
# file. Qoviously, we shall never ever cone here... :-(

echo -n "Waooo... \"${DIR}/${FILE}\" is neither a symink "
echo "nor a plain file. Please check:"
s -1 "${D R/ ${FILE}"
exit 1
fi
fi
done # for FILE
done # for DR

ECF
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Asr oot , make compressdoc executable for all users:

chnod -v 755 /usr/shin/ conpressdoc

Now, as r oot , you can issue the command compressdoc --bz2 to compress all your system man pages. You can
also run compressdoc --help to get comprehensive help about what the script is able to do.

Don't forget that a few programs, like the X Window System and XEmacs aso install their documentation in
non-standard places (such as/ usr/ X11R6/ man, etc.). Be sure to add these locations to thefile/ et ¢/ man_db.
conf , as MANDATORY_MANPATH </ pat h> lines.

Example:
MANDATORY_MANPATH [ usr/shar e/ man
MANDATORY_MANPATH [ usr/ X11R6/ man
MANDATORY_MANPATH [usr/1ocal / man
MANDATORY _MANPATH [ opt/ gt/ doc/ man

Generally, package installation systems do not compress man/info pages, which means you will need to run the script
again if you want to keep the size of your documentation as small as possible. Also, note that running the script
after upgrading a package is safe; when you have several versions of a page (for example, one compressed and one
uncompressed), the most recent one is kept and the others are deleted.
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Automate Mounting of File Systems

Introduction to Autofs

The Autofs package contains userspace tools that work with the kernel to mount and un-mount removable file
systems. The primary use isto mount external network file systemslike NFS (see NFS Utilities-1.1.2) or Samba (see
Samba-3.0.30) on demand.

It may also be useful for allowing users to mount floppies, cdroms and other removable storage devices without
requiring the system administrator to mount the devices athough this capability is now generally provided by HAL
(seeHAL-0.5.9.1). Thismay not beideal for all installations, so be aware of therisks beforeimplementing thisfeature.

Package Information

» Download (HTTP): http://ftp.kernel .or g/pub/linux/daemons/autofs/vs/autofs-5.0.3.tar .bz2
» Download (FTP): ftp://ftp.kernel .or g/pub/linux/daemons/autofs/vb/autofs-5.0.3.tar .bz2

» Download MD5 sum: 27839fe6fa8105b2b7d31bc922fd7cf6

» Download size: 221 KB

» Estimated disk space required: 9 MB

» Estimated build time: less than 0.1 SBU

Additional Downloads

Recommended Patches: There are frequent patches issued for Autofs. One method you can use to get the current
patches requiresfirst installing the Wget-1.10.2 package. After ensuring the wget command isinstalled in adirectory
identified in the PATH variable, start in the same directory as the main tar file and issue the following commands:

wget http://ftp. kernel.org/pub/linux/daenmons/ aut of s/ v5/ patch _order-5.0.3 &&
sed 's;autofs; http://ftp. kernel.org/pub/linux/daenons/aut of s/v5/autofs;" \
patch_order-5.0.3 > wget-list &&

wget -i wget-|i st
Autofs Dependencies

Optional
OpenLDAP-2.3.39 and Cyrus SASL-2.1.22

Kernel Configuration

Verify that kernel support has been compiled in or built as modulesin the following areas:

File systens #
Ker nel autonounter version 4 support Y or M
Network File Systens #
NFS file system support Y or M (optional)
SMB file system support Y or M (optional)

Recompile and install the new kernel, if necessary.
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Installation of Autofs

Install Autofs by running the following commands:

for f in "cat ../patch_order-5.0.3; do

patch -Npl -i ../%f
done &&
./configure --prefix=/ --mandir=/usr/share/ man &&
make

This package does not come with atest suite.

Now, asther oot user:

make install &&

In -sf ../init.d/autofs /etc/rc.d/rcsysinit.d/ S52autofs
Command Explanations

for fin "cat ../patch_order-5.0.3"; do patch -Np1 -i ../$f; done: This command applies all the patches downloaded
earlier in the correct order.

In -sf ../init.d/autofs/etc/r c.d/r csysinit.d/S52autofs: This command sets the link to properly start autofs upon boot.
Configuring Autofs

Config Files

/ etc/sysconfi g/ aut of s. conf,/etc/auto. master,/etc/auto. m sc,and/ et c/ aut o. net

Configuration Information

The installation process creates aut 0. mast er, aut 0. m sc, aut 0. snb, and aut 0. net . Replace the aut o.
mast er file with the following commands:

mv /etc/auto. master /etc/auto. master. bak &&
cat > /etc/auto. nmaster << "EOF"
# Begin /etc/auto. master

/[ medi a/auto /etc/auto.m sc --ghost
#/ home / et c/ aut 0. hone

# End /etc/auto. master
ECF

Thisfile creates a new media directory, / medi a/ aut o that will overlay any existing directory of the same name.
In this example, thefile, / et ¢/ aut 0. m sc, hasaline:

cd -fstype=i s09660, r 0, nosui d, nodev :/dev/cdrom

that will mount a cdrom as / medi a/ aut o/ cd if that directory is accessed. The - - ghost option tells the
automounter to create “ghost” versions (i.e. empty directories) of all the mount points listed in the configuration
file regardless whether any of the file systems are actually mounted or not. This is very convenient and highly
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recommended, because it will show you the available auto-mountabl e file systems as existing directories, even when
their file systems aren't currently mounted. Without the - - ghost option, you'll have to remember the names of the
directories. Assoon asyou try to access one of them, the directory will be created and thefile system will be mounted.
When the file system gets unmounted again, the directory is destroyed too, unlessthe - - ghost option was given.

Note

An alternative method would be to specify another automount location suchas/ var / | i b/ aut o/ cdr om
and create a symbolic link from / medi a/ cdr omto the automount location.

Theaut 0. m sc file must be configured to your working hardware. The loaded configuration file should load your
cdromif / dev/ cdr omisactive or it can be edited to match your device setup. Examples for floppies are available
in the file and easily activated. Documentation for thisfile is available using the man 5 autofs command.

In the second line, if enabled, a user's home directory would be mounted via NFS upon login. The / et ¢/ hone.
aut o would need to exist and have an entry similar to:

j oe exanpl e.org:/export/hone/joe

where the directory / export/ hone/ j oe is exported via NFS from the system example.org. NFS shares are
covered on the next page.

This package could also be used to mount SMB shares, however that feature is not configured in these instructions.
For additional configuration information, see the man pages for auto.master(5). There are al'so web resources such
asthis AUTOFSHOWTO available.

Contents
Installed Program: automount
Installed Libraries: lookup_file.so, lookup_hosts.so, lookup_multi.so, lookup_nisplus.so,
lookup_program.so, lookup_userhome.so, lookup_yp.so, mount_afs.so,
mount_autofs.so, mount_bind.so, mount_changer.so, mount_ext2.so,
mount_generic.so, mount_nfs.so, parse_sun.so
Installed Directories: /lib/autofs and /var/run/autofs

Short Descriptions

automount is the daemon that performs the mounting when a request is made for the device.
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Configuring for Network Filesystems

While LFS is capable of mounting network file systems such as NFS, these are not mounted by the nount f s init
script. Network file systems must be mounted after the networking is activated and unmounted before the network
goesdown. Thenet f s bootscript waswritten to handle both boot-time mounting of network filesystems, if theentry

in/ etc/fstab containsthe net dev option, and unmounting of all network filesystems before the network is
brought down.

Asther oot user,install the/ et c/rc. d/init. d/ netfs bootscriptincluded withtheblfs-bootscripts-20080816
package.

make install-netfs
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Chapter 4. Security

Security takes many forms in a computing environment. This chapter gives examples of three different types of
security: access, prevention and detection.

Access for usersis usually handled by login or an application designed to handle the login function. In this chapter,
we show how to enhance login by setting policies with PAM modules. Access via networks can also be secured
by policies set by iptables, commonly referred to as a firewall. The Network Security Services (NSS) and Netscape
Portable Runtime (NSPR) libraries can be installed and shared among the many applications requiring them. For
applications that don't offer the best security, you can use the Stunnel package to wrap an application daemon inside
an SSL tunnel.

Prevention of breaches, like a trojan, are assisted by applications like GnuPG, specificaly the ability to confirm
signed packages, which recognizes modifications of the tarball after the packager createsit.

Finally, we touch on detection with a package that stores "signatures' of critical files (defined by the administrator)
and then regenerates those "signatures" and compares for files that have been changed.
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OpenSSL-0.9.8¢g

Introduction to OpenSSL

The OpenSSL package contains management tools and libraries relating to cryptography. These are useful for
providing cryptography functions to other packages, notably OpenSSH, email applications and web browsers (for
accessing HTTPS sites).

Package Information

» Download (HTTP): http://mwww.openssl.org/sour ce/openssl-0.9.8g.tar.gz

» Download (FTP): ftp://ftp.openssl.org/sour ce/openssl-0.9.8g.tar.gz

» Download MD5 sum: acf70a16359bf3658bdfb74bdalc4419

* Download size: 3.2 MB

» Estimated disk space required: 40 MB

» Estimated build time: 1.2 SBU (additional 0.5 SBU to run the test suite)
Additional Downloads

* Required patch: http://mww.linuxfromscratch.org/patches/blfs/6.3/openssl-0.9.8g-fix_manpages-1.patch

OpenSSL Dependencies

Optional
bc-1.06 (recommended if you run the test suite during the build)

Installation of OpenSSL
Install OpenSSL by running the following commands:

patch -Npl -i ../openssl-0.9.8g-fix_manpages-1. patch &&
./config --opensslidir=/etc/ssl --prefix=/usr shared &%
make MANDI R=/ usr/ shar e/ man

To test the results, issue: make test.

Now, asther oot user:

make MANDI R=/usr/share/ man install &&
Cp -v -r certs /etc/ssl &&
install -v -d -n¥55 /usr/share/doc/openssl-0.9.8g &
cp -v -r doc/ {HONMO READVE, *. {txt,html ,gif}} \
[ usr/ shar e/ doc/ openssl - 0. 9. 8¢g

Command Explanations

no-rc5 no-i dea: When added to the ./config command, this will eliminate the building of those encryption
methods. Patent licenses may be needed for you to utilize either of those methods in your projects.

enabl e-t | sext : When added to the ./config command, this switch will enable TLS Extensions. Currently this
is only RFC 3546 and 4507bis for Server Name Indication. This alows the use of multiple SSL certificates with
multiple virtual hosts in Apache, while using only one I P address and one port for al virtual hosts.
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make MANDIR=/usr/share/man; make MANDIR=/usr/share/man install: These commands install OpenSSL
with the man pagesin/ usr/ shar e/ man instead of / et ¢/ ssl / man.

cp -V -r certs/etc/sd: The certificates must be copied manually as the default installation skips this step.

Configuring OpenSSL

Config Files

[ etc/ssl/openssl.cnf

Configuration Information

Most people who just want to use OpenSSL for providing functions to other programs such as OpenSSH and web
browsers won't need to worry about configuring OpenSSL. Configuring OpenSSL is an advanced topic and so those
who do would normally be expected to either know how to do it or to be able to find out how to do it.

Contents

Installed Programs:
Installed Libraries:

Installed Directories;

Short Descriptions

c_rehash
openss

c_rehash and opensd

libcrypto{so,a}, libss.{so,a}, and additional encryption libraries in
lusr/lib/engines/  (lib4758cca.so, libagp.so, libatalla.so, libchil.so, libcswift.so,
libgmp.so, libnuron.so, libsureware.so and libubsec.so)

letc/sdl, /usr/include/sdl, /usr/lib/engines and /usr/share/doc/openssl-0.9.8g

isaPerl script that scansall filesin adirectory and adds symbolic linksto their hash values.

isacommand-line tool for using the various cryptography functions of OpenSSL's crypto
library from the shell. It can be used for various functions which are documented in man

1 openssl.

i bcrypto.{so,a} implementsawiderange of cryptographic algorithms used in various Internet standards.
The services provided by this library are used by the OpenSSL implementations of SSL,
TLS and SSMIME, and they have also been used to implement OpenSSH, OpenPGP, and

other cryptographic standards.

I'ibssl.{so, a} implements the Secure Sockets Layer (SSL v2/v3) and Transport Layer Security (TLSv1)
protocols. It provides arich API, documentation on which can be found by running man

3.
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GnuTLS-1.6.3

Introduction to GnuTLS

The GnuTLS package contains a library and userspace tools which provide a secure layer over a reliable transport
layer. Currently the GnuTLS library implements the proposed standards by the IETF's TLS working group. Quoting
from the TL S protocol specification:

“The TL S protocol provides communications privacy over the Internet. The protocol allows client/server applications
to communicate in away that is designed to prevent eavesdropping, tampering, or message forgery.”

GnuTLS provides support for TLS 1.1, TLS 1.0 and SSL 3.0 protocols, TLS extensions, including server name and
max record size. Additionaly, the library supports authentication using the SRP protocol, X.509 certificates and
OpenPGP keys, along with support for the TLS Pre-Shared-Keys (PSK) extension, the Inner Application (TLS/IA)
extension and X.509 and OpenPGP certificate handling.

Package Information

» Download (HTTP): http://mww.gnu.org/softwar e/gnutl §/r el eases/gnutls-1.6.3.tar .bz2
» Download (FTP): ftp://ftp.gnutls.org/pub/gnutls/gnutls-1.6.3.tar .bz2

* Download MD5 sum: 73da68a4248d34c4d38491ce2119afOf

* Download size: 4.2 MB

» Estimated disk space required: 49 MB

» Estimated build time: 0.5 SBU

GnuTLS Dependencies

Required
Libgcrypt-1.2.4

Optional
GTK-Doc-1.8, OpenCDK, Tiny ASN.1, libcfg+, LZO-2.02, and Valgrind (used during the test suite)

Optional Debugging Libraries

Dmalloc and Electric Fence

Installation of GnuTLS

Install GnuTLS by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.
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Now, asther oot user:

make install &&
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install -v -nv55 -d /usr/share/doc/gnutls-1.6.3/reference &&

install -v -nb4d4

install -v -nb4d4

Contents
Installed Programs:

Installed Libraries:
Installed Directory:

Short Descriptions

certtool
gnutls-cli
gnutls-cli-debug

gnutls-serv
gnutls-config
gnutls-extra-config
psktool

srptool

i bgnutls.{so, a}

doc/reference/htm /* \
[usr/share/doc/gnutls-1.6.3/reference &&
doc/*.{htm , png, eps, pdf, ps} \

[ usr/share/doc/gnutls-1.6.3

certtool, gnutls-cli, gnutls-cli-debug, gnutls-serv, libgnutls-config,
libgnutls-extra-config, psktool, and srptool
libgnutls.{so,a}, libgnutls-extra.{ so,a}, libgnutls-openssl { so,a}, and

libgnutlsxx.{so,a}
/usr/include/gnutls and /usr/share/doc/gnutls-1.6.3

is used to generate X.509 certificates, certificate requests, and private keys.
isasimple client program to set up a TLS connection to some other computer.

is asimple client program to set up a TLS connection to some other computer and
produces very verbose progress results.

isasimple server program that listens to incoming TL S connections.

is a utility used to configure and build applications based on the gnutls(3) library. It
can be used to query the C compiler and linker flags which are required to correctly
compile and link the application against the gnutls(3) library.

isautility used to configure and build applications based on the gnutls-extra(3) library.
It can be used to query the C compiler and linker flags which are required to correctly
compile and link the application against the gnutls-extra(3) library.

isasimple program that generates random keys for use with TLS-PSK.

isasimple program that emulates the programs in the Stanford SRP (Secure Remote
Password) libraries using GNU TLS.

contains the core API functions and X.509 certificate APl functions.
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CrackLib-2.8.12

Introduction to CrackLib

The CrackLib package contains a library used to enforce strong passwords by comparing user selected passwords
to words in chosen word lists.
Package Information

» Download (HTTP): http://downloads.sour ceforge.net/cracklib/cracklib-2.8.12.tar.gz
» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfiles/distfiles/cracklib-2.8.12.tar.gz
* Download MD5 sum: 580346fal1012f9d9769192f49d3801fa

» Download size: 576 KB

» Estimated disk space required: 29 MB

» Estimated build time: 0.3 SBU

Additional Downloads

» Recommended word list for English-speaking countries (size: 4.4 MB; md5sum:
f8be7949b1bbc044e36039598a7819d9): http://downl oads.sour cefor ge.net/cracklib/cracklib-words-20080203.9z

Thereareadditional word listsavailablefor download, e.g., from http://www.cotse.convtool s’wordlists.htm. CrackLib
can utilize as many, or as few word lists you choose to install.
1 I mportant

Users tend to base their passwords on regular words of the spoken language, and crackers know that.
CrackLib is intended to filter out such bad passwords at the source using a dictionary created from word
lists. To accomplish this, the word list(s) for use with CrackLib must be an exhaustive list of words and
word-based keystroke combinations likely to be chosen by users of the system as (guessable) passwords.

The default word list recommended above for downloading mostly satisfies this role in English-speaking
countries. In other situations, it may be necessary to download (or even create) additional word lists.

Note that word lists suitable for spell-checking are not usable as CrackLib word lists in countries with
non-L atin based al phabets, because of “word-based keystroke combinations” that make bad passwords.

CrackLib Dependencies
Optional

Python-2.5.2

Installation of CrackLib

Install CrackLib by running the following commands:

./configure --prefix=/usr \
--wWith-default-dict=/1ib/cracklib/pw dict &
make
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Now, asther oot user:

make install &&
mv -v /usr/lib/libcrack.so.2* /[lib &&
In -v -sf ../../lib/libcrack.so0.2.8.0 /usr/lib/libcrack.so

Issue the following commands as the r oot user to install the recommended word list and create the CrackLib
dictionary. Other word lists (text based, one word per line) can also be used by simply installing them into
[ usr/ shar e/ di ct and adding them to the create-cracklib-dict command.

install -v -n644 -D ../cracklib-words-20080203. gz \
[usr/share/dict/cracklib-words. gz &

gunzip -v /usr/share/dict/cracklib-words.gz &

In -v -s cracklib-words /usr/share/dict/wrds &&

echo $(hostnane) >>/usr/share/dict/cracklib-extra-words &&

install -v -n¥55 -d /lib/cracklib &&

create-cracklib-dict /usr/share/dict/cracklib-words \

[usr/share/dict/cracklib-extra-words

If desired, check the proper operation of the library as an unprivileged user by creating a test data file and running
the tests using the following commands:

cat > test-data <<"EOF" &&
ant zer
Gandal f
neul i nger
| ant zer
Pa$$wor d
PaS$Wr d
Pas$wor d
Pas$Wr d
Pa$swor d
Pa$s\Wr d
EOF

make test

1 I mportant

If you areinstalling CrackLib after your LFS system has been completed and you have the Shadow package
installed, you must reinstall Shadow-4.0.18.1 if you wish to provide strong password support on your
system. If you are now going to install the Linux-PAM-0.99.10.0 package, you may disregard this note as
Shadow will be reinstalled after the Linux-PAM installation.

Command Explanations

--with-default-dict=/1ib/cracklib/pw _dict:Thisparameter forcestheinstallation of the CrackLib
dictionary tothe/ | i b hierarchy.
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mv -v /usr/lib/libcrack.so.2* /lib and In -v -sf ././lib/libcrack.s0.2.8.0 ... These two commands move
the |'i bcrack. so. 2. 8.0 library and associated symlink from /usr/1ib to /1ib, then recreates the
lusr/1ib/libcrack. sosymlink pointing to the relocated file.

install -v -m644 -D ...: This command creates the / usr/ shar e/ di ct directory (if it doesn't already exist) and
installs the compressed word list there.

In -v -s cracklib-words /usr/share/dict/words. The word list is linked to / usr/ share/ di ct/words as
historically, wor ds istheprimary wordlistinthe/ usr/ shar e/ di ct directory. Omit thiscommand if you aready
havea/ usr/ shar e/ di ct/ wor ds fileinstalled on your system.

echo $(hostname) >>...: The value of hostname is echoed to afile called cr ackl i b- ext r a- wor ds. Thisextra
fileisintended to be asite specific list which includes easy to guess passwords such as company or department names,
user's names, product names, computer names, domain names, etc.

create-cracklib-dict .... This command creates the CrackLib dictionary from the word lists. Modify the command
to add any additional word lists you have installed.

Contents
Installed Programs: cracklib-check,  cracklib-format,  cracklib-packer,  cracklib-unpacker  and
create-cracklib-dict
Installed Libraries: libcrack.{so,a} and the cracklibmodule{so,a} Python module
Installed Directories: /lib/cracklib, /usr/share/dict and /usr/share/cracklib

Short Descriptions

create-cracklib-dict isusedtocreatethe CrackLib dictionary from the given word list(s).
I i bcrack. {so, a} provides afast dictionary lookup method for strong password enforcement.
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Linux-PAM-0.99.10.0

Introduction to Linux-PAM

The Linux-PAM package contains Pluggable Authentication Modules. This is useful to enable the local system
administrator to choose how applications authenticate users.

Package Information

» Download (HTTP): http://mww.ker nel.org/pub/linux/libs/panvpre/library/Linux-PAM-0.99.10.0.tar.bz2
» Download (FTP): ftp://ftp.kernel.org/pub/linux/libs/pam/pre/library/Linux-PAM-0.99.10.0.tar .bz2

* Download MD5 sum: be4dd1d34ac5933408e13e48f3eb710a

» Download size: 911 kB

» Estimated disk space required: 23 MB

» Estimated build time: 0.6 SBU

Additional Downloads
* Optional documentation: http://anduin.linuxfromscratch.org/sources/BLFS6.3/I/Linux-PAM-0.99.10.0-docs.tar.
bz2

Linux-PAM Dependencies

Optional
CrackLib-2.8.12, and Prelude

Optional (To {,Re}build the Documentation)
libxdt-1.1.22, DocBook XML DTD-4.5, DocBook XSL Stylesheets-1.71.1, w3m, and FOP-0.93

Installation of Linux-PAM

If you downloaded the documentation, unpack the tarball from the same top-level directory you unpacked the source
tarball from. The fileswill unpack into the correct directories of the source tree.

Install Linux-PAM by running the following commands:

./configure --libdir=/lib \
--sbindir=/1ib/security \
--enabl e-securedir=/1ib/security \
--docdi r=/usr/shar e/ doc/ Li nux- PAM 0. 99. 10.0 \
--enabl e-read- bot h-confs \
--w t h- xaut h=/ usr/ X11R6/ bi n/ xaut h &&
make

The test suite will not provide meaningful results until the package has been installed and minimally configured. If,
after installing the package and creating a minimum configuration as shown below in the ‘other' example, you wish
to run the tests, issue make check.
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Now, asther oot user:

make install &&
chnod -v 4755 /1ib/security/unix_chkpwd &&

mv -v /lib/security/pamtally /sbin &&

mv -v /lib/libpan{,c, _msc}.la /usr/lib &&
sed -i "s| /lib| /fusr/lib|" /fusr/lib/libpammsc.la &

if [ -L/lib/libpamso ]; then
for LINK in |ibpan{,c, msc}.so; do
In -v -sf ../../1lib/$(readlink /1ib/${LINK}) /usr/lib/${LINK} &&
rm-v /1ib/${LI NK}
done
fi

Command Explanations

--libdir=/1ib: This parameter results in the libraries being installed in / | i b as they may be required in
single-user mode.

--sbindir=/1ib/security: Thisparameter resultsin two executables, one of which is not intended to be run
from the command line, being installed in the same directory as the PAM modules. The other executable is later
moved to the/ sbi n directory.

--enabl e-securedir=/11ib/security: This parameter results in the PAM modules being installed in
/1ibl/security.

- -docdi r =. .. : Thisparameter results in the documentation being installed in a versioned directory name.

- - enabl e-r ead- bot h- conf s: This parameter allows the local administrator to choose which configuration
file setup to use.

--w t h- xaut h=/ usr/ X11R6/ bi n/ xaut h: This parameter forcesthe build of the pam_xauth module, even if
xauth is not yet installed. Omit this switch if you have no plans to build Xorg, or modify the path if you intend to
install Xorg into a non-standard path.

chmod -v 4755 /lib/security/unix_chkpwd: The unix_chkpwd password-helper program must be setuid so that
non-r oot processes can access the shadow-password file.

mv -v /lib/security/pam_tally /sbin: The pam_tally program is designed to be run by the system administrator,
possibly in single-user mode, so it is moved to the appropriate directory.

mv -v /lib/libpam{,c,_misc}.la /usr/lib: This command moves the Libtool library filesto/ usr/|i b asthey are
expected to reside there.

sed -i 'g|/lib| fusr/lib|" /usr/lib/libpam_misc.la: Thiscommand corrects an installation reference dueto the file being
moved in the previous step.

for ...; do ...; done: These commands are used to relocate the . so symbolic links into the / usr/ | i b directory
by cloning and then removing the existing symlinks. Using readlink ensures the new symlinks point at the correct
library filenames.

87



Beyond Linux® From Scratch - Version 6.3

Configuring Linux-PAM

Config Files

/etc/security/* and/etc/pamd/* or/etc/pam conf

Configuration Information

Configuration information is placed in / et ¢/ pam d/ or/ et c/ pam conf depending on system administrator
preference. Below are example files of each type:

# Begin /etc/pam d/ ot her

aut h required pam uni X. SO nul | ok

account required pam uni X. SO

sessi on required pam uni X. SO

passwor d required pam uni X. SO nul | ok

# End /etc/pam d/ ot her

# Begin /etc/pam conf

ot her aut h required pam uni X. SO nul | ok
ot her account required pam uni X. SO

ot her sessi on required pam uni X. SO

ot her password required pam uni X. SO nul | ok

# End /etc/ pam conf

The PAM man page (man pam) provides a good starting point for descriptions of fields and alowable entries. The
Linux-PAM System Administrators Guide is recommended for additional information.

Refer to http://www.ker nel.or g/publ/linux/libs/pamymodules.html for alist of various modules available.

1 Important
~ You should now reinstall the Shadow-4.0.18.1 package.

Contents

Installed Program:
Installed Libraries:
Installed Directories;

pam_tally

libpam.{ so,a}, libpamc.{ so,a}, and libpam_misc.{ so,a}

letc/pam.d, /etc/security, /lib/security and /usr/include/security

Short Descriptions
pam_tally isused to view or manipulate thef ai | | og file.

I i bpam {so, a} providestheinterfaces between applications and the PAM modules.
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Introduction to Shadow

Shadow wasindeed installed in LFS and thereisno reason to reinstall it unlessyou installed CrackLib or Linux-PAM
after your LFS system was completed. If you haveinstalled CrackLib after LFS, then reinstalling Shadow will enable
strong password support. If you have installed Linux-PAM, reinstalling Shadow will allow programs such as login
and su to utilize PAM.

Package Information

» Download (HTTP): http://anduin.linuxfromscratch.or g/sour ces/'LFS/Ifs-packages/devel opment/shadow-4.0.18.1.
tar.bz2

Download MD5 sum: e7751d46ecf219c07ae0b028ab3335c6
Download size: 1.5 MB

Estimated disk space required: 18 MB

Estimated build time: 0.3 SBU

Additional Downloads

* Required patch: http://mww.linuxfromscratch.or g/patches/blfs/6.3/shadow-4.0.18.1-useradd_fix-2.patch
Shadow Dependencies
Required

Linux-PAM-0.99.10.0 and/or CrackLib-2.8.12

Installation of Shadow

1 I mportant

The installation shown below is for a situation where Linux-PAM has been installed (with or without a
CrackLib installation) and Shadow is being reinstalled to support the Linux-PAM instalation. If you are
reinstalling Shadow to provide strong password support viathe CrackLib library and you have not installed
Linux-PAM, ensureyou add the- - wi t h- | i bcr ack parameter to the configur e script below.
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Reinstall Shadow by running the following commands:

patch -Npl -i ../shadow 4.0.18. 1-useradd _fix-2. patch &&

./configure --libdir=/lib\
--sysconfdir=/etc \
--enabl e-shared \
--w t hout - sel i nux &&

sed -i 's/groups$(EXEEXT) //' src/ Makefile &&
find man -nane Makefile -exec sed -i 's/groups\.1/ /' {} \; &&
sed -i -e 's/ ko//" -e 's/ zh_ CN zh_TW/' man/ Makefile &&

for i inde es fi fr idit pt BR do
convert-mans UTF-8 | SO 8859-1 man/ ${i}/*.?

done &&
for i in cs hu pl; do

convert-mans UTF-8 | SO 8859-2 man/ ${i}/*.?
done &&

convert-mans UTF-8 EUC-JP man/jal*.? &&
convert-mans UTF-8 KO 8-R man/ru/*.? &&
convert-mans UTF-8 | SO-8859-9 man/tr/*.? &&

make

This package does not come with atest suite.

Now, asther oot user:

make install &&

my -v /usr/bin/passwd /bin &&

m/ -v /lib/libshadow. *a /usr/lib &&

rm-v /lib/libshadow. so &&

In -v -sf ../../lib/libshadow.so.0 /usr/lib/libshadow. so

Command Explanations

--wW t hout - sel i nux: Support for selinux is enabled by default, but selinux is not built in a base LFS system.
The configure script will fail if this option is not used.

sed -i 's/groups$(EXEEXT) /I' src/Makefile: This command is used to suppress the installation of the groups
program as the version from the Coreutils package installed during LFS is preferred.

find man -name M akefile-exec ... {} \;: Thiscommand is used to suppress the installation of the gr oups man pages
so the existing ones installed from the Coreutils package are not replaced.

sed -i -e'..." -e'..." man/Makefile: This command disables the installation of Chinese and Korean manual pages,
since Man-DB cannot format them properly.
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convert-mans .... These commands are used to convert some of the man pages so that Man-DB will display them
in the expected encodings.

mv -v /usr/bin/passwd /bin: The passwd program may be needed during times when the / usr filesystem is not
mounted so it is moved into the root partition.

mv -v ...; rm -v ...; In -v ... These commands are used to move the | i bshadow library to the root partition to
support the moving of the passwd program earlier.

Configuring Shadow

Shadow's stock configuration for the useradd utility is not suitable for LFS systems. Use the following commands
asther oot user to change the default home directory for new users and prevent the creation of mail spool files:

useradd -D -b /hone &&
sed -i 's/yes/no/' /etc/default/useradd

Configuring Linux-PAM to Work with Shadow

Note

Therest of thispageisdevoted to configuring Shadow to work properly with Linux-PAM. If you do not have
Linux-PAM installed, and you reinstalled Shadow to support strong passwords via the CrackLib library,
no further configuration is required.

Config Files

/ et c/ pam d/ * or dternatively / et ¢/ pam conf, /etc/login.defs and /etc/securityl/*

Configuration Information

Configuring your system to use Linux-PAM can be acomplex task. The information below will provide abasic setup
so that Shadow'slogin and password functionality will work effectively with Linux-PAM. Review theinformation and
links on the Linux-PAM-0.99.10.0 page for further configuration information. For information specific to integrating
Shadow, Linux-PAM and CrackLib, you can visit the following links:

* http://www.kernel .or g/pub/linux/libs/parmyLinux-PAM-html/pam-6.htmi#ss6.3
* http://www.deer -run.com/~hal/sysadmin/pam_cracklib.html

91


http://www.kernel.org/pub/linux/libs/pam/Linux-PAM-html/pam-6.html#ss6.3
http://www.deer-run.com/~hal/sysadmin/pam_cracklib.html

Beyond Linux® From Scratch - Version 6.3

Configuring /etc/login.defs

Thelogin program currently performs many functionswhich Linux-PAM modul es should now handle. Thefollowing
sed command will comment out the appropriatelinesin/ et ¢/ | ogi n. def s, and stop login from performing these
functions (abackup filenamed / et ¢/ | ogi n. def s. ori g isaso created to preserve the original file's contents).
I ssue the following commands asther oot user:

install -v -nb44 /etc/login.defs /etc/login.defs.orig &&
for FUNCTION i n LASTLOG ENAB NMAI L CHECK ENAB \
PORTTI ME_CHECKS ENAB CONSCLE \
MOTD_FI LE NOLOG NS_FI LE PASS M N_LEN \
SU WHEEL_ONLY MD5_CRYPT_ENAB \
CONSOLE_GROUPS ENVI RON _FI LE \
ULIMT ENV_TZ ENV_HZ ENV_SUPATH \
ENV_PATH QVAIL_DIR MAIL_DIR MAI L_FI LE \
CHFN_AUTH FAI LLOG ENAB QUOTAS ENAB FTMP_FI LE \
OBSCURE_CHECKS ENAB CRACKLI B_DI CTPATH \
PASS CHANGE TRl ES PASS ALWAYS WARN | SSUE_FI LE
do
sed -i "S/"$FUNCTION # & " /etc/login.defs
done

Configuring the /etc/pam.d/ Files

As mentioned previously in the Linux-PAM instructions, Linux-PAM has two supported methods for configuration.
The commands below assume that you've chosen to use a directory based configuration, where each program hasits
own configuration file. You can optionally useasingle/ et ¢/ pam conf configuration file by using the text from
the files below, and supplying the program name as an additional first field for each line.

Asther oot user, createthe/ et ¢/ pam d directory with the following command:
install -v -d -n¥55 /etc/pamd

Whilestill ther oot user, add the following Linux-PAM configuration filestothe/ et ¢/ pam d/ directory (or add
the contentsto the/ et ¢/ pam conf file) with the following commands:
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'login' (with CrackLib)

cat > /etc/pamd/login << "EOF"
# Begin /etc/pamd/login

aut h requisite pam nol ogi n. so
aut h required pam securetty. so
aut h required pam uni X. SO
account required pam access. so
account required pam uni X. SO
sessi on required pam env. so
sessi on required pam not d. so
sessi on required pamlimts.so
sessi on opt i onal pam nmail . so
sessi on opt i onal pam | ast| og. so
sessi on required pam uni X. SO
passwor d required pam cracklib. so
passwor d required pam uni X. SO
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dir=/var/mail|l standard

retry=3
nmd5 shadow use_aut ht ok

# End /etc/pamd/ |l ogin
EOF

‘login’ (without CrackLib)

cat > /etc/pamd/login << "
# Begin /etc/pamd/login

ECF"

pam nol ogi n. so
pam securetty. so

aut h requisite
aut h required
aut h required
aut h required
account required
account required
sessi on required
sessi on required
sessi on opt i onal
sessi on opt i onal
sessi on required
passwor d required

pam env. so
pam uni X. SO
pam access. Sso
pam uni X. SO
pam not d. so
pamlimts.so
pam nail . so
pam | astl og. so
pam uni X. SO
pam uni X. SO

dir=/var/mail|l standard

md5 shadow

# End /etc/pamd/ |l ogin
EOF
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‘passwd’ (with CrackLib)

cat > /etc/pam d/ passwd << "EOF"
# Begin /etc/pam d/ passwd

passwor d required pam cracklib.so type=Linux retry=1\
di f ok=5 diffignore=23 m nlen=9 \
dcredit=1 ucredit=1 lcredit=1\

ocredit=1\
di ct pat h=/11i b/ crackl i b/ pw_di ct
passwor d required pam uni X. SO md5 shadow use_aut ht ok

# End /etc/pam d/ passwd
EOF

Note

In its default configuration, owing to credits, pam_cracklib will allow multiple case passwords as short as
6 characters, even with them nl en value set to 11. Y ou should review the pam_cracklib(8) man page and
determine if these default values are acceptable for the security of your system.

‘passwd’ (without CrackLib)

cat > /etc/pam d/ passwd << "EOF"
# Begin /etc/pam d/ passwd

passwor d required pam uni X. so md5 shadow

# End /et c/pam d/ passwd
EOF

|Sul

cat > /etc/pamd/su << "EOF"
# Begin /etc/pamd/su

aut h sufficient pam r oot ok. so

aut h required pam uni X. SO

account required pam uni X. SO

sessi on opt i onal pam mai | . so dir=/var/mai| standard
sessi on opt i onal pam xaut h. so

sessi on required pam env. so

sessi on required pam uni X. SO

# End /etc/pamd/su
EOF
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‘chage’

cat > /etc/pam d/chage << "ECF"

# Begin /etc/pam d/ chage

aut h sufficient
aut h required
account required
sessi on required
passwor d required

# End /etc/pam d/ chage
EOF

pam r oot ok. so
pam uni X. SO
pam uni X. SO
pam uni X. SO
pam permt.so
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‘chpasswd’, 'chgpasswd’, 'groupadd’, 'groupdel’, ‘groupmems', ‘groupmod’, 'newusers’, 'useradd’, 'userdel’,

and 'usermod’

for PROGRAM i n chpasswd chgpasswd groupadd groupdel groupnmens \

groupnod newusers useradd userdel usernod
do
install -v -nb44 /etc/pam d/ chage /etc/pam d/ $PROGRAM
sed -i "s/chage/ $PROGRAM " [ et ¢/ pam d/ $PROGRAM
done

. Warning

At this point, you should do a simple test to see if Shadow is working as expected. Open another terminal
and log in as a user, then su to r oot . If you do not see any errors, then al is well and you should
proceed with the rest of the configuration. If you did receive errors, stop now and double check the above
configuration files manually. You can also run the test suite from the Linux-PAM package to assist you
in determining the problem. If you cannot find and fix the error, you should recompile Shadow adding
the - - wi t hout - I i bpamswitch to the configure command in the above instructions (also move the
/etc/login.defs.orig backup fileto/ et c/| ogi n. defs). If you fail to do this and the errors
remain, you will be unable to log into your system.
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Other

Currently, / et ¢/ pam d/ ot her isconfigured to allow anyone with an account on the machine to use PAM-aware
programs without a configuration file for that program. After testing Linux-PAM for proper configuration, install a

more restrictive ot her file so that program-specific configuration files are required:

cat > /etc/pamd/other << "ECF"

# Begin /etc/pam d/ ot her

aut h required pam deny. so
aut h required pam war n. so
account required pam deny. so
sessi on required pam deny. so
passwor d required pam deny. so
passwor d required pam war n. so

# End /etc/pam d/ ot her
EOF

If you preserved the source tree from the Linux-PAM package (or you feel like unpacking that tarball, then running
configure and make), now would be a good time to run the test suite from this package. This test suite will use the
configuration you just finished during the tests. All the tests should pass.

Configuring Login Access

Instead of using the / et c/ | ogi n. access file for controlling access to the system, Linux-PAM uses the
pam access. so module along withthe/ et c/ security/ access. conf file. Renamethe/ et c/ | ogi n.
access file using the following command:

if [ -f /etc/login.access |]; then
mv -v /etc/login.access /etc/login.access. NOUSE
fi

Configuring Resource Limits

Instead of usingthe/ et ¢/ | i m t s filefor limiting usage of system resources, Linux-PAM usesthepam | i mi t s.
so module along with the / et c/ security/limts. conf file. Renamethe/etc/|imts fileusing the
following command:

if [ -f /etc/limts ]; then
mv -v /etc/limts /etc/limts. NOUSE
fi
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Configuring Default Environment

During previous configuration, several items were removed from / et ¢/ | ogi n. def s. Some of these items are
now controlled by the pam env. so module and the / et ¢/ securi ty/ pam env. conf configuration file. In
particular, the default path has been changed. To recover your default path, execute the following commands:

ENV_PATH="grep ' "ENV_PATH /etc/login.defs.orig | \
awk '{ print $2 }' | sed 's/PATH=//'" &&

echo ' PATH DEFAULT="'"echo "${ENV_PATH}" "\

' OVERRI DE=${ PATH} ' \
>> [etc/security/ pam env. conf &&

unset ENV_PATH

Note

ENV_SUPATH is no longer supported. You must create a valid / r oot / . bashr c file to provide a
modified path for the super-user.

Contents

A list of theinstalled files, along with their short descriptions can be found at ../../../../Ifs/view/6.3/chapter 06/shadow.
html#contents-shadow.
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Iptables-1.3.8

Introduction to Iptables

The next part of this chapter deals with firewalls. The principal firewall tool for Linux, as of the 2.4 kernel series, is
iptables. It replaces ipchains from the 2.2 series and ipfwadm from the 2.0 series. You will need to install iptables
if you intend on using any form of afirewall.

Package Information

» Download (HTTP): http://www.netfilter.or g/projectsiptables/files/iptables-1.3.8.tar.bz2
» Download (FTP): ftp://ftp.netfilter.org/publ/iptables/iptables-1.3.8.tar.bz2

» Download MD5 sum: 0a9209f928002e5eee9cdff8fef4d4b3

» Download size: 169 KB

» Estimated disk space required: 4.0 MB

» Estimated build time: 0.1 SBU

Kernel Configuration

A firewall in Linux isaccomplished through aportion of the kernel called netfilter. Theinterfaceto netfilter isiptables.
To useit, the appropriate kernel configuration parameters are found in Networking # Networking Options # Network
Packet Filtering # Core Netfilter Configuration (and) IP: Netfilter Configuration.

Installation of Iptables

Note

Theinstallation below does not include building some specialized extension libraries which require the raw
headersin the Linux source code. If you wish to build the additional extensions (if you aren't sure, then you
probably don't), you can look at thel NSTALL fileto see an example of how to changethe KERNEL DI R=
parameter to point at the Linux source code. Note that if you upgrade the kernel version, you may also need
to recompile iptables and that the BLFS team has not tested using the raw kernel headers.

For some non-x86 architectures, the raw kernel headers may berequired. In that case, modify the KERNEL
Dl R= parameter to point at the Linux source code.

Install iptables by running the following commands:

sed -i 's/nane="$node/ nane="node/' iptables.xslt &&
make LI BDI R=/1ib KERNEL_DI R=/usr

This package does not come with atest suite.
Now, asther oot user:

make PREFI X=/usr LIBDIR=/1ib BI NDI R=/sbhin \
MANDI R=/ usr/share/ man install &&
install -v -n644 iptables.xslt /1ib/iptables
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Command Explanations

sed -i 's/name=" $node/name="node/' iptables.xslt: Thiscorrectsasyntax error inthe XSL T stylesheet for use with
iptables-xml.

PREFI X=/usr LIBDIR=/1ib BI NDI R=/ sbi n: Compiles and installs iptables modulesinto/ | i b, binaries
into / sbi n and the remainder into the/ usr hierarchy instead of / usr/ | ocal . Firewalls are generally activated
during the boot processand / usr may not be mounted at that time.

KERNEL DI R=/ usr : This parameter is used to point at the sanitized kernel headersin/ usr and not use the raw
kernel headersin/ usr/ src/ i nux.
Configuring Iptables

Introductory instructions for configuring your firewall are presented in the next section: Firewalling

Boot Script

To set up the iptables firewall at boot, install the/etc/rc.d/init.d/iptabl es init script included in the
blfs-bootscripts-20080816 package.

make install-iptables
Contents
Installed Programs: iptables, iptables-restore, iptables-save, iptables-xml and ip6tables
Installed Libraries: libip6t_*.so and libipt_*.so
Installed Directory: /libliptables

Short Descriptions

iptables isused to set up, maintain, and inspect thetables of | P packet filter rulesinthe Linux kernel.

iptables-restore is used to restore IP Tables from data specified on STDIN. Use 1/O redirection provided
by your shell to read from afile.

iptables-save is used to dump the contents of an IP Table in easily parseable format to STDOUT. Use
|/O-redirection provided by your shell to writeto afile.

iptables-xml is used to convert the output of iptables-save to an XML format. Using thei pt abl es.
xsl t stylesheet convertsthe XML back to the format of iptables-restore.

ip6tables is used to set up, maintain, and inspect the tables of IPv6 packet filter rules in the Linux

kernel. Several different tables may be defined. Each table contains a number of built-in
chains and may aso contain user-defined chains.

I'ibip*.so library modules are various modules (implemented as dynamic libraries) which extend the
core functionality of iptables.
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Setting Up a Network Firewall

Beforeyou read thispart of the chapter, you should have already installed i ptabl es as described in the previous section.

Introduction to Firewall Creation
The general purpose of afirewall isto protect a computer or a network against malicious access.

In a perfect world, every daemon or service on every machine is perfectly configured and immune to flaws such as
buffer overflows or other problems regarding its security. Furthermore, you trust every user accessing your Services.
In thisworld, you do not need to have afirewall.

In the real world however, daemons may be misconfigured and exploits against essential servicesarefreely available.
Y ou may wish to choose which services are accessible by certain machines or you may wish to limit which machines
or applications are allowed external access. Alternatively, you may simply not trust some of your applications or
users. You are probably connected to the Internet. In thisworld, afirewall is essential.

Don't assume however, that having a firewall makes careful configuration redundant, or that it makes any negligent
misconfiguration harmless. It doesn't prevent anyone from exploiting a service you intentionally offer but haven't
recently updated or patched after an exploit went public. Despite having afirewall, you need to keep applications and
daemons on your system properly configured and up to date. A firewall is not a cure al, but should be an essential
part of your overall security strategy.

Meaning of the Word "Firewall"

The word firewall can have several different meanings.

Personal Firewall

This is a hardware device or software program commercially sold (or offered via freeware) by companies such as
Symantec which claimsthat it secures ahome or desktop computer connected to the Internet. Thistype of firewall is
highly relevant for users who do not know how their computers might be accessed viathe Internet or how to disable
that access, especially if they are always online and connected via broadband links.

Masquerading Router

Thisisasystem placed between the Internet and an intranet. To minimize therisk of compromising thefirewall itself,
it should generally have only one role—that of protecting the intranet. Although not completely risk free, the tasks
of doing the routing and IP masquerading (rewriting IP headers of the packets it routes from clients with private IP
addresses onto the Internet so that they seem to come from the firewall itself) are commonly considered relatively
secure.

BusyBox

This is often an old computer you may have retired and nearly forgotten, performing masquerading or routing
functions, but offering non-firewall services such as aweb-cache or mail. This may be used for home networks, but
isnot to be considered as secure as afirewall only machine because the combination of server and router/firewall on
one machine raises the complexity of the setup.
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Firewall with a Demilitarized Zone [Not Further Described Here]

Thisbox performs masguerading or routing, but grants public access to some branch of your network which, because
of public IPs and a physically separated structure, is essentialy a separate network with direct Internet access. The
servers on this network are those which must be easily accessible from both the Internet and intranet. The firewall
protects both networks. Thistype of firewall has a minimum of three network interfaces.

Packetfilter

This type of firewall does routing or masgquerading, but does not maintain a state table of ongoing communication
streams. It isfast, but quite limited in its ability to block undesired packets without blocking desired packets.

Now You Can Start to Build your Firewall

A Caution
This introduction on how to setup a firewall is not a complete guide to securing systems. Firewalling is
a complex issue that requires careful configuration. The scripts quoted here are smply intended to give

examples of how afirewall works. They are not intended to fit into any particular configuration and may
not provide complete protection from an attack.

Customization of these scripts for your specific situation will be necessary for an optimal configuration,
but you should make a serious study of the iptables documentation and creating firewalls in general before
hacking away. Have alook at the list of links for further reading at the end of this section for more details.
There you will find alist of URLSs that contain quite comprehensive information about building your own
firewall.

Thefirewall configuration script installed in the iptables section differs from the standard configuration script. It only
has two of the standard targets. start and status. The other targets are clear and lock. For instance if you issue:

letc/rc.d/init.d/iptables start

the firewall will be restarted just as it is upon system startup. The status target will present a list of all currently
implemented rules. The clear target turns off all firewall rules and the lock target will block all packetsin and out of
the computer with the exception of the loopback interface.

The main startup firewall is located in the file/ et c/rc. d/ rc. i pt abl es. The sections below provide three
different approaches that can be used for a system.
Note

Y ou should always run your firewall rules from a script. This ensures consistency and a record of what
was done. It also allows retention of comments that are essential for understanding the rules long after they
were written.

Personal Firewall

A Personal Firewall is designed to let you access al the services offered on the Internet, but keep your box secure
and your data private.

Below isadightly modified version of Rusty Russell'srecommendation fromthe Linux 2.4 Packet Filtering HOWTO.
Itisstill applicable to the Linux 2.6 kernels.

cat > /etc/rc.d/rc.iptables << "ECF"
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#!/ bi n/ sh
# Begin $rc_base/rc.iptables

# Insert connection-tracking nodul es

# (not needed if built into the kernel)
nmodpr obe i p_tables

nmodpr obe iptable filter

nmodpr obe i p_conntrack

nmodpr obe i p_conntrack ftp

nmodpr obe i pt_state

nmodpr obe i pt _LOG

# Enabl e broadcast echo Protection
echo 1 > /proc/sys/net/ipv4/icnp_echo_ignore_broadcasts

# Di sabl e Source Routed Packets
echo 0 > /proc/sys/net/ipv4/conf/all/accept_source_route

# Enabl e TCP SYN Cooki e Protection
echo 1 > /proc/sys/net/ipv4/tcp_syncookies

# Disable | GV Redi rect Acceptance
echo 0 > /proc/sys/net/ipv4/conf/all/accept redirects

# Don't send Redirect Messages
echo 0 > /proc/sys/net/ipv4/conf/all/send redirects

# Drop Spoofed Packets comng in on an interface, where responses
# would result in the reply going out a different interface.
echo 1 > /proc/sys/net/ipvd/conf/all/rp_filter

# Log packets with inpossible addresses.
echo 1 > /proc/sys/net/ipv4/conf/all/log_martians

# be verbose on dynam c ip-addresses (not needed in case of static IP)
echo 2 > /proc/sys/net/ipv4lip_dynaddr

# di sable Explicit Congestion Notification
# too many routers are still ignorant
echo 0 > /proc/sys/net/ipv4/tcp_ecn

# Set a known state

i ptables -P | NPUT DROP
i ptabl es -P FORWARD DROP
i ptables -P OQUTPUT DROP
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# These lines are here in case rules are already in place and the
# script is ever rerun on the fly. W want to renove all rules and
# pre-existing user defined chains before we inplenent new rul es.

i ptables -F

i ptables -X

i ptables -Z

i ptables -t nat -F

# Al low | ocal -only connecti ons
i ptables -A INPUT -i |lo -j ACCEPT

# Free output on any interface to any ip for any service
# (equal to -P ACCEPT)
i ptables -A OQUTPUT -j ACCEPT

# Permt answers on al ready established connections

# and permt new connections related to established ones

# (e.g. port node ftp)

i ptables -A INPUT -mstate --state ESTABLI SHED, RELATED -] ACCEPT

# Log everything el se. What's Wndows' | atest exploitable vul nerability?
i ptables -A INPUT -j LOG --log-prefix "FI REWALL: | NPUT "

# End $rc_base/rc.iptables
EOF
chnod 700 /etc/rc.d/rc.iptables

This script is quite simple, it drops al traffic coming into your computer that wasn't initiated from your computer,
but as long as you are simply surfing the Internet you are unlikely to exceed its limits.

If you frequently encounter certain delays at accessing FTP servers, take a look at BusyBox example number 4
[107].

Even if you have daemons or services running on your system, these will be inaccessible everywhere but from your
computer itself. If you want to allow access to services on your machine, such as ssh or ping, take alook at BusyBox.

Masquerading Router

A true Firewall has two interfaces, one connected to an intranet, in this example ethO, and one connected to the
Internet, here pppO0. To provide the maximum security for the firewall itself, make sure that there are no unnecessary
servers running on it such as X11 et al. As a genera principle, the firewall itself should not access any untrusted
service (think of a remote server giving answers that makes a daemon on your system crash, or even worse, that
implements aworm via a buffer-overflow).

cat > /etc/rc.d/rc.iptables << "ECF"
#!/ bi n/ sh

# Begin $rc_base/rc.iptables
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echo

echo "You're using the exanple configuration for a setup of a firewal |"
echo "from Beyond Linux From Scratch."

echo "This exanple is far frombeing conplete, it is only neant"”
echo "to be a reference.”

echo "Firewal |l security is a conplex issue, that exceeds the scope"
echo "of the configuration rules bel ow "

echo "You can find additional information"

echo "about firewalls in Chapter 4 of the BLFS book."

echo "http://ww. |inuxfronscratch. org/blfs"

echo

# Insert iptables nodules (not needed if built into the kernel).

nmodpr obe i p_tables

nmodpr obe iptable filter
nmodpr obe i p_conntrack
nmodpr obe i p_conntrack ftp
nmodpr obe i pt_state

nmodpr obe i pt abl e_nat
nmodprobe ip_nat ftp

nmodpr obe i pt _MASQUERADE
nmodpr obe i pt _LOG

nmodpr obe i pt _REJECT

# Enabl e broadcast echo Protection
echo 1 > /proc/sys/net/ipv4/icnp_echo_ignore_broadcasts

# Di sabl e Source Routed Packets
echo 0 > /proc/sys/net/ipv4/conf/all/accept_source_route

# Enabl e TCP SYN Cooki e Protection
echo 1 > /proc/sys/net/ipv4/tcp_syncookies

# Disable | VWP Redi rect Acceptance
echo 0 > /proc/sys/net/ipv4/conf/all/accept redirects

# Don't send Redirect Messages
echo 0 > /proc/sys/net/ipv4/conf/all/send redirects

# Drop Spoofed Packets comng in on an interface where responses
# would result in the reply going out a different interface.
echo 1 > /proc/sys/net/ipvd/conf/all/rp_filter

# Log packets with inpossible addresses.
echo 1 > /proc/sys/net/ipv4/conf/all/log_martians
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# Be verbose on dynam c ip-addresses (not needed in case of static |IP)
echo 2 > /proc/sys/net/ipv4lip_dynaddr

# Disable Explicit Congestion Notification
# Too many routers are still ignorant
echo 0 > /proc/sys/net/ipvd/tcp_ecn

# Set a known state

i ptables -P | NPUT DROP
i ptabl es -P FORWARD DROP
i ptables -P OQUTPUT DROP

# These lines are here in case rules are already in place and the
# script is ever rerun on the fly. W want to renove all rules and
# pre-existing user defined chains before we inplenent new rul es.

i ptables -F

i ptables -X

i ptables -Z

i ptables -t nat -F

# Al ow | ocal connecti ons
i ptables -A INPUT -i |lo -j ACCEPT
i ptables -A QUTPUT -0 | o -j ACCEPT

# Allow forwarding if the initiated on the intranet
i ptables -A FORWARD -m state --state ESTABLI SHED, RELATED -j ACCEPT
i ptables -A FORMARD -i ! ppp+ -mstate --state NEW -] ACCEPT

# Do masquer adi ng
# (not needed if intranet is not using private ip-addresses)
i ptables -t nat -A POSTROUTI NG -0 pppt+ -] MASQUERADE

# Log everything for debuggi ng
# (last of all rules, but before policy rules)

i ptables -A | NPUT -] LOG --1og-prefix "FIREWALL: | NPUT "
i ptables -A FORMARD -] LOG --1o0g-prefix "FI REWALL: FORWARD"
i ptables -A QUTPUT -j LOG --1o0g-prefix "FI REWALL: QUTPUT "

# Enabl e | P Forwardi ng

echo 1 > /proc/sys/net/ipv4l/ip_forward
EOF

chnod 700 /etc/rc.d/rc.iptables

With this script your intranet should be reasonably secure against external attacks. No one should be able to setup
a new connection to any internal service and, if it's masqueraded, makes your intranet invisible to the Internet.
Furthermore, your firewall should be relatively safe because there are no services running that a cracker could attack.
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Note

If the interface you're connecting to the Internet doesn't connect via PPP, you will need to change <ppp+>
to the name of the interface (e.g., eth1) which you are using.

BusyBox

This scenario isn't too different from the Masquerading Router, but additionally offers some servicesto your intranet.
Examples of this can be when you want to administer your firewall from another host on your intranet or use it as
aproxy or aname server.

Note

Outlining a true concept of how to protect a server that offers services on the Internet goes far beyond the
scope of this document. See the references at the end of this section for more information.

Be cautious. Every service you have enabled makes your setup more complex and your firewall less secure. You
are exposed to the risks of misconfigured services or running a service with an exploitable bug. A firewall should
generaly not run any extra services. See the introduction to the Masquerading Router for some more details.

If you want to add services such asinternal Samba or name serversthat do not need to access the Internet themselves,
the additional statements are quite simple and should still be acceptable from a security standpoint. Just add the
following lines into the script before the logging rules.

iptables -A INPUT -i ! pppt+ -j ACCEPT
i ptables -A QUTPUT -0 ! pppt+ -j ACCEPT

If daemons, such as squid, have to access the Internet themselves, you could open OUTPUT generally and restrict
INPUT.

iptables -A INPUT -mstate --state ESTABLI SHED, RELATED -j ACCEPT
i ptabl es -A OUTPUT -j ACCEPT

However, it isgenerally not advisable to leave OUTPUT unrestricted. Y ou lose any control over trojans who would
liketo"call home", and abit of redundancy in case you've (mis-)configured aservice so that it broadcastsits existence
to the world.

To accomplish this, you should restrict INPUT and OUTPUT on al ports except those that it's absolutely necessary
to have open. Which ports you have to open depends on your needs: mostly you will find them by looking for failed
accessesin your log files.

Have a Look at the Following Examples:
» Squid is caching the web:

i ptables -A QUTPUT -p tcp --dport 80 -j ACCEPT
iptables -AINPUT -p tcp --sport 80 -mstate --state ESTABLI SHED \
-j  ACCEPT
* Your caching name server (e.g., named) does its lookups via UDP:

i ptables -A OQUTPUT -p udp --dport 53 -j ACCEPT
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* You want to be able to ping your computer to ensure it's still alive:
iptables -AINPUT -picnp -micnp --icnp-type echo-request -j ACCEPT
iptables -A QUTPUT -p icnp -micnp --icnp-type echo-reply -] ACCEPT

* If you are frequently accessing FTP servers or enjoy chatting, you might notice certain delays because some
implementations of these daemons have the feature of querying an identd on your system to obtain usernames.
Although there's redly little harm in this, having an identd running is not recommended because many security
experts feel the service gives out too much additional information.

To avoid these delays you could reject the requests with a 'tcp-reset”:

iptables -AINPUT -p tcp --dport 113 -j REJECT --reject-wth tcp-reset
* Tolog and drop invalid packets (packets that came in after netfilter's timeout or some types of network scans):

iptables -1 INPUT -p tcp -mstate --state | NVALID \
-] LOG --log-prefix "FI REWALL: | NVALI D"
iptables -1 INPUT -p tcp -mstate --state INVALID -] DROP

» Anything coming from the outside should not have a private address, thisis a common attack called I P-spoofing:

i ptables -A INPUT -i ppp+ -s 10.0.0.0/8 -j DROP
i ptables -A INPUT -i ppp+ -s 172.16.0.0/12 -j DROP
iptables -A INPUT -i ppp+ -s 192.168.0.0/16 -j DROP

There are other addresses that you may also want to drop: 0.0.0.0/8, 127.0.0.0/8, 224.0.0.0/3 (multicast and
experimental), 169.254.0.0/16 (Link Local Networks), and 192.0.2.0/24 (IANA defined test network).

 |If your firewall isa DHCP client, you need to allow those packets:

iptables -A INPUT -i pppO -p udp -s 0.0.0.0 --sport 67 \
-d 255. 255. 255. 255 --dport 68 -j ACCEPT

» To simplify debugging and be fair to anyone who'd like to access a service you have disabled, purposely or by
mistake, you could REJECT those packets that are dropped.

Obviously this must be done directly after logging as the very last lines before the packets are dropped by policy:
i ptables -A INPUT -j REJECT

These are only examples to show you some of the capabilities of the firewall code in Linux. Have alook at the man
page of iptables. There you will find much more information. The port numbers needed for this can be found in
/ et c/ servi ces, incaseyou didn't find them by trial and error in your log file.

Conclusion

Finally, thereis onefact you must not forget: The effort spent attacking a system corresponds to the value the cracker
expects to gain from it. If you are responsible for valuable information, you need to spend the time to protect it

properly.
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Extra Information

Where to Start with Further Reading on Firewalls

www.netfilter.org - Homepage of the netfilter/iptables project
Netfilter related FAQ

Netfilter related HOWTO's
en.tldp.org/LDP/nag2/x-087-2-firewall.html
en.tldp.org/HOWTO/Security-HOWTO. html
en.tldp.org/HOWTO/Firewall-HOWTO.html
www.linuxsecurity.comydocs/

www.little-idiot.de/firewall (German & outdated, but very comprehensive)
linux.oreillynet.com/pub/a/linux/2000/03/ 10/netadmin/ddos.htmi
staff.washington.edu/dittrich/misc/ddos

www.e-i nfomax.convipmasq

www.circlemud.or g/~jel son/writings/security/index.htm
www.securityfocus.com

www.cert.org - tech_tips

security.ittoolbox.com

WwWw.insecur e.or g/reading.html

108


http://www.netfilter.org/
http://www.netfilter.org/documentation/FAQ/netfilter-faq.html
http://www.netfilter.org/documentation/index.html#HOWTO
http://en.tldp.org/LDP/nag2/x-087-2-firewall.html
http://en.tldp.org/HOWTO/Security-HOWTO.html
http://en.tldp.org/HOWTO/Firewall-HOWTO.html
http://www.linuxsecurity.com/docs/
http://www.little-idiot.de/firewall
http://linux.oreillynet.com/pub/a/linux/2000/03/10/netadmin/ddos.html
http://staff.washington.edu/dittrich/misc/ddos
http://www.e-infomax.com/ipmasq
http://www.circlemud.org/~jelson/writings/security/index.htm
http://www.securityfocus.com
http://www.cert.org/tech_tips/
http://security.ittoolbox.com/
http://www.insecure.org/reading.html

Beyond Linux® From Scratch - Version 6.3

GnuPG-1.4.7

Introduction to GnuPG

The GnuPG package contains a public/private key encryptor. This is becoming useful for signing files or emails as
proof of identity and preventing tampering with the contents of the file or email. For a more enhanced version of
GnuPG which supports SMIME, see the GnuPG-2.0.8 package.

Package Information

» Download (HTTP): http://anduin.linuxfromscratch.org/sources/BLFS6.3/g/gnupg-1.4.7 tar.bz2
» Download (FTP): ftp://ftp.gnupg.org/gerypt/gnupg/gnupg-1.4.7.tar.bz2

» Download MD5 sum: bO6al41cca5cd1a55bbdd25ah833303c

» Download size: 3.2 MB

» Estimated disk space required: 40 MB

» Estimated build time: 0.5 SBU

GnuPG Dependencies

Optional

OpenSSL-0.9.8g, OpenLDAP-2.3.39, libusb-0.1.12, cURL-7.16.3, an MTA, DocBook-utils-0.6.14, and
docbook-to-man

Installation of GnuPG
Install GnuPG by running the following commands:

./lconfigure --prefix=/usr --libexecdir=/usr/lib &
make

If you have teTeX-3.0 installed and you wish to create documentation in alternate formats, issue the following
command:

make -C doc pdf htni

To test the results, issue: make check.

Now, asther oot user:

make install &&
chnmod -v 4755 /usr/bin/gpg &&

install -v -nmv55 -d /usr/share/doc/gnupg-1.4.7 &&
mv -v /usr/share/ gnupg/{FAQ faqg. htm} /usr/share/doc/gnupg-1.4.7 &&
install -v -nb44 \
doc/ {hi ghlights-1.4.txt, OQoenPGP, sanpl ekeys. asc, DETAILS, *.texi} \
[ usr/ shar e/ doc/ gnupg-1.4.7

If you created alternate formats of the documentation, install it using the following command asther oot user:

cp -v -R doc/gnupgl. {htm , pdf} /usr/share/doc/gnupg-1.4.7
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Command Explanations

--libexecdir=/usr/lib: This command creates a gnupg directory in /usr/lib instead of
lusr/1ibexec.

chmod -v 4755 /usr/bin/gpg: gpg isinstalled setuid r oot to avoid swapping out sensitive data.

Contents
Installed Programs: aprg, gpg-zip, gpgsplit, and gpgv
Installed Libraries: None
Installed Directories: {usr/lib/gnupg, /usr/share/gnupg and /usr/share/doc/gnupg-1.4.7

Short Descriptions

gpg is the backend (command-line interface) for this OpenPGP implementation.
gpgsplit separates key rings.
gpgv isaverify only version of gpg.
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GnuPG-2.0.8

Introduction to GnuPG 2

The GnuPG 2 package is GNU's tool for secure communication and data storage. It can be used to encrypt data and
to create digital signatures. It includes an advanced key management facility and is compliant with the proposed
OpenPGP Internet standard as described in RFC2440 and the S'MIME standard as described by several RFCs. GnuPG
2 isthe stable version of GnuPG integrating support for OpenPGP and SIMIME. It does not conflict with an installed
GnuPG-1.4.7 OpenPGP-only version.

Package Information

» Download (HTTP): http://anduin.linuxfromscratch.org/sour ces'BLFS6.3/g/gnupg-2.0.8.tar.bz2
» Download (FTP): ftp://ftp.gnupg.org/gerypt/gnupg/gnupg-2.0.8.tar.bz2

» Download MD5 sum: fc4377ca67elbf687eeaf 22e79c0b9d1

* Download size: 3.6 MB

» Estimated disk space required: 65 MB

» Estimated build time: 0.7 SBU

GnuPG Dependencies

Required
Pth-2.0.7, Libassuan-1.0.4, Libgcrypt-1.2.4, and Libksba-1.0.2

Optional
OpenLDAP-2.3.39, libusb-0.1.12, cURL-7.16.3, and an MTA

Optional (Run-time Requirement For Most of the Package's Functionality)

PIN-Entry-0.7.3

Installation of GnuPG 2

Install GnuPG 2 by running the following commands:

./configure --prefix=/usr --libexecdir=/usr/lib/gnupg2 &&
make

If you have teTeX-3.0 installed and you wish to create documentation in alternate formats, issue the following
commands:

make -C doc pdf ps htm &&
makei nfo --htm --no-split -o doc/gnupg _nochunks. html doc/gnupg.texi &&
makei nfo --pl ai nt ext -0 doc/ gnupg. t xt doc/ gnupg. t exi

To test the results, issue: make check.
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Now, asther oot user:

make i nstall &&

install -v -nv55 -d [ usr/ shar e/ doc/ gnupg-2.0. 8 &&
In -sv ../../gnupg/ FAQ [ usr/ shar e/ doc/ gnupg-2.0. 8 &&
In -sv ../../gnupg/faq. htm /usr/share/doc/gnupg-2.0.8 &&

install -v -nb644 doc/{DETAI LS, KEYSERVER, OpenPGP, TRANSLATE} \
[ usr/ shar e/ doc/ gnupg-2. 0.8

If you created alternate formats of the documentation, install it using the following command asther oot user:

install -v -n¥55 -d /usr/share/doc/gnupg-2.0.8/htnl &&
install -v -n644 doc/gnupg. htm /* \
[ usr/ shar e/ doc/ gnupg-2. 0. 8/ htm &&

install -v -n644 doc/ gnupg _nochunks. htm \

[ usr/ shar e/ doc/ gnupg- 2. 0. 8/ gnupg. ht M &&
install -v -nb644 doc/*.texi \

[ usr/ shar e/ doc/ gnupg-2.0.8 &&
install -v -n644 doc/ gnupg. {pdf, dvi,ps,txt} \

[ usr/ shar e/ doc/ gnupg-2.0.8

Command Explanations

--libexecdir=/usr/lib/gnupg2: This switch creates a gnupg directory in /usr/lib instead of
/usr/libexec.

Contents
Installed Programs: addgnupghome, applygnupgdefaults, gpg-agent, gpg-connect-agent, gpg2, gpgconf,
gpgkey2ssh, gpgparsemail, gpgsm, gpgsm-gencert.sh, gpgv2, kbxutil, scdaemon,
symcryptrun, and watchgnupg
Installed Libraries: None
Installed Directories: /usr/lib/gnupg2, /usr/share/gnupg and /usr/share/doc/gnupg2-2.0.8

Short Descriptions

addgnupghome is used to create and populate user's ~/ . gnupg directories

applygnupgdefaults isawrapper script used to run gpgconf with the - - appl y- def aul t s parameter on
all user's GnuPG home directories.

gpg-agent is a daemon used to manage secret (private) keys independently from any protocol. It
is used as a backend for gpg and gpgsm as well as for a couple of other utilities.

gpg-connect-agent isautility used to communicate with a running gpg-agent.

opg2 is the OpenPGP part of the GNU Privacy Guard (GnuPG). It is atool used to provide
digital encryption and signing services using the OpenPGP standard.

gpgconf isautility used to automatically and reasonable safely query and modify configuration

filesin the ~/ . gnupg home directory. It is designed not to be invoked manually by
the user, but automatically by graphical user interfaces.
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is a utility currently only useful for debugging. Run it with - - hel p for usage
information.

isatool similar to gpg used to provide digital encryption and signing services on X.509
certificates and the CMS protocol. It is mainly used as a backend for SMIME mail
processing.

isasimple tool used to interactivly generate a certificate request which will be printed
to stdout.

isaverify only version of gpg2.
isused to list, export and import Keybox data.

is a daemon used to manage smartcards. It is usually invoked by gpg-agent and in
general not used directly.

isasimple symmetric encryption tool.
is used to listen to a Unix Domain socket created by any of the GnuPG tools.
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Tripwire-2.4.1.2

Introduction to Tripwire

The Tripwire package contains programs used to verify the integrity of the files on a given system.

Package Information
* Download (HTTP): http://downloads.sour ceforge.net/tripwire/tripwire-2.4.1.2-src.tar.bz2

» Download MD5 sum: 1147¢c278b528ed593023912c4b649a
» Download size: 700 KB

» Estimated disk space required: 28 MB

» Estimated build time: 1.6 SBU

Tripwire Dependencies

Required
OpenSSL-0.9.8g

Optional
AnMTA

Installation of Tripwire

Compile Tripwire by running the following commands:

sed -i -e 's@VWDB="${prefix}@WbB="/var@ install/install.cfg &k
./configure --prefix=/usr --sysconfdir=/etc/tripwire &&
make

. Warning

The default configuration is to use alocal MTA. If you don't have an MTA installed and have no wish
to install one, modify i nstal | /i nstall.cfg tousean SMTP server instead. Otherwise the install
will fail.

This package does not come with atest suite.

Now, asther oot user:

make install &&
cp -v policy/*.txt /usr/doc/tripwire

Command Explanations

sed -i -e 's@TWDB="${prefix}@TWDB="/var @' install/install.cfg: This command tells the package to install
the program database and reportsin/ var/ i b/ tri pw re.

makeinstall: Thiscommand creates the Tripwire security keys aswell asinstalling the binaries. There are two keys:
asitekey and alocal key which arestoredin/etc/tripwire/.
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cp -v policy/* .txt /usr/doc/tripwire: This command installs the tripwire sample policy files with the other tripwire
documentation.

Configuring Tripwire

Config Files

[etc/tripwire/*

Configuration Information

Tripwire uses a policy file to determine which files are integrity checked. The default policy file
(/fetc/tripw re/twpol.txt)isforadefault installation and will need to be updated for your system.

Policy files should be taillored to each individua distribution and/or instalation. Some example policy files
can be found in /usr/doc/tripw re/ (Note that /usr/doc/ is a symbolic link on LFS systems to
[ usr/ share/ doc/).

If desired, copy the policy file you'd liketo try into/ et c/tri pwi re/ instead of using the default policy file,
t wpol . t xt . It is, however, recommended that you edit your policy file. Get ideas from the examples above and
read/ usr/ doc/tripw re/ policyguide.txt foradditiona information. t wpol . t xt isagood policy file
for learning about Tripwire as it will note any changes to the file system and can even be used as an annoying way
of keeping track of changes for uninstallation of software.

After your policy file has been edited to your satisfaction you may begin the configuration steps (perform as the
r oot ):

twadm n --create-polfile --site-keyfile /etc/tripwre/site. key \
letc/tripwre/twool.txt &&
tripwire --init

Depending on your system and the contents of the policy file, the initialization phase above can take a relatively
long time.

Usage Information

Tripwire will identify file changes in the critical system files specified in the policy file. Using Tripwire while
making frequent changes to these directories will flag all these changes. It is most useful after a system has reached
aconfiguration that the user considers stable.

To use Tripwire after creating a policy file to run areport, use the following command:
tripwire --check > /etc/tripwire/report.txt

View the output to check the integrity of your files. An automatic integrity report can be produced by using a cron
facility to schedule the runs.

Reports are stored in binary and, if desired, encrypted. View reports, asther oot user, with:
twprint --print-report -r /var/lib/tripwire/report/<report-nane.tw >

After you run an integrity check, you should examine the report (or email) and then modify the Tripwire database
to reflect the changed files on your system. This is so that Tripwire will not continually notify you that files you
intentionally changed are a security violation. To do this you must first Is -l /var/lib/tripwire/report/ and note the
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name of the newest file which starts with your system name as presented by the command uname - n and ends
in. twr . These files were created during report creation and the most current one is needed to update the Tripwire
database of your system. Asther oot user, typein the following command making the appropriate report name:

tripwire --update --twfile /var/lib/tripwre/report/<report-nane.tw >

Y ou will be placed into vim with acopy of the report in front of you. If all the changes were good, then just type :wq
and after entering your local key, the database will be updated. If there are files which you still want to be warned
about, remove the 'x' before the filename in the report and type :wq.

A good summary of tripwire  operations  can be  found at http: //mww.redhat.
com/docs/manual §/linux/RHL-9-Manual/ref-guide/ch-tripwire.html.

Changing the Policy File

If you are unhappy with your policy file and would like to modify it or use a new one, modify the policy file and
then execute the following commands asther oot user:

twadmn --create-polfile /etc/tripwre/twool.txt &&

tripwire --init
Contents
Installed Programs: siggen, tripwire, twadmin, and twprint
Installed Libraries: None
Installed Directories: [etcltripwire, /var/lib/tripwire, and /usr/share/doc/tripwire

Short Descriptions
siggen isasignature gathering utility that displays the hash function values for the specified files.
tripwire isthe main file integrity checking program.

twadmin administrative and utility tool used to perform certain administrative functionsrelated to Tripwirefiles
and configuration options.

twprint prints Tripwire database and report filesin clear text format.
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Heimdal-1.1

Introduction to Heimdal

Heimdal is a free implementation of Kerberos 5 that aims to be compatible with MIT Kerberos 5 and is backward
compatible with Kerberos 4. Kerberos is a network authentication protocol. Basically it preserves the integrity of
passwords in any untrusted network (like the Internet). Kerberized applications work hand-in-hand with sites that
support Kerberos to ensure that passwords cannot be stolen or compromised. A Kerberos installation will make
changesto the authenti cation mechanismson your network and will overwrite several programsand daemonsfrom the
Shadow, Inetutils and Qpopper packages. See http://anduin.linuxfromscratch.or g/files/BLFS/6.3/heimdal-overwrites
for acomplete list of all the files and commands to rename each of them.

Package Information

* Download (HTTP): http://www.h5l.org/dist/src/heimdal-1.1.tar.gz
» Download (FTP): ftp://ftp.pdc.kth.se/pub/heimdal/src/heimdal-1.1.tar.gz
» Download MD5 sum: 7892e97b346534cc9af eeeed61fe3bab
* Download size: 3.6 MB
» Estimated disk space required: 136 MB
» Estimated build time: 4.0 SBU (additional 1.5 SBU to run the test suite)
Additional Downloads
* Required Patch: http://mwww.linuxfromscratch.org/patches/blfs/6.3/heimdal-1.1-blfs_docs-1.patch
* Required Patch: http://mwww.linuxfromscratch.org/patches/blfs/6.3/heimdal-1.1-libss-1.patch

Heimdal Dependencies

Required to Build the Server-Side Tools
Berkeley DB-4.5.20 is recommended (installed in LFS) or GDBM-1.8.3

Recommended
OpenSSL-0.9.8g

Optional

Linux-PAM-0.99.10.0, OpenLDAP-2.3.39, X Window System, and libcap

Note

Some sort of time synchronization facility on your system (like NTP-4.2.4p0) is required since Kerberos
won't authenticate if the time differential between a kerberized client and the KDC server is more than 5
minutes.

Installation of Heimdal

Warning

Ensure you really need a Kerberos installation before you decide to install this package. Failure to install
and configure the package correctly can alter your system so that users cannot log in.
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Install Heimdal by running the following commands:

patch -Npl -i ../heindal-1.1-blfs_docs-1.patch &&
patch -Npl -i ../heindal-1.1-1ibss-1.patch &&

./lconfigure --prefix=/usr \
--sysconfdir=/etc/ hei ndal \
--libexecdir=/usr/sbin \
--local statedir=/var/l|ib/ hei ndal \
--datadir=/var/lib/ hei ndal \
--w t h-hdbdir=/var/li b/ hei ndal \
--with-readl i ne=/usr \
--enabl e- kcm &&

make

If you haveteTeX-3.0installed and wish to create alternate forms of the documentation, changeintothedoc directory
and issue any or all of the following commands:

pushd doc &&
make htni &&
t exi 2pdf hei ndal . texi &&
t exi 2dvi hei ndal . texi &&
dvi ps -0 heindal.ps heindal.dvi &&
makei nfo --plaintext -o heindal.txt heindal.texi &&
t exi 2pdf hx509. t exi &&
t exi 2dvi hx509. t exi &&
dvi ps -0 hx509. ps hx509. dvi &&

&&

makei nfo --plaintext -o hx509.txt hx509. t exi

popd

To test the results, issue: make -k check. Theipropd test is known to fail but al others should pass.
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Now, asther oot user:

make i nstall &&

install -v -nm/55 -d /usr/share/doc/ heindal -1.1 &&
install -v -nb44 doc/{init-creds,|ayman. asc} \
{usr/share/doc/ heindal -1.1 &&

In -sfv mech.5 /usr/share/ man/ man5/ qop. 5 &&
In -sfv ../ man5/ nmech.5 /usr/share/ man/ cat5/qop.5 &&
In -sfv ../ man5/ mech.5 /usr/share/ man/cat5 &&

mv -v /bin/login / bi n/ 1 ogi n. SHADOW &&

nv -v /bin/su / bi n/ su. SHADOW &&

mv -v /usr/bin/{login,su} /bin &&

In -v -sf ../../bin/login /usr/bin &&

for LINK in I i b{otp, kaf s, kr b5, hx509, asnl, roken, crypto}; do
m -v fusr/1lib/${LINK}.so.* /lib &&

In -v -sf ../../1lib/$(readlink /usr/lib/${LINK}.so) \
lusr/1ibl/${LINK}.so

done &&

n -v lusr/lib/$(readlink /usr/lib/libdb.so) \
fusr/lib/libdb-?.s0 \
/I1ib &&

In -v -sf ../../lib/$(readlink /usr/lib/libdb.so) \
fusr/lib/libdb.so &&

| dconfig
If you built any of the alternate forms of documentation, install it using the following commands asther oot user:

install -v -n644 doc/{hei ndal , hx509}. {dvi, ps, pdf, htm , txt} \
[ usr/shar e/ doc/ hei ndal - 1.1

If you wish to use the CrackLib-2.8.12 library to enforce strong passwordsin the KDC database, issue the following
commands asther oot user:

sed -e "s|/usr/pkg|/usr|" \
-e 's|/usr/lib/cracklib_dict|/lib/cracklib/pwdict|" \
-e 's|/var/heindal|/var/lib/heindal|"' \
I i b/ kadnb/ check-cracklib.pl \
> /[ bi n/ kr b5-check-cracklib. pl &&

chnmod -v 755 /bin/ krb5-check-cracklib. pl

Command Explanations

--1i bexecdi r =/ usr/ sbi n: This switch causes the daemon programsto beinstalled into / usr/ sbi n.
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Tip

If you want to preserve all your existing Inetutils package daemons, install the Heimdal daemons into
[ usr/ sbi n/ hei ndal (or wherever you want). Since these programs will be called from (x)inetd or
r ¢ scripts, it really doesn't matter where they are installed, as long as they are correctly specified in the
[ etc/ (x)inetd. conf fileandr c scripts. If you choose something other than/ usr / sbi n, you may

want to move some of the user programs (such as kadmin) to/ usr/ sbi n manually so they'll be in the
privileged user's default PATH.

--local statedir=/var/li b/ hei ndal , --datadir=/var/lib/hei ndal and
--w t h- hdbdi r=/var/1i b/ hei ndal : These parameters are used so that the KDC database and associated
fileswill all residein/ var/1i b/ hei ndal .

--w t h-readl i ne=/ usr: Thisparameter must be used so that the configur e script properly locates the installed
Readline package.

- - enabl e- kcm This parameter enables building the Kerberos Credentials Manager.
In -sfv .../mech.5 /usr/share/man/.... These commands are used to fix some broken symbolic links.

mv ... ... SHADOW, mv ... /bin and In ... /usr/bin: The login and su programs installed by Heimdal belong in the
/ bi n directory. The login program is symlinked because Heimdal is expecting to find it in / usr/ bi n. The old
executables from the Shadow package are preserved before the move so that they can be restored if you experience
problems logging into the system after the Heimdal package isinstalled and configured.

for LINK in ...; do ...; done, mv ... /lib and In ... /usr/lib/libdb.so: The login and su programs previously moved
into the/ | i b directory link against Heimdal libraries as well as libraries provided by the OpenSSL and Berkeley
DB packages. These libraries are also movedto/ | i b so they are FHS compliant and also in case/ usr islocated
on a separate partition which may not always be mounted.

Configuring Heimdal

Config Files
/ etc/ hei ndal / *

Configuration Information
Note

All the configuration steps shown below must be accomplished by the r oot user unless otherwise noted.

Master KDC Server Configuration

Many of the commandsbelow use<r epl aceabl e>tagstoidentify placeswhere you need to substitute information
specific to your network. Ensure you replace everything in these tags (there will be no angle brackets when you are
done) with your site-specific information.
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Create the Kerberos configuration file with the following commands:

install -v -n755 -d /etc/hei ndal &&
cat > /etc/hei nmdal / krb5. conf << "EOF" &&
# Begi n /etc/ hei ndal / kr b5. conf

[ 11 bdefaul ts]
default _real m = <EXAMPLE. COW>
encrypt = true

[ real ns]
<EXAMPLE. COM> = {
kdc = <host nane. exanpl e. conr
adm n_server = <hostnane. exanpl e. conp
kpasswd_server = <hostname. exanpl e. conp

}

[ domai n_r eal m
. <exanpl e. conr = <EXAMPLE. COW

[l 0ggi ng]
kdc = FILE:/var/| og/kdc. | og
adm n_server = FILE: /var/l| og/kadm n.| og
default = FILE: /var/log/krb.I|og

# End /et c/ hei ndal / kr b5. conf
EOF
chnod -v 644 /etc/ hei ndal / kr b5. conf

You will need to substitute your domain and proper hostname for the occurrences of the <host nane> and
<EXAMPLE. COV> names.

def aul t _r eal mshould be the name of your domain changedto ALL CAPS. Thisisn't required, but both Heimdal
and MIT Kerberos recommend it.

encrypt = true provides encryption of all traffic between kerberized clients and servers. It's not necessary
and can be left off. If you leave it off, you can encrypt all traffic from the client to the server using a switch on the
client programinstead. The[ r eal ns] parameterstell the client programswhereto |ook for the KDC authentication
services. The[ domai n_r eal n section maps adomain to arealm.

Store the master password in akey file using the following commands:

install -v -n/55 -d /var/lib/heindal &&
kst ash

Create the KDC database:

kadm n -|
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The commands below will prompt you for information about the principles. Choose the defaults for now unless you
know what you are doing and need to specify different values. Y ou can go in later and change the defaults, should
you feel the need. Y ou may use the up and down arrow keysto use the history feature of kadmin in asimilar manner
asthe bash history feature.

At the kadm n> prompt, issue the following statement:

i nit <EXAMPLE. COV>

The database must now be populated with at least one principle (user). For now, just use your regular login name or
root. Y ou may create as few, or as many principles as you wish using the following statement:

add <I ogi nnanme>

The KDC server and any machine running kerberized server daemons must have a host key installed:

add --random key host/<host nane. exanpl e. conp

After choosing the defaults when prompted, you will have to export the datato a keytab file:

ext host/ <host nane. exanpl e. conp

This should have created two filesin/ et ¢/ hei ndal : kr b5. keyt ab (Kerberos 5) and sr vt ab (Kerberos 4).
Both files should have 600 (root rw only) permissions. Keeping the keytab files from public accessis crucial to the
overall security of the Kerberos installation.

Eventually, you'll want to add server daemon principles to the database and extract them to the keytab file. You do
thisin the same way you created the host principles. Below is an example:

add --random key ftp/<hostnanme. exanpl e. conr

(choose the defaults)

ext ftp/<hostnane.exanpl e. conp

Exit the kadmin program (use quit or exit) and return back to the shell prompt. Start the KDC daemon manually,
just to test out the installation:

/fusr/sbin/ kdec &

Attempt to get a TGT (ticket granting ticket) with the following command:

kinit <logi nnane>

Y ou will be prompted for the password you created. After you get your ticket, you should list it with the following
command:

KI'i st

Information about the ticket should be displayed on the screen.
To test the functionality of the keyt ab file, issue the following command:

ktutil Iist

This should dump alist of the host principals, along with the encryption methods used to access the principals.

At this point, if everything has been successful so far, you can feel fairly confident in the installation, setup and
configuration of your new Heimdal Kerberos 5 installation.
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If you wish to use the CrackLib-2.8.12 library to enforce strong passwords in the KDC database, you must do two
things. First, add the following linesto the/ et ¢/ hei ndal / kr b5. conf configuration file:

[ password_quality]
policies = builtin:external -check
ext ernal _program = /bi n/ kr b5- check-cracklib. pl

Next you must install the Crypt::Cracklib Perl module. Download it from the CPAN site. The URL at the time of
this writing is http://cpan.org/authors/id/D/DA/DANIEL/Crypt-Cracklib-1.2.tar.gz. After unpacking the tarball and
changing into the newly created directory, issue the following command to add the BLFS Cracklib dictionary location
to one of the sourcefiles:

sed -i "s|pw.dict|&n\t\t/lib/cracklib/pwdict|' Cracklib.pm

Then use the standard perl Makefile.PL; make; make test; make install commands. Note that one test fails due
to an unknown reason.

Install the/ et c/rc. d/init.d/ hei ndal initscriptincluded in the blfs-bootscripts-20080816 package:

make i nstall -hei ndal

Using Kerberized Client Programs

To usethe kerberized client programs (telnet, ftp, rsh, rxterm, rxtelnet, rcp, xnlock), you first must get aTGT. Use
the kinit program to get the ticket. After you've acquired the ticket, you can use the kerberized programs to connect
to any kerberized server on the network. Y ou will not be prompted for authentication until your ticket expires (default
isone day), unless you specify a different user as acommand line argument to the program.

The kerberized programs will connect to non-kerberized daemons, warning you that authentication is not encrypted.

In order to use the Heimdal X programs, you'll need to add a service port entry to the / et c/ ser vi ces file for
the kxd server. There is no 'standardized port number' for the 'kx' service in the IANA database, so you'll have to
pick an unused port number. Add an entry to the ser vi ces file similar to the entry below (substitute your chosen
port number for <49150>):

kx <49150>/tcp # Heindal kerberos X
kx <49150>/udp # Heindal kerberos X

For additional information consult the Heimdal hint on which the above instructions are based.

Contents

Installed Programs: afdog, ftp, ftpd, gss, hprop, hpropd, hxtool, iprop-log, ipropd-master, ipropd-slave,
kadmin, kadmind, kauth, kem, kdc, kdestroy, kdigest, kf, kfd, kgetcred, kimpersonate,
kinit, klist, kpasswd, kpasswdd, krb5-check-cracklib.pl, krb5-config, kstash, ktutil, kx,
kxd, login, mk_cmds-krb5, otp, otpprint, pagsh, pfrom, popper, push, rcp, rsh, rshd,
rxtelnet, rxterm, string2key, su, telnet, telnetd, tenletxr, verify krb5 conf and xnlock

Installed Libraries: hdb_|dap.{so,a}, libasnl{so,a}, libeditline{so,a}, libgssapi.{so,a}, libhdb.{so,a},
libheimntim.{so,a}, libhx509.{so,a}, libkadm5cInt.{so,a}, libkadm5srv.{so,a},
libkafs{so,a}, libkdc{so,a}, libkrb5.{so,a}, libotp{so,a}, libroken{so,a},
libgl {s0,a}, libss-krb5.{ so,a} and windc.{so,a}

Installed Directories: /etc/heimdal, Jusr/include/gssapi, {usr/include/kadmb5, Jusr/include/krb5,
/usr/include/roken, /usr/include/ss, /usr/share/doc/heimdal-1.1 and /var/lib/heimdal
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Short Descriptions

afslog
ftp
ftpd
hprop

hpropd

iprop-log
ipropd-master

ipropd-slave

kadmin
kadmind
kauth
kem

kdc
kdestroy
kf

kfd
kgetcred
Kinit

Klist
kpasswd
kpasswdd
krb5-config
kstash
ktutil

kx

kxd

login

otp
otpprint
pfrom
popper
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obtains AFS tokens for a number of cells.
isakerberized FTP client.
is akerberized FTP daemon.

takesaprincipal databasein aspecified format and convertsit into astream of Heimdal
database records.

isaserver that receives a database sent by hprop and writes it asalocal database.
is used to maintain the iprop log file.

is a daemon which runs on the master KDC server which incrementally propagates
changesto the KDC database to the slave KDC servers.

is a daemon which runs on the slave KDC servers which incrementally propagates
changesto the KDC database from the master KDC server.

isautility used to make modifications to the Kerberos database.
isaserver for administrative access to the Kerberos database.
isasymbolic link to the kinit program.

isaprocess based credential cache for Kerberos tickets.
isaKerberos 5 server.

removes a principle's current set of tickets.

is a program which forwards tickets to a remote host through an authenticated and
encrypted stream.

isaserver used to receive forwarded tickets.
obtains aticket for aservice.

isused to authenticateto the Kerberos server asaprincipal and acquireaticket granting
ticket that can later be used to obtain tickets for other services.

reads and displays the current tickets in the credential cache.
isaprogram for changing Kerberos 5 passwords.
isaKerberos 5 password changing server.

givesinformation on how to link programs against Heimdal libraries.
stores the KDC master password in afile.

isaprogram for managing Kerberos keytabs.

isaprogram which securely forwards X connections.

is the daemon for kx.

is akerberized login program.

manages one-time passwords.

prints lists of one-time passwords.

isascript that runs push --from.

is akerberized POP-3 server.
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push

rep

rsh

rshd

rxtelnet

rxterm

string2key

su

telnet

telnetd

tenletxr

verify _krb5 conf
xnlock

i basnl. {so, a}
libeditline.a
I i bgssapi . {so, a}

l'i bhdb. {so, a}
| i bkadnbel nt. {so, a}

| i bkadnbsrv. {so, a}

i bkafs. {so, a}
I i bkrb5. {so, a}
i botp.{so, a}

| i broken. {so, a}
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is akerberized POP mail retrieval client.

isakerberized rcp client program.

isakerberized rsh client program.

isakerberized rsh server.

startsasecure xter m window with atelnet to agiven host and forwards X connections.
starts a secure remote xterm.

maps a password into akey.

isakerberized su client program.

isakerberized telnet client program.

is akerberized telnet server.

forwards X connections backwards.

checkskr b5. conf filefor obvious errors.

isaprogram that acts as a secure screen saver for workstations running X.
provides the ASN.1 and DER functions to encode and decode the Kerberos TGTSs.
isacommand-line editing library with history.

contain the Generic Security Service Application Programming Interface (GSSAPI)
functions which provides security servicesto callersin ageneric fashion, supportable
with a range of underlying mechanisms and technologies and hence allowing
source-level portability of applications to different environments.

isaHeimdal Kerberos 5 authentication/authorization database access library.

contains the administrative authentication and password checking functions required
by Kerberos 5 client-side programs.

contain the administrative authentication and password checking functions required
by Kerberos 5 servers.

contains the functions required to authenticated to AFS.

isan all-purpose Kerberos 5 library.

contains the functions required to handle authenticating one time passwords.
isalibrary containing Kerberos 5 compatibility functions.

125



Beyond Linux® From Scratch - Version 6.3

MIT Kerberos V5-1.6

Introduction to MIT Kerberos V5

MIT Kerberos V5 isafreeimplementation of Kerberos5. Kerberosisanetwork authentication protocol. It centralizes
the authentication database and uses kerberized applications to work with servers or services that support Kerberos
allowing single logins and encrypted communication over internal networks or the Internet.

Package Information
* Download (HTTP): http://web.mit.edu/ker ber os/mamwwi/dist/krb5/1.6/krb5-1.6-signed.tar

» Download MD5 sum: a365e39ff7d39639556¢2797a0elc3f4
» Download size: 12.0 MB

Estimated disk space required: 124 MB

» Estimated build time: 1.4 SBU

MIT Kerberos V5 Dependencies

Optional
Linux-PAM-0.99.10.0 (for xdm based logins), OpenLDAP-2.3.39, and DejaGnu-1.4.4 (required to run the test suite)

Note

Some sort of time synchronization facility on your system (like NTP-4.2.4p0) is required since Kerberos
won't authenticate if there is atime difference between a kerberized client and the KDC server.

Installation of MIT Kerberos V5

MIT Kerberos V5 isdistributed in a TAR file containing a compressed TAR package and a detached PGP ASCfile.
You'll need to unpack the distribution tar file, then unpack the compressed tar file before starting the build.

After unpacking the distribution tarball and if you have GnuPG-1.4.7 installed, you can authenticate the package with
the following command:

gpg - -verify krb5-1.6.tar.gz. asc
Build MIT Kerberos V5 by running the following commands:

cd src &&
./ configure CPPFLAGS="-1/usr/include/et -1/usr/include/ss" \
--prefix=/usr \
--sysconfdir=/etc/krb5 \
--local statedir=/var/lib \
--With-systemet \
--W th-systemss \
--enabl e-dns-for-real m\
--mandi r =/ usr/ share/ man &&
make
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The regression test suite is designed to be run after the install ation has been compl eted.

Now, asther oot user:

make install &&

mv -v /usr/bin/ksu /bin &

chnod -v 755 /bin/ksu &

nmv -v /usr/lib/libkrb5.s0.3* /lib &

mv -v /usr/lib/libkbcrypto.so.3* /lib &&
mv -v /fusr/lib/libkrb5support.so.0* /lib &&

In -v -sf ../../lib/libkrb5.s0.3.3 /usr/lib/libkrb5.so0o &&
In-v -sf ../../lib/libk5crypto.so.3.1 /usr/lib/libk5crypto.so &&
In -v -sf ../../lib/libkrb5support.so.0.1 /usr/Ilib/libkrb5support.so&&

install -nb44 -v ../doc/*.info* /usr/share/info &&
for INFOFILE in 425 5-admn 5-install 5-user; do
install-info --info-dir=/usr/share/info \
[ usr/ shar e/ i nfol/ kr b$l NFOFI LE. i nfo
rm ../ doc/ krb$l NFOFI LE. i nf o*
done &&

install -n¥55 -v -d /usr/share/doc/krb5-1.6 &%
cp -Rv ../doc/* [usr/share/doc/ krb5-1.6

. Warning

login.krb5 does not support Shadow passwords. As a result, when the Kerberos server is unavailable,
the default fall through to / et ¢/ passwd will not work because the passwords have been moved to
/ et ¢/ shadow during the LFS build process. Entering the following commands without moving the
passwords back to/ et ¢/ passwd could prevent any logins.

After considering (and understanding) the above warning, the following commands can be entered asther oot user
to replace the existing login program with the Kerberized version (after preserving the original) and move the support
libraries to alocation available when the/ usr filesystem is not mounted:

mv -v /bin/login /bin/login.shadow &&
install -n755 -v /usr/sbin/login.krb5 /bin/login &k

my -v /usr/lib/libdes425.s0.3* /lib &&
mv -v /usr/lib/libkrb4.so.2* /lib &

In -v -sf ../../lib/libdes425.s0.3.0 /usr/lib/libdes425.s0 &&
In -v -sf ../../lib/libkrb4.so.2.0 /usr/lib/libkrb4.so &&

| dconfig
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To test the installation, you must have DejaGnu-1.4.4 installed and issue: make check. The RPC layer tests will
require a portmap daemon (see portmap-6.0) running and configured to listen on the regular network interface (not
localhost). See the “Testing the Build” section of the kr b5-i nstal | . ht M filein the. ./ doc directory for
complete information on running the regression tests.

Command Explanations
- - enabl e- dns-f or - r eal m This parameter allows realms to be resolved using the DNS server.

--w t h- syst em et : Thisparameter causesthe build to usethe system-installed versions of the error-tabl e support
software.

--w t h-syst em ss: This parameter causes the build to use the system-installed versions of the subsystem
command-line interface software.

--local statedir=/var/|ib: Thisparameter is used so that the Kerberos variable run-time dataislocated in
/var/libinstead of / usr/ var.

mv -v /usr/bin/ksu /bin: Moves the ksu program to the / bi n directory so that it is available when the / usr
filesystem is not mounted.

mv -v ... /lib && In -v -sf ...: These libraries are moved to / | i b so they are available when the / usr filesystem
is not mounted.

Configuring MIT Kerberos V5

Config Files
[ et c/ kr b5/ kr b5. conf and/ var/ | i b/ krb5kdc/ kdc. conf
Configuration Information
Kerberos Configuration
Tip
Y ou should consider installing some sort of password checking dictionary so that you can configure the
installation to only accept strong passwords. A suitable dictionary to use is shown in the CrackLib-2.8.12

instructions. Note that only one file can be used, but you can concatenate many files into one. The
configuration file shown below assumes you haveinstalled adictionary to/ usr / shar e/ di ct / wor ds.
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Create the Kerberos configuration file with the following commands issued by ther oot user:

install -v -n¥55 -d /etc/krb5 &&
cat > [etc/krb5/krb5. conf << "EOF"
# Begin /etc/krb5/krb5. conf

[l bdefaults]
default _real m = <LFS. ORG
encrypt = true

[ real ns]
<LFS. ORG = {
kdc = <bel garath.|fs.org>
adm n_server = <belgarath.|fs.org>
dict _file = /usr/share/dict/words

}

[ domai n_r eal nm
.<lIfs.org> = <LFS. OR&G

[ oggi ng]
kdc = SYSLOGF : | NFJ : AUTH] ]
adm n_server = SYSLOFG | NF( : AUTH] |
default = SYSLOH [: SYS] ]

# End /etc/ krb5/krb5. conf
EOF

Y ou will need to substitute your domain and proper hostname for the occurences of the <bel gar at h>and<I f s.
or g> names.

def aul t _r eal mshould bethe name of your domain changedto ALL CAPS. Thisisn't required, but both Heimdal
and MIT recommend it.

encrypt = true providesencryption of all traffic between kerberized clients and servers. It's not necessary and
can be left off. If you leave it off, you can encrypt all traffic from the client to the server using a switch on the client
program instead.

The[ r eal ns] parameterstell the client programs where to look for the KDC authentication services.

The[ domai n_real m] section mapsadomainto arealm.

Create the KDC database:

kdb5 util create -r <LFS.ORG> -s

Now you should populate the database with principles (users). For now, just use your regular login name or r oot .

kadm n. | ocal
kadm n: add_policy dict-only
kadm n: addprinc -policy dict-only <l|ogi nnane>
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The KDC server and any machine running kerberized server daemons must have a host key installed:
kadm n: addprinc -randkey host/<bel garath.Ifs.org>

After choosing the defaults when prompted, you will have to export the data to a keytab file:

kadm n: ktadd host/<bel garath.|fs.org>

This should have created a file in / et ¢/ kr b5 named kr b5. keyt ab (Kerberos 5). This file should have 600
(root rw only) permissions. Keeping the keytab files from public access is crucial to the overall security of the
Kerberosinstallation.

Eventually, you'll want to add server daemon principles to the database and extract them to the keytab file. You do
thisin the same way you created the host principles. Below is an example:

kadm n: addprinc -randkey ftp/<belgarath.|fs.org>
kadm n: ktadd ftp/<belgarath.|fs.org>

Exit the kadmin program (use quit or exit) and return back to the shell prompt. Start the KDC daemon manually,
just to test out the installation:

[ usr/ sbi n/ krb5kdc &
Attempt to get aticket with the following command:
ki nit <lI ogi nnane>

You will be prompted for the password you created. After you get your ticket, you can list it with the following
command:

klist

Information about the ticket should be displayed on the screen.
To test the functionality of the keytab file, issue the following command:

ktutil
ktutil: rkt /etc/krb5/krb5. keyt ab
ktutil: |

This should dump alist of the host principal, along with the encryption methods used to access the principal.

At thispoint, if everything has been successful sofar, you canfeel fairly confident in theinstallation and configuration
of the package.

Install the/ etc/rc. d/init.d/ kerberos initscript included in the blfs-bootscripts-20080816 package.

make i nstall -kerberos

Using Kerberized Client Programs

To use the kerberized client programs (telnet, ftp, rsh, rcp, rlogin), you first must get an authentication ticket. Use
the kinit program to get the ticket. After you've acquired the ticket, you can use the kerberized programs to connect
to any kerberized server on the network. Y ou will not be prompted for authentication until your ticket expires (default
isone day), unless you specify a different user as a command line argument to the program.
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The kerberized programs will connect to non kerberized daemons, warning you that authentication is not encrypted.

Using Kerberized Server Programs

Using kerberized server programs (telnetd, kpropd, klogind and kshd) requires two additional configuration steps.
First the / et c/ servi ces file must be updated to include eklogin and krb5 prop. Second, the i net d. conf
or xi net d. conf must be modified for each server that will be activated, usually replacing the server from

Inetutils-1.5.

Additional Information

For additional information consult Documentation for krb-1.6 on which the above instructions are based.

Contents

Installed Programs:

Installed Libraries:

Installed Directories;

Short Descriptions
ftp

ftpd

k5srvutil

kadmin

kadmind

kdb5_util

kdestroy

Kinit

klist
klogind
kpasswd
kprop

kpropd
krb5-config
krb5kdc

ftp, ftpd, gss-client, gss-server, kb5srvutil, kadmin, kadmin.local, kadmind,
kdb5_Idap_util, kdb5_util, kdestroy, kinit, klist, klogind, kpasswd, kprop, kpropd,
krb5-config, krb5-send-pr, krb524d, krb524init, krb5kdc, kshd, ksu, ktutil, kvno,
login.krb5, rcp, rlogin, rsh, sclient, sim_client, sim_server, sserver, telnet, telnetd,
uuclient, uuserver and varcp

libdesA25.s0, libgssapi_krb5.so, libgssrpe.so, libk5crypto.so,  libkadm5cint.so,

libkadmb5srv.so,  libkdb5.s0, libkdb_ldap.so, libkrb4.so, libkrb5.so  and
libkrb5support.so
[etc/krbb, /usr/include/{ gssapi,gssrpc,kerberosl V ,krb5} , lusr/lib/krb5,

Jusr/share/{ doc/krb5-1.6,examples,gnats} and /var/lib/krbSkdc

isakerberized FTP client.

isakerberized FTP daemon.

isahost keytable manipulation utility.

isan utility used to make modifications to the Kerberos database.
isaserver for administrative access to a Kerberos database.
isthe KDC database utility.

removes the current set of tickets.

is used to authenticate to the Kerberos server as a principal and acquire aticket granting
ticket that can later be used to obtain tickets for other services.

reads and displays the current tickets in the credential cache.
isthe server that responds to rlogin requests.
isaprogram for changing Kerberos 5 passwords.

takes a principal database in a specified format and convertsit into a stream of database
records.

receives a database sent by kprop and writesit as alocal database.
gives information on how to link programs against libraries.
isaKerberos 5 server.
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kshd
ksu

ktutil

kvno

login.krb5

rep

rlogin

rsh

telnet

telnetd

| i bgssapi _krb5. so

| i bkadnbel nt. so
| i bkadnbsrv. so

| i bkdb5. so
i bkrb5. so

Beyond Linux® From Scratch - Version 6.3

isthe server that respondsto r sh requests.

is the super user program using Kerberos protocol. Requires a properly configured
/etc/shells and ~/. k5l ogi n containing principals authorized to become super
users.

isaprogram for managing Kerberos keytabs.
prints keyversion numbers of Kerberos principals.
isakerberized login program.

isakerberized rcp client program.

isakerberized rlogin client program.
isakerberized rsh client program.

isakerberized telnet client program.

is akerberized telnet server.

contain the Generic Security Service Application Programming Interface (GSSAPI)
functions which provides security services to callers in a generic fashion, supportable
with arange of underlying mechanismsand technol ogies and hence alowing source-level
portability of applications to different environments.

contains the administrative authentication and password checking functions required by
Kerberos 5 client-side programs.

contain the administrative authentication and password checking functions required by
Kerberos 5 servers.

isaKerberos 5 authentication/authorization database access library.
isan all-purpose Kerberos 5 library.
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Cyrus SASL-2.1.22

Introduction to Cyrus SASL

The Cyrus SASL package contains a Simple Authentication and Security Layer, a method for adding authentication
support to connection-based protocols. To use SASL, a protocol includes a command for identifying and
authenticating a user to a server and for optionally negotiating protection of subsequent protocol interactions. If its
use is negotiated, a security layer isinserted between the protocol and the connection.

Package Information

» Download (HTTP): http://ftp.andrew.cmu.edu/pub/cyrus-mail/cyrus-sasl-2.1.22.tar.gz
» Download (FTP): ftp://ftp.andrew.cmu.edu/pub/cyrus-mail/cyrus-sasl-2.1.22.tar.gz

* Download MD5 sum: 45dde9d19193ae9dd388eb68b2027bc9

* Download size: 1.5 MB

» Estimated disk space required: 14 MB

» Estimated build time: 0.2 SBU

Cyrus SASL Dependencies

Required
OpenSSL-0.9.8g

Optional

Linux-PAM-0.99.10.0, OpenLDAP-2.3.39, Heimdal-1.1 or MIT KerberosVV5-1.6, JDK-6 Update 5, MySQL -5.0.41,
PostgreSQL-8.2.4, GDBM-1.8.3, krb4, QL.ite, and Dmalloc

Installation of Cyrus SASL
Install Cyrus SASL by running the following commands:

./configure --prefix=/usr --sysconfdir=/etc \
--w t h-dbpat h=/var/1li b/ sasl /sasl db2 \
--W t h-sasl aut hd=/var/run/ sasl aut hd &&
make

This package does not come with atest suite. If you are planning on using the GSSAPI authentication mechanism,
it is recommended to test it after installing the package using the sample server and client programs which were
built in the preceding step. Instructions for performing the tests can be found at http://www.linuxfromscratch.
org/hints/downl oads/files/cyrus-sagl.txt.

Now, asther oot user:

make install &&
install -v -nv55 -d /usr/share/doc/cyrus-sasl-2.1.22 &&
install -v -nb644 doc/{*.{htm 6 txt,fig}, ONEWS, TODG} \
sasl aut hd/ LDAP_SASLAUTHD / usr/share/ doc/ cyrus-sasl-2.1.22 &&
install -v -nmv00 -d /var/lib/sasl /var/run/sasl authd
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Command Explanations

--wi t h-dbpat h=/var/1i b/ sasl / sasl db2: This parameter forces the sasdb database to be created in
/var/libl/sasl instead of / et c.

--w t h- sasl aut hd=/ var/ run/ sasl aut hd: This parameter forces saslauthd to use the FHS compliant
directory / var / r un/ sasl aut hd for variable run-time data.

--w t h-dbl i b=gdbm This parameter forces GDBM to be used instead of Berkeley DB.
--w t h- | dap: This parameter enables use with OpenLDAP.

- - enabl e- | dapdb: Thisparameter enablesthe LDAPDB authentication backend. Thereisacircular dependency
with this parameter. See http://wiki.linuxfromscratch.org/blfs/wiki/cyrus-sasl for a solution to this problem.

install -v -m644 ...: These commands install documentation which is not installed by the make install command.

install -v -m700 -d /var/lib/sasl /var/run/saslauthd: These directories must exist when starting saslauthd or using
the sasldb plugin. If you're not going to be running the daemon or using the plugins, you may omit the creation of
this directory.

Configuring Cyrus SASL

Config Files
/ et c/ sasl aut hd. conf (for sadauthd LDAP configuration) and / et ¢/ sasl 2/ Appnane. conf (where
"Appname" is the application defined name of the application)

Configuration Information

See file:///usr/share/doc/cyrus-sadl-2.1.22/sysadmin.html for information on what to include in the application
configuration files. See file:///usr/share/doc/cyrus-sas-2.1.22/LDAP_SASLAUTHD for configuring saslauthd with
OpenLDAP.

Init Script

If you need to run the saslauthd daemon at system startup, install the/ et c/rc. d/init.d/ cyrus-sasl init
script included in the blfs-bootscripts-20080816 package.

make install-cyrus-sasl

Note

You'll need to modify the init script and replace the <aut hmech> parameter to the - a switch with your
desired authentication mechanism.

Contents
Installed Programs: saslauthd, sasldblistusers2, and sasl passwd2
Installed Libraries: libjavasasl.so, libsasl2.s0, and numerous SASL plugins and Java classes
Installed Directories: /usr/include/sadl, /usr/libl/javalclasses/sadl, /usr/lib/sasl2,

/usr/share/doc/cyrus-sasl-2.1.22, and /var/lib/sasl
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Short Descriptions

saslauthd isthe SASL authentication server.

saddblistusers2 isused to list the usersin the SASL password database sas| db2.

saslpasswd?2 is used to set and delete a user's SASL password and mechanism specific secrets in the
SASL password database sas| db2.

i bsasl 2. so isagenera purpose authentication library for server and client applications.
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Stunnel-4.21

Introduction to Stunnel

The Stunnel package contains a program that allows you to encrypt arbitrary TCP connections inside SSL (Secure
Sockets Layer) so you can easily communicate with clients over secure channels. Stunnel can be used to add SSL
functionality to commonly used Inetd daemons like POP-2, POP-3, and IMAP servers, to standalone daemons like
NNTP, SMTP and HTTP, and in tunneling PPP over network sockets without changes to the server package source
code.

Package Information

» Download (HTTP): http://mww.stunnel.or g/download/stunnel/src/stunnel-4.21.tar.gz
» Download (FTP): ftp://stunnel.mirt.net/stunnel/stunnel-4.21.tar.gz
» Download MD5 sum: leaec5228979becadd548f453304e311
» Download size: 528 KB
» Estimated disk space required: 5 MB
» Estimated build time: 0.1 SBU
Additional Downloads

* Required patch: http://www.linuxfromscratch.or g/patches/blfs/6.3/stunnel-4.21-setuid-1.patch
Stunnel Dependencies

Required
OpenSSL-0.9.8g
Optional

TCP Wrapper-7.6

Installation of Stunnel

The stunnel daemon will be runin achroot jail by an unprivileged user. Create the new user and group using the
following commands asther oot user:

groupadd -g 51 stunnel &&
useradd -c "Stunnel Daermon" -d /var/lib/stunnel \
-g stunnel -s /bin/false -u 51 stunnel
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Note

A signed SSL Certificate and a Private Key is necessary to run the stunnel daemon. If you own, or have
already created a signed SSL Certificate you wish to use, copy it to/ et ¢/ st unnel / st unnel . pem
before starting the build (ensure only r oot has read and write access), otherwise you will be prompted to
create one during the installation process. The . pemfile must be formatted as shown below:

----- BEG N RSA PRI VATE KEY-----

<many encrypted |ines of unencrypted key>
----- END RSA PRI VATE KEY--- - -

----- BEG N CERTI FI CATE- - - - -

<many encrypted lines of certificate>
----- END CERTI FI CATE- - - - -

Install Stunnel by running the following commands:

patch -Npl -i ../stunnel-4.21-setuid-1.patch &&
sed -i 's|nogroup|stunnel|g" configure &&
sed -i "s|$(prefix)/var/lib|$(localstatedir)|' tools/Mkefile.in &

./configure --prefix=/usr \
--sysconfdir=/etc \
--local statedir=/var/lib \
--disable-libwap &&

make

This package does not come with atest suite.

Now, asther oot user:

make docdir=/usr/share/doc/stunnel -4.21 install

Command Explanations

sed -1 'sinogroup|stunnel|g' configure: This command is used to change the default group for the installed filesin
[var/lib/stunnel fromnogrouptostunnel.

sed -i '..." toolsMakefile.in: This command ensures that the chroot jail will be located in/ var/1i b/ st unnel
instead of / usr/var/1i b/ stunnel.

--sysconf di r =/ et c: This parameter forces the configuration directory to/ et ¢ instead of / usr/ et c.

--local statedir=/var/lib: This parameter sets the installation to use / var /| i b/ st unnel instead of
creatingand using/ usr/ var/ st unnel .

--di sabl e- | i bwr ap: This parameter isrequired if you don't have tcpwrappers installed. Remove the parameter
if tcpwrappersisinstalled.

make docdir=... install: This command installs the package, changes the documentation installation directory to
standard naming conventions and, if you did not copy an st unnel . pemfile to the/ et ¢/ st unnel directory,
prompts you for the necessary information to create one. Ensure you reply to the

Conmmon Nanme (FQDN of your server) [l ocal host]:

137



Beyond Linux® From Scratch - Version 6.3

prompt with the name or | P address you will be using to access the service(s).
Configuring Stunnel

Config Files
[ etc/stunnel / stunnel . conf

Configuration Information
Asther oot user, create the directory used for the . pi d file that is created when the Stunnel daemon starts:
install -v -nv50 -0 stunnel -g stunnel -d /var/lib/stunnel/run

Next, create abasic / et ¢/ st unnel / st unnel . conf configuration file using the following commands as the
root user:

cat >/etc/stunnel/stunnel.conf << "EOF" &&
: File: /etc/stunnel/stunnel.conf

pid = /run/ stunnel . pid
chroot = /var/lib/stunnel
client = no

setuid = stunnel

setgid = stunnel

ECF

chnod -v 644 /etc/stunnel/stunnel . conf
Finally, you need to add the service(s) you wish to encrypt to the configuration file. The format is as follows:

[ <servi ce>]
accept <host namne: por t nunber >
connect <host namne: por t nunber >

If you use Stunnel to encrypt a daemon started from [x]inetd, you may need to disable that daemon in the
/etc/[x]inetd. conf fileand enable a corresponding <ser vi ce>_stunnel service. You may have to add an
appropriateentry in/ et c/ ser vi ces aswell.

For afull explanation of the commands and syntax used in the configuration file, run man stunnel. To see aBLFS
example of an actual setup of an stunnel encrypted service, read the the section called “ Configuring SWAT” in the
Samba instructions.

Boot Script

To automatically start the stunnel daemon when the system is rebooted, install the /etc/rc.d/init.
d/ st unnel bootscript from the blfs-bootscripts-20080816 package.

make i nstall-stunnel

Contents
Installed Programs: stunnel and stunnel3
Installed Library: libstunnel.so
Installed Directories; [etc/stunnel, /usr/lib/stunnel, /usr/share/doc/stunnel-4.21 and /var/lib/stunnel
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Short Descriptions

stunnel isaprogram designed to work as an SSL encryption wrapper between remote clients and local
({x}inetd-startable) or remote servers.

stunnel3 isaPerl wrapper script to use stunnel 3.x syntax with stunnel >=4.05.
I i bstunnel .so containsthe API functions required by Stunnel.
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Sudo-1.6.9p15

Introduction to Sudo

The sudo package alows a system administrator to give certain users (or groups of users) the ability to run some (or
all) commands asr oot or another user while logging the commands and arguments.

Package Information

» Download (HTTP): http://mww.sudo.ws/sudo/dist/sudo-1.6.9p15.tar.gz

» Download (FTP): ftp://ftp.twaren.net/Unix/Security/Sudo/sudo-1.6.9p15.tar.gz
» Download MD5 sum: 06cfeed4ececfce6c82e03974¢588066

» Download size: 581 KB

» Estimated disk space required: 3.9 MB

» Estimated build time: less than 0.1 SBU

Sudo Dependencies

Optional
Linux-PAM-0.99.10.0, Opie, SecurlD, FWTK, an MTA (that provides a sendmail command), krb4, Heimdal-1.1 or
MIT Kerberos V5-1.6, OpenLDAP-2.3.39, and AFS

Installation of Sudo

Install sudo by running the following commands:

./lconfigure --prefix=/usr --libexecdir=/usr/lib\
--wth-ignore-dot --with-all-insults \
--enabl e-shel | -set s-hone --di sabl e-root-sudo \
--w th-1ogfac=auth --w thout-pam--w thout-sendmail &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstal l

Command Explanations
--w t h-i gnor e- dot : Thisswitch causes sudo to ignore"." in the PATH.
--wi th-al |l -insults: Thisswitchincludesall the sudo insult sets.
- -enabl e- shel | - set s- home: This switch sets HOME to the target user in shell mode.

- - di sabl e-r oot - sudo: This switch keeps the r oot user from running sudo, preventing users from chaining
commands to get aroot shell.

--w t h- | ogf ac=aut h: This switch forces use of the auth facility for logging.
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- -w t hout - pam This switch disables the use of PAM authentication. Omit if you have PAM installed.

--w t hout - sendnai | : This switch disables the use of sendmail. Remove if you have a sendmail compatible
MTA.

- - enabl e- noar gs- shel | : This switch allows sudo to run a shell if invoked with no arguments.

Note

There are many options to sudo's configur e command. Check the configure --help output for a complete
list.

Configuring Sudo

Config File

[ et c/ sudoer s

Configuration Information

Thesudoer s file can be quite complicated. It is composed of two types of entries: aliases (basically variables) and
user specifications (which specify who may run what). The installation installs a default configuration that has no
privilegesinstalled for any user.

One example usage isto alow the system administrator to execute any program without typing a password each time
root privileges are needed. This can be configured as:

# User alias specification
User Alias ADM N = YourLoginld

# Al ow people in group ADMN to run all conmands wi t hout a password
ADM N ALL = NOPASSWD: ALL

For details, see man sudoers.

Note

The Sudo developers highly recommend using the visudo program to edit the sudoer s file. This will
provide basic sanity checking like syntax parsing and file permission to avoid some possible mistakes that
could lead to a vulnerable configuration.

If you've built Sudo with PAM support, issue the following command as the r oot user to create the PAM
configuration file:

sed -e 's@su@sudo@ -e '/pamrootok/d \
[ etc/pam d/su > /etc/pam d/ sudo

Contents
Installed Programs: sudo, sudoedit, and visudo
Installed Library: sudo_noexec.so
Installed Directories: None
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Short Descriptions

sudo executes acommand as another user as permitted by the/ et ¢/ sudoer s configuration file.
sudoedit isahard link to sudo that impliesthe - e option to invoke an editor as another user.
visudo allowsfor safer editing of thesudoer s file.

sudo_noexec. so enablessupport for the "noexec" functionality which prevents a dynamically-linked program
being run by sudo from executing another program (think shell escapes).
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NSS-3.11.7

Introduction to NSS

The Network Security Services (NSS) packageisaset of libraries designed to support cross-platform devel opment of
security-enabled client and server applications. Applications built with NSS can support SSL v2 and v3, TLS, PKCS
#5, PKCS#7, PKCS#11, PKCS#12, SIMIME, X.509 v3 certificates, and other security standards. Thisis useful for
implementing SSL and S'MIME or other Internet security standards into an application.

The NSS package requires the Netscape Portable Runtime (NSPR) libraries as a prerequisite for building. The NSS
package tarball contains the code necessary to build the NSPR libraries. These libraries are built and installed using
the instructions below. Essentialy, the NSS package is now a combined NSS/NSPR installation.

Package Information

» Download (HTTP): http://ftp.mozilla.org/pub/mozlla.org/security/nss/releases/NSS 3 11 7 RTM/src/nss-3.11.
7-with-nspr-4.6.7.tar.gz

» Download (FTP): ftp://ftp.mozilla.org/pub/mozlla.org/security/nss/releases/NSS 3 11 7 RTM/src/nss-3.11.7-
with-nspr-4.6.7.tar.gz

» Download MD5 sum: 0bOc6bdf63c442d68453e470b8747a9d

* Download size: 5.0 MB

» Estimated disk space required: 71 MB

» Estimated build time: 0.8 SBU (additional 0.9 SBU to run the test suite)

Additional Downloads

* Required patch: http://www.linuxfromscratch.or g/patches/blfs/6.3/nss-3.11.7-with-nspr-4.6.7-fedora_fixes-1.
patch

Installation of NSS

Install NSS by running the following commands:

bash

export WORKI NGDI R=$PWD &&
export BU LD OPT=1 &&

patch -Npl -i ../nss-3.11.7-with-nspr-4.6.7-fedora_fixes-1.patch &&
cd nozillal/security/nss &&
make nss build all &&

cd ../.. &&

export NSS LI NUXDI R=$(basenane "|s -d $WORKI NGDI R/ nozil | a/ di st/Li nux*")
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To test the results, you'll need to set the domain name of your system in the DOVBUF environment variable. Most
of the testswill fail if you don't provide the correct domain name. A self-generated log file will be parsed at the end
of the test to display how many tests passed. It should return 800. To run the tests, ensure you change the export
DOM SUF command below to an appropriate value, e.g., mydomai n. comand issue the following commands:

bash

export DOVMSUF=<val i ddomai n. nane> &&
export PATH=$PATH. $WORKI NGDI R/ nozi | | a/ di st/ $NSS_LI NUXDI R/ bi n &&
export TEST_RESULTSDI R=$WORKI NCDI R/ nozi |l | a/tests_results/security &&

cd security/nss/tests &&
sed -i 's/gmake/ nake/' common/init.sh &&
.lall.sh &&

grep Passed $TEST_RESULTSDI R/ $(hostnane). 1/results.htm | w -1 &&
exi t

A Caution

If you switch tother oot user using a method that does not inherit the environment from the unprivileged
user, ensure that r oot 's NSS_LI NUXDI R environment variable is set correctly before proceeding with
the installation commands.

Now, asther oot user:

install -v -n755 nsprpub/ $NSS LI NUXDI R/ confi g/ nspr-config \
security/nss/cmd/ confi g/ nss-config \
[usr/bin &&
install -v -nv55 -d /usr/lib/pkgconfig &&
install -v -n644 nsprpub/li b/ pkgconfig/ nspr.pc \
security/nss/lib/pkgconfig/nss.pc \
[usr/1ibl/pkgconfig &&

cd di st &&

install -v -n755 $NSS LINUXDI R/ lib/*.so /usr/lib &&
install -v -nm644 $NSS LINUXDI R/ Iib/{*.chk,libcrnf.a} /usr/lib &

install -v -n755 -d /usr/include/{nss, nspr} &&

install -v -n644 {public, private}/nss/* /[usr/include/nss &&
cp -v -RL $NSS LI NUXDI R/i ncl ude/* /usr/include/ nspr &&
chnod -v 644 /usr/include/nspr/prvrsion.h

Now asthe unprivileged user, exit the bash shell started at the beginning of theinstallation to restore the environment
tothe origina state.

exit
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Command Explanations

bash: Shells are started as many environment variables are created during the installation process. Exiting the shells
serves the purpose of restoring the environment and returning back to the original directory when the installation
iscomplete.

export WORKINGDIR=$PWD: Thisvariableis set because many of the commands are dependent on knowing the
full path of certain directories. WORKI NGDI R establishes a known path so that all others can be determined relative
to this.

export BUILD_OPT=1: Thisvariableis set so that the build is performed with no debugging symbols built into the
binaries and that the default compiler optimizations are used.

export NSS_LINUXDIR=...: Thisvariableis set so that the exact name of the architecture specific directorieswhere
the binaries are stored in the source tree can be determined.

make nss_build_all: Thiscommand builds the NSPR and NSS libraries and createsadi st directory which houses
all the programs, libraries and interface headers. None of the programs created by this process are installed onto
the system using the default instructions. If you need any of these programs installed, you can find them in the
nozi | | a/ di st/ bi n directory of the source tree.

export PATH=...: This command sets the PATH environment variable to include the executables in the source tree
as some of them are required to run the test suite.

sed -i 's‘gmake/make/’ common/init.sh: This command changes the command used to compile some test programs.

Contents
Installed Programs: nspr-config and nss-config
Installed Libraries: libcrmf.a, libfreebl3.s0, libnspr4.so, libnss3.so, libnssckbi.so, libplc4.so, libplds4.so,
libsmime3.so, libsoftokn3.so and libssl3.s0
Installed Directories: {usr/include/nspr and /usr/include/nss
Short Descriptions
nspr-config is used to determine the NSPR installation settings of the installed NSPR libraries.
nss-config is used to determine the NSS library settings of the installed NSS libraries.

Thel i bnspr4. so,libpl c4.soandl i bpl ds4. so libraries make up the Netscape Portable Runtime (NSPR)
libraries. These libraries provide a platform-neutral API for system level and libc like functions. The APl isused in
the Mozilla client, many of the Netscape/AOL/iPlanet offerings and other software applications.

Thelibcrnf.a,libfreebl.so,libnss3.so,libnssckbi.so,libsm ne3.so,libsoftokn3.so
and | i bnssl 3. so libraries make up the NSS libraries.
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Chapter 5. File Systems

Journaling file systems reduce the time needed to recover afile system that was not unmounted properly. While this
can be extremely important in reducing downtime for servers, it has also become popular for desktop environments.
This chapter contains two other journaling file systems you can use instead of the default LFS third extended file
system.
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ReiserFS-3.6.20

Introduction to ReiserFS

The ReiserFS package contains various utilities for use with the Reiser file system.

Package Information

» Download (HTTP): http://anduin.linuxfromscratch.org/sources'BLFS6.3/r/reiserfsprogs-3.6.20.tar.gz
» Download (FTP): ftp://anduin.linuxfromscratch.org/BLFS6.3/r/reiserfsprogs-3.6.20.tar.gz

* Download MD5 sum:

3b3392f59c5d302cf858bc4cf 194b258

» Download size: 500 KB
» Estimated disk space required: 8 MB
» Estimated build time: 0.2 SBU

Installation of ReiserFS

Install ReiserFS by running the following commands:

./configure --prefix=/usr --sbindir=/sbin &k

make

This package does not come with atest suite.

Now, asther oot user:

make i nstall &&

In -sf reiserfsck /sbhin/fsck.reiserfs &&
In -sf nkreiserfs /sbin/nkfs.reiserfs

Command Explanations

- - prefi x=/usr: Thisensures that the manual pages are installed in the correct location while still installing the
programsin/ sbi n asthey should be.

- - sbi ndi r =/ sbi n: Thisensures that the ReiserFS utilitiesareinstalled in/ sbi n as they should be.

Contents
Installed Programs:
Installed Libraries:
Installed Directories;
Short Descriptions

debugreiserfs

mkreiserfs
reiserfsck
reiserfstune

debugreiserfs, mkreiserfs, reiserfsck, reiserfstune, and resize reiserfs
None
None

can sometimes help to solve problems with ReiserFS file systems. If it is called without
options, it prints the super block of any ReiserFS file system found on the device.

creates a ReiserFSfile system.
isused to check or repair a ReiserFSfile system.

isused for tuning the ReiserFSjournal. WARNING: Don't usethisutility without first reading
the man page thoroughly.
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resize reiserfs is used to resize an unmounted ReiserFS file system.
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XFS-2.9.7

Introduction to XFS
The XFS package contains administration and debugging tools for the XFS file system.

Package Information
» Download (HTTP): http://anduin.linuxfromscratch.or g/filessBLFS6.3/sources/xfsprogs 2.9.7-1.tar.gz

* Download MD5 sum: 2bba6d3e4183defacf99e5e8ce805460
* Download size: 976 KB

 Estimated disk space required: 37 MB

» Estimated build time: 0.6 SBU

e Caution

The XFS devel opersregularly remove the current package when anew packageisavailable. Unfortunately,
this has led to severe incompatibilities, including unmountable filesystems, due to kernel version
requirements in new versions of the package. Using a version not in the book is strongly discouraged.
Additional information, is available at the XFS project page.

Installation of XFS

Install XFS by running the following commands:

make DEBUG=- DNDEBUG | NSTALL USER=r oot | NSTALL GROUP=r oot \
LOCAL_CONFI GURE_OPTI ONS="- - enabl e-r eadl i ne=yes"

This package does not come with atest suite.

Now, asther oot user:

make install &&

make install-dev &&

chnod -v 755 /1ib/libhandl e.so* &&

rm-f /lib/libhandle.{a,la, so} &&

In -svf ../../lib/libhandle.so.1 /usr/lib/libhandle.so

Command Explanations
make DEBUG=-DNDEBUG: Turns off debugging symbols.
| NSTALL_USER=r oot | NSTALL_GROUP=r oot : This sets the owner and group of theinstalled files.

LOCAL_CONFI GURE_OPTI ONS=". . . ": This passes extra configuration options to the conf i gur e script. The
example- - enabl e-r eadl i ne=yes parameter enableslinking the XFS programswiththel i br eadl i ne. so
library, in order to alow editing interactive commands.

OPTI M ZER=". . . " : Adding this parameter to the end of the make command overrides the default optimization
Ssettings.
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make install-dev: This command installs static XFS libraries, their headers and the corresponding documentation.

Contents

Installed Programs: fsck.xfs, mkfs.xfs, xfs admin, xfs bmap, xfs check, xfs _copy, xfs db, xfs freeze,
xfs_growfs, xfs_info, xfs_io, xfs_logprint, xfs_mdrestore, xfs metadump, xfs_mkfile,
xfs_ncheck, xfs_quota, xfs repair, and xfs_rtcp

libdisk.a, libhandle{so,a}, libxcmd.a, libxfs.a, and libxlog.a

lusr/share/doc/xfsprogs

Installed Libraries:
Installed Directory:

Short Descriptions

fsck.xfs simply exits with a zero status, since XFS partitions are checked at mount time.

mkfs.xfs constructs an XFS file system.

xfs_admin changes the parameters of an XFSfile system.

xfs bmap prints block mapping for an XFSfile.

xfs_check checks XFSfile system consistency.

xfs_copy copies the contents of an XFSfile system to one or more targetsin parallel.

xfs_db is used to debug an XFSfile system.

xfs freeze suspends access to an XFS file system.

xfs_growfs expands an XFSfile system.

xfs_info is equivalent to invoking xfs_growfs, but specifying that no change to the file system isto be
made.

xfs io isadebugging tool like xfs db, but isaimed at examining the regular file 1/0O path rather than
the raw XFS volume itself.

xfs_logprint prints the log of an XFSfile system.

xfs_mdrestore
xfs_metadump

restores an XFS metadump image to afilesystem image.
copies XFS filesystem metadata to afile.

xfs_mkfile creates an XFSfile, padded with zeroes by default.

xfs_ncheck generates pathnames from inode numbers for an XFS file system.
xfs_quota isautility for reporting and editing various aspects of filesystem quota.
xfs_repair repairs corrupt or damaged XFSfile systems.

xfs rtcp copies afile to the real-time partition on an XFSfile system.

I i bhandl e. so

contains XFS-specific functions that provide a way to perform certain filesystem operations
without using a file descriptor to access filesystem objects.
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Chapter 6. Editors

This chapter is referenced in the LFS book for those wishing to use other editors on their LFS system. You're also
shown how some LFS installed programs benefit from being recompiled after GUI libraries have been installed.
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Vim-7.1

Introduction to Vim

The Vim package, which is an abbreviation for VI IMproved, contains a vi clone with extra features as compared
to the original vi.

The default LFS instructions install vim as a part of the base system. If you would prefer to link vim against X, you
should recompile vim to enable GUI mode. Thereis no need for special instructions since X support is automatically
detected.

Package Information

» Download (HTTP): http://ftp.at.vim.org/pub/vimyunix/vim-7.1.tar.bz2
» Download (FTP): ftp://ftp.vim.org/pub/vimyunix/vim-7.1.tar.bz2
» Download MD5 sum: 44c6b4914f 38d6f9aa959640b89da329
* Download size: 6.6 MB
» Estimated disk space required: 75 MB
» Estimated build time: 0.8 SBU
Additional Downloads

* Required Patch: http://mww.linuxfromscratch.org/patches/blfs/6.3/vim-7.1-mandir-1.patch
* Required Patch: http://mwww.linuxfromscratch.or g/patches/blfs/6.3/vim-7.1-fixes-6.patch
» Trandated Vim messages:. http://ftp.at.vim.org/pub/vim/extra/vim-7.1-lang.tar.gz

Vim Dependencies

Recommended

X Window System
Optional
GTK+-2.10.13 or LessTif-0.95.0 or GTK+-1.2.10, Python-2.5.2, Tcl-8.4.18, Ruby-1.8.6-p111, and GPM-1.20.1

Installation of Vim

Note

If you recompile Vimto link against X and your X libraries are not on the root partition, you will no longer
have an editor for usein emergencies. Y ou may choose to install an additional editor, not link Vim against
X, or move the current vim executable to the/ bi n directory under a different name such asvi .

If desired, unpack the translated messages archive:

tar -xf ../vim7.1-lang.tar.gz --strip-conponents=1
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Install Vim by running the following commands:

patch -Npl -i ../vim7.1-mandir-1. patch &&

patch -Npl -i ../vim7.1-fixes-6.patch &

echo '#define SYS VIMRC FILE "/etc/vinmc"' >> src/feature.h &&
echo ' #define SYS GVIMRC FILE "/etc/gvimc"' >> src/feature.h &&
./configure --prefix=/usr --wth-features=huge &&

make

To test the results, issue: make test. The vim test suite outputs a lot of binary data to the screen, which can cause
issues with the settings of the current terminal. This can be resolved by redirecting the output to alog file. Even if
one of the tests fails to produce the filet est . out insrc/testdir, the remaning tests will still be executed.
If al goes well,the final message in the log file will be ALL DONE. Note: Some color tests expect to be executed
under the xterm terminal emulator.

Now, asther oot user:
make i nstal l

By default, Vim's documentation is installed in /usr/share/vim The following symlink alows the
documentation to be accessed via / usr/ share/ doc/vim 7. 1, making it consistent with the location of
documentation for other packages:

In -snfv ../vimvinvl/ doc /usr/share/doc/vim?7.1
If you wish to update the runtime files, issue the following command (requires rsync-3.0.2):

rsync -avzcP --delete --exclude="/dos/" --exclude="/spell/" \
ftp.nluug.nl::Vimruntinme/ ./runtimne/

Toinstall the runtime files and regenerate thet ags file, asther oot user issue:

make -C src installruntime &
vim-c ":hel ptags /usr/share/doc/vim7.1" -c ":q

Command Explanations

patch ...: These patches are the same as the onesin the LFS build used to update the package with upstream patches
and ensure the man pages are placed in the proper locations.

--w t h- f eat ur es=huge: This switch enables all the additional features available in Vim.

- - enabl e- gui =no: Thiswill prevent compilation of the GUI. Vim will still link against X, so that some features
such as the client-server model or the x11-selection (clipboard) are still available.

--w t hout - x: If you prefer not to link Vim against X, use this switch.

--enabl e-perlinterp, - -enabl e- pyt honi nt er p, --enabl e-tclinterp,
- - enabl e- r ubyi nt er p: These optionsinclude the Perl, Python, Tcl, or Ruby interpretersthat allow using other
application code in vim scripts.

Configuring Vim

Config Files
/etc/vinrcand~/.vinrc
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Configuration Information

Vim has an integrated spell checker which you can enable it if you issue the following in a vim window:

:setlocal spell spelllang=ru

This setting will enable spell checking for the Russian language for the current session.

By default, Vim only installs spell files for the English language. If a spell file is not available for alanguage, then
Vimwill call the$VI MRUNTI ME/ pl ugi n/ spel | fil e. vi mpluginandwill try to obtain the*.spl and optionally
*.sug from the vim ftp server, by using the $VI MRUNTI ME/ pl ugi n/ net r wPl ugi n. vi mplugin.

Alternatively you can manually download the *.spl and * .sug files from: ftp://ftp.vim.org/pub/vim/runtime/spell/ and
savethemto ~/.vim spell orin/usr/share/vimvinvl/ spelll/.

To find out what's new in Vim-7.1 issue the following command:

:help version-7.1

For additional information on setting up Vim configuration files, see The vimrc Files and http://mwww.vi-improved.
org/vimrc.php.

Contents
A list of thereinstalled files, along with their short descriptions can be found in the LFSVim Installation Instructions
Installed Programs: gview, gvim, gvimdiff, rgview, and rgvim
Installed Libraries: None
Installed Directory: /usr/share/vim

Short Descriptions

gview starts gvim in read-only mode.

gvim isthe editor that runs under X and includes a GUI.

gvimdiff edits two or three versions of afile with gvim and shows the differences.
rgview isarestricted version of gview.

rgvim isarestricted version of gvim.
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Emacs-22.1

Introduction to Emacs

The Emacs package contains an extensible, customizable, self-documenting real-time display editor.

Package Information

Download (HTTP): http://ftp.gnu.org/pub/gnu/emacs/emacs-22.1.tar.gz
Download (FTP): ftp://ftp.gnu.org/pub/gnu/emacs/emacs-22.1.tar.gz
Download MD5 sum: 6949df37caec2d7a2e0eee3f1b422726

Download size: 36.4 MB

Estimated disk space required: 260 MB

Estimated build time: 3.3 SBU

Emacs Dependencies

Optional
X Window System, libjpeg-6b, libpng-1.2.29, LibTIFF-3.8.2, and libungif

Installation of Emacs

Install Emacs by running the following commands:

./configure --prefix=/usr \

--libexecdir=/usr/lib \
--local statedir=/var &%&

make boot strap

This package does not come with atest suite.

Now, asther oot user:

make install &&
chown -v -R root:root /usr/share/enmacs/22.1

Command Explanations
--1ibexecdir=/usr/Iib:Placelibrary executablesin a Filesystem Hierarchy Standard (FHS) location.

--local statedir=/var: Create game score files in /var/ganes/enmacs instead
[usr/var/ ganes/ enacs.

Contents
Installed Programs: b2m, ctags, ebrowse, emacs, emacsclient, etags, grep-changelog, and rcs-checkin
Installed Libraries: None
Installed Directories: lust/lib/emacs, /usr/share/emacs and /var/games/emacs

Short Descriptions

b2m isaprogram to convert mail files from RMAIL format to Unix “mbox” format.
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creates cross-reference tagfile database files for source code.

permits browsing of C++ class hierarchies from within emacs.

is an editor.

attaches an emacs session to an aready running emacsser ver instance.
is another program to generate source code cross-reference tagfiles.
prints entries in Change Logs matching various criteria.

isashell script used to check filesinto RCS.
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Nano-2.0.7

Introduction to Nano
The nano package contains a small, simple text editor which aims to replace Pico, the default editor in the Pine
package.

Package Information

» Download (HTTP): http://mww.nano-editor.org/dist/v2.0/nano-2.0.7.tar.gz
» Download (FTP): ftp://ftp.gnu.org/gnu/nano/nano-2.0.7.tar.gz

» Download MD5 sum: 16187fed2bdefec6275ece6401cedcd2

* Download size: 1.4 MB

» Estimated disk space required: 8.3 MB

» Estimated build time: 0.1 SBU

Nano Dependencies

Optional
SLang-2.1.3

Installation of Nano

Install nano by running the following commands:

./configure --prefix=/usr --sysconfdir=/etc/nano \
--enabl e-col or --enabl e-nmul ti buffer --enabl e-nanorc &%&
make

This package does not come with atest suite.

Now, asther oot user:

make install &&

install -v -nb44 -D doc/ nanorc. sanpl e /etc/ nano/ nanorc. sanpl e &&
install -v -n755 -d /usr/share/doc/nano-2.0.7 &&

install -v -nb44 doc/{,man/,texinfo/}*.htm /usr/share/doc/nano-2.0.7

Configuring nano

Config Files

/ et ¢/ nano/ nanor c and ~/ . nanor c
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Configuration Information

Example configuration (create as a system-wide/ et ¢/ nano/ nanor ¢ or apersona ~/ . nanor c file)

set
set
set
set
set
set
set
set
set

aut oi ndent
const

fill 72

hi st oryl og
mul ti buffer
nohel p
regexp
snoot h
suspend

Another example is the nanor c. sanpl e filein the/ et ¢/ nano directory. It includes color configurations and
has some documentation included in the comments.

Contents
Installed Programs: nano and rnano
Installed Libraries: None
Installed Directories: fetc/nano, /usr/share/nano and /usr/share/doc/nano-2.0.7

Short Descriptions

nano

isasmall, smpletext editor which aims to replace Pico, the default editor in the Pine package.

rnano isarestricted mode for nano.
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JOE-3.5

Introduction to JOE
JOE (Jo€e's own editor) isasmall text editor capable of emulating WordStar, Pico, and Emacs.

Package Information

» Download (HTTP): http://downloads.sour cefor ge.net/joe-editor/joe-3.5.tar.gz
» Download MD5 sum: 9bdffecce7ef910feaal6452d48843de

» Download size: 600 KB

Estimated disk space required: 8.4 MB

Estimated build time: 0.13 SBU

Installation of JOE

Install JOE by running the following commands:

./configure --sysconfdir=/etc --prefix=/usr &%
make

This package does not come with atest suite.

Now, asther oot user:

make i nstal l

Configuring JOE

Config Files

/etc/joeljmacsrc, / etcljoeljoerc, /etc/joeljpicorc, /etc/joeljstarrc,
/etc/joelrjoerc,and~/.joerc

Contents
Installed Programs: jmacs, joe, jpico, jstar, rjoe, and termidx
Installed Libraries: None
Installed Directory: [etc/joe

Short Descriptions

jmacs isasymbolic link to joe used to launch Emacs emulation mode.

joe isasmall text editor capable of emulating WordStar, Pico, and Emacs.

jpico isasymbolic link to joe used to launch Pico emulation mode.

jstar isasymbolic link to joe used to launch WordStar emulation mode.

rjoe isasymbolic link to joe that restricts JOE to editing only files which are specified on the command-line.

termidx isaprogram used by joe to generate the termcap index file.
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Ed-0.8

Introduction to Ed

Ed is a line-oriented text editor. It is used to create, display, modify and otherwise manipulate text files, both
interactively and via shell scripts. Ed isn't something which many people use. It's described here because it can be
used by the patch program if you encounter an ed-based patch file. This happens rarely because diff-based patches
are preferred these days.

Package Information

» Download (HTTP): http://ftp.gnu.org/pub/gnu/ed/ed-0.8.tar.bz2
» Download (FTP): ftp://ftp.gnu.org/pub/gnu/ed/ed-0.8.tar.bz2

» Download MD5 sum: b359451fb32097974484b5ba7c19f5fb

» Download size: 66 KB

» Estimated disk space required: 1.3 MB

» Estimated build time: Lessthan 0.1 SBU

Installation of Ed

Install Ed by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make i nstall &&
make i nstall-man

Contents
Installed Programs: ed and red
Installed Libraries: None
Installed Directories; None

Short Descriptions

ed isaline-oriented text editor.
red isarestricted ed—it can only edit filesin the current directory and cannot execute shell commands.
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Bluefish-1.0.7

Introduction to Bluefish

The Bluefish package contains a powerful X Window System editor designed for web designers, but also suitable as
aprogrammer’s editor. Bluefish supports many programming and markup languages, and as such isideal for editing
XML and HTML files.

Package Information

» Download (HTTP): http://www.bennewitz.convbluefish/stabl e/sour ce/bluefish-1.0.7.tar .bz2
» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfil es/distfiles/bluefish-1.0.7.tar .bz2

» Download MD5 sum: 2c3b3c9c8f8e32h9473dfd879f216dea

* Download size: 1.4 MB

 Estimated disk space required: 18 MB

 Estimated build time: 0.3 SBU

Bluefish Dependencies

Required
GTK+-2.10.13 and PCRE-7.6

Optional

GNOME Virtual File System-2.18.1 (for remote files), Aspell-0.60.5 (for spellchecking), libgnomeui-2.18.1,
GNOME MIME Data-2.4.3, desktop-file-utils-0.13, and shared-mime-info-0.21

Installation of Bluefish

Install Bluefish by running the following commands:

./lconfigure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstall

Configuring Bluefish

Config Files
~/ . bluefish/*

Configuration Information

Thedirectory ~/ . bl uef i shiscreated by the programwhenitisfirst run, and the configuration files are maintained
by the program automatically to preserve settings from run to run.
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Contents
Installed Program: bluefish
Installed Libraries: None
Installed Directory: lusr/share/bluefish

Short Descriptions
bluefish isan X Window System editor for markup and programming.
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Other Editors

pico isatext editor installed as a part of Pine-4.64.
mcedit isatext editor installed as part of MC-4.6.1.
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Chapter 7. Shells

We are al familiar with the Bourne Again SHell, but there are two other user interfaces that are considered useful
modern shells — the Berkeley Unix C shell and the Korn shell. This chapter installs packages compatible with these
additional shell types.
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Tcsh-6.15.00

Introduction to Tcsh

The Tcsh package contains “an enhanced but completely compatible version of the Berkeley Unix C shell (csh)”.
Thisis useful as an alternative shell for those who prefer C syntax to that of the bash shell, and also because some
programs require the C shell in order to perform installation tasks.

Package Information

» Download (HTTP): http://gd.tuwien.ac.at/utils/shell s/tcsh/tcsh-6.15.00.tar.gz
» Download (FTP): ftp://ftp.funet.fi/pub/unix/shells/tcsh/tcsh-6.15.00.tar.gz

* Download MD5 sum: 67a0611620b080bd0eb032b1774382b6

» Download size: 870 KB

 Estimated disk space required: 10 MB

 Estimated build time: 0.2 SBU

Installation of Tcsh
Install Tcsh by running the following commands:

./lconfigure --prefix=/usr --bindir=/bin &
make &&
sh ./tcsh. man2ht m

To test the results, issue: make check. Note that test #68 (“nice” test) is known to fail.

Now, asther oot user:

make install install.nman &&

In -v -sf tcsh / bin/csh &&

In -v -sf tcsh.1 /usr/ man/ manl/csh. 1 &&

install -v -n¥55 -d /usr/share/doc/tcsh-6.15.00/htm &&

install -v -nb44 tcsh.htm /* /usr/share/doc/tcsh-6.15.00/ htnl &&
install -v -n644 FAQ [ usr/ share/ doc/tcsh-6.15. 00

Command Explanations
- - bi ndi r =/ bi n: Thisinstallsthetcsh programin/ bi n instead of / usr/ bi n.

sh ./tcsh.man2html: This creates HTML documentation from the formatted man page.

In -v -sf tcsh /bin/csh: The FHS statesthat if thereisa C shell installed, there should be asymlink from/ bi n/ csh
to it. This creates that symlink.

Configuring Tcsh

Config Files

There are numerous configuration files for the C shell. Examples of these are / et ¢/ csh. cshrc, /et c/ csh.
| ogin,/etc/csh.logout,~/.tcshrc,~/.cshrc,~/.history,~/.cshdirs,~/.login,and~/.
| ogout . More information on these files can be found inthet csh(1) man page.
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Configuration Information
Update/ et ¢/ shel | s toinclude the C shell program names (asther oot user):

cat >> /[etc/shells << "EOF"
[ bin/tcsh
/ bi n/ csh
EOF
Contents
Installed Program: tcsh
Installed Libraries: None
Installed Directory: /usr/share/doc/tcsh-6.15.00

Short Descriptions
tcsh  isan enhanced but completely compatible version of the Berkeley Unix C shell, csh. It is usable as both an
interactive shell and a script processor.
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ZSH-4.3.6

Introduction to ZSH

The ZSH package contains a command interpreter (shell) usable as an interactive login shell and as a shell script
command processor. Of the standard shells, ZSH most closely resembles KSH but includes many enhancements.

Note

This version of ZSH is a development release. The BLFS staff has determined that it provides a stable
program which works properly with multibyte locales (e.g., UTF-8). To find the current stable release, refer
to the ZSH home page and compile ZSH with the same instructions.

Package Information

» Download (HTTP): http://downloads.sour cefor ge.net/zsh/zsh-4.3.6.tar .bz2

Download MD5 sum: 16f399af 1081ad3c303a794c9c7dc47e

Download size: 2.5 MB

Estimated disk space required: 49 MB (includes installing all documentation)
Estimated build time: 0.8 SBU

Additional Downloads

» Optional Documentation: http://downloads.sour cefor ge.net/zsh/zsh-4.3.6-doc.tar .bz2
» MD5 sum: cab29228a90f58b1431a66ab24a0a0c2

ZSH Dependencies

Optional
PCRE-7.6 and libcap

Installation of ZSH
If you downloaded the optional documentation, unpack it with the following command:
tar --strip-conponents=1 -xvf ../zsh-4.3.6-doc.tar.bz2
Install ZSH by running the following commands:
./lconfigure --prefix=/usr \
--bindir=/bin \
--sysconfdir=/etc/zsh \

--enabl e-etcdir=/etc/ zsh &&
make
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If you have teTeX-3.0 installed, you can build additional formats of the documentation by issuing any or al of the
following commands:

t exi 2pdf Doc/zsh.texi -o Doc/zsh. pdf &&
texi 2ht M Doc/ zsh.texi --output=Doc/zsh_1file_t.htm &&

makei nfo Doc/zsh.texi --htm --no-split --no-headers \
-0 Doc/zsh_1file mhtm &&
makei nfo Doc/zsh.texi --plaintext -o Doc/zsh.txt

To test the results, issue: make check.

Now, asther oot user:

make install &&
make i nfodir=/usr/share/info install.info

If you downloaded the optional documentation, install it by issuing the following commands asther oot user:

make html dir=/usr/share/doc/zsh-4.3.6/html install.htm &&
install -v -nb644 Doc/ zsh.dvi /usr/share/doc/zsh-4.3.6

If you built any additional formats of the documentation, install them by issuing the following command asther oot
user:

install -v -nb644 Doc/{zsh_1file*,*. {pdf,txt}} \
[ usr/share/ doc/ zsh-4.3. 6
Command Explanations

--sysconfdir=/etc/zsh and - - enabl e- et cdi r =/ et ¢/ zsh: These parameters are used so that all the
ZSH configuration files are consolidated into the / et ¢/ zsh directory. Omit these parametersif you wish to retain
historical compatibility by having all the files located inthe/ et ¢ directory.

- - bi ndi r =/ bi n: This parameter places the zsh binariesinto the root filesystem.
- - enabl e- cap: This parameter enables POSIX capabilities.

- - enabl e- pcr e: Thisparameter allowsto use the PCRE regular expression library in shell builtins. Note: Linking
ZSH dynamically against PCRE, produces a runtime dependency on | i bpcr e. so. If / usr is a separate mount
point and zsh needsto be available at boot time, either you haveto statically link ZSH against PCRE (you can examine
theconf i g. nodul es file on how to link statically the module), or movethelibrary to/ | i b asfollows:

mv -v /usr/lib/libpcre.so.* /libl &&
In -v -sf ../../lib/libpcre.so.0 /usr/lib/libpcre.so

Configuring ZSH

Config Files

There are a whole host of configuration files for ZSH including / et ¢/ zsh/ zshenv, / et ¢/ zsh/ zpr of i | e,
letcl/zshl zshrc,/etc/zsh/ zl oginand/ etc/ zsh/ zl ogout . You can find more information on these
inthezsh( 1) and related manual pages.
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Configuration Information
Update/ et ¢/ shel | s toinclude the ZSH shell program names (asther oot user):

cat >> /[etc/shells << "EOF"
/ bi n/ zsh
/[ bin/zsh-4.3.6
EOF
Contents
Installed Programs: zsh and zsh-4.3.6
Installed Libraries: Numerous plugin helper modules
Installed Directories: fetc/zsh, /usr/lib/zsh, /usr/share/doc/zsh-4.3.6 and /usr/share/zsh

Short Description

zsh  isashel which has command-line editing, built-in spelling correction, programmable command completion,
shell functions (with autoloading), a history mechanism, and a host of other features.
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Dash-0.5.4

Introduction to Dash

Dash is a POSIX compliant shell. It can be installed as /bin/sh or as the default shell for either r oot or a second
user with a userid of 0. It depends on fewer libraries than the Bash shell and is therefore less likely to be affected
by an upgrade problem or disk failure. Dash is also useful for checking that a script is completely compatible with
POSIX syntax.

Package Information
* Download (HTTP): http://gondor.apana.org.au/~herbert/dash/files/dash-0.5.4.tar.gz

Download MD5 sum: bc457e490a589d2f87f2333616b67931
* Download size: 200 KB

Estimated disk space required: 1.8 MB

Estimated build time: 0.1 SBU

Dash Dependencies

Optional
libedit (command line editor library)

Installation of Dash

Install Dash by running the following commands:

./configure --bindir=/bin --mandir=/usr/share/ man &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstal l

If you would like to make dash the default sh, recreatethe/ bi n/ sh symlink asther oot user:

In -svf dash /bin/sh

Command Explanations
- - bi ndi r =/ bi n: This parameter places the dash binary into the root filesystem.
--wi th-11ibedit: Tocompile Dash with libedit support.

Configuring Dash

Config Files
Dash sources/ et c/ profil e and $SHOVE/ . profil e
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Configuration Information
Update/ et ¢/ shel | s toinclude the Dash shell by issuing the following command asther oot user:

cat >> /[etc/shells << "EOF"
/ bi n/ dash
EOF

Contents
Installed Program: dash
Installed Libraries: None
Installed Directories; None

Short Description
dash isaPOSIX compliant shell.

171




Beyond Linux® From Scratch - Version 6.3

ksh-2008-02-02

Introduction to ksh
kshisthe AT&T Korn Shell.

Note

Y ou must agree to the terms of the CPL-1.0 license in order to download the software. The download site
is password protected, and the username and password are listed at the bottom of this license.

Package Information
» Ksh Download (HTTP): http://www.resear ch.att.com/~gsf/downl oad/tgz/ast-ksh.2008-02-02.tgz

» Ksh Download MD5 sum: d2a71e320fbaa7a0fd950a27c7e4b099
» Ksh Download size: 1.6 MB
* INIT Download (HTTP): http://www.resear ch.att.com/~gsf/downl oad/tgz/INI T.2008-02-02.tgz

* INIT Download MD5 sum: 740c6fc775bf 2f 7bebff463bdbad1c31
e INIT Download size: 340 KB

 Estimated disk space required: 32 MB

» Estimated build time: 2 SBU

Installation of ksh

Unlike other BLFS packages, you will need to first create a working directory in which to extract the sources and
perform the build. Install ksh by running the following commands:

nkdi r ksh &&

cd ksh &&

tar -xf ../INT.2008-02-02.tgz &&
tar -xf ../ast-ksh.2008-02-02.tgz &&
bi n/ package nmake

Thetest suite for this package requires other packages fromthe AT& T ast software library, namely nmake, in which
case, you'd be better to install the ast-base package using the same instructions. The package command will accept
at est argument to test the package.

Now, asther oot user:

install -v -nm755 arch/linux.i 386/bin/ksh /bin &&
install -v -nm644 arch/linux.i 386/ man/ manl/sh.1 \

[ usr/share/ man/ manl/ ksh. 1 &&
install -v -nv55 -d /usr/share/doc/ ksh-2008-02-02 &&
install -v -n644 |ib/package/{ast-ksh, INIT}. html \

[ usr/ shar e/ doc/ ksh-2008- 02- 02

Command Explanations
bin/package make: This command rebuilds the ast INIT package and builds the ast ksh package.
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Configuring ksh

Config Files
ksh sources/ et c/ profile,/etc/suid_profile,and$HOVE/ . profile.

Configuration Information

Update/ et ¢/ shel | s toinclude the ksh shell by issuing the following command asther oot user:

cat >> /etc/shells << "EOF"
/ bi n/ ksh
ECF

Contents
Installed Program: ksh
Installed Libraries: None
Installed Directories; None

Short Description
ksh isthe AT&T ast Korn shell.
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Part Ill. General Libraries and Utilities
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Chapter 8. General Libraries

Libraries contain code which is often required by more than one program. This has the advantage that each program
doesn't need to duplicate code (and risk introducing bugs), it just has to call functions from the libraries installed
on the system. The most obvious example of a set of librariesis Glibc which isinstalled during the LFS book. This
contains all of the C library functions which programs use.

There are two types of libraries. static and shared. Shared libraries (usualy | i bXXX. s0) are loaded into memory
from the shared copy at runtime (hence the name). Static libraries (1 i bXXX. a ) areactually linked into the program
executable file itself, thus making the program file larger. Quite often, you will find both static and shared copies
of the same library on your system.

Generadly, you only need to install libraries when you are installing software that needs the functionality they
supply. In the BLFS book, each package is presented with a list of (known) dependencies. Thus, you can figure out
which libraries you need to have before installing that program. If you are installing something without using BLFS
instructions, usually the READVE or | NSTALL file will contain details of the program's requirements.

There are certain libraries which nearly everyone will need at some point. In this chapter welist these and some others
and explain why you may want to install them.
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PCRE-7.6

Introduction to PCRE

The PCRE package contains Perl Compatible Regular Expression libraries. These are useful for implementing regular
expression pattern matching using the same syntax and semantics as Perl 5.

Package Information

» Download (HTTP): http://downloads.sour ceforge.net/pcre/pere-7.6.tar.bz2

» Download (FTP): ftp://ftp.csx.cam.ac.uk/pub/softwar e/programming/pcre/pere-7.6.tar.bz2
» Download MD5 sum: 2af38e083fb90ef 60f a9edarcc290e86

» Download size: 780 KB

» Estimated disk space required: 11 MB

» Estimated build time: 0.3 SBU

Additional Downloads
* Required Patch: http://mamw.linuxfromscratch.org/patches/blfs/6.3/pcre-7.6-abi_breakage-1.patch
* Required Patch: http://mwww.linuxfromscratch.org/patches/blfs/6.3/pcre-7.6-security_fix-1.patch
Installation of PCRE
Install PCRE by running the following commands:

patch -Npl -i ../pcre-7.6-abi_breakage-1.patch &&
patch -Npl -i ../pcre-7.6-security fix-1.patch &&
./lconfigure --prefix=/usr \
--docdir=/usr/share/ doc/pcre-7.6 \
--enabl e-utf8 \
--enabl e-pcregrep-1ibz \
--enabl e-pcregrep-1ibbz2 &&
make

To test the results, issue: make check. Note: The third set of the tests cannot be run if the "fr_FR" locale is missing
from the system.

Now, asther oot user:
make i nstal l

If you reinstall Grep after installing PCRE, Grep will get linked against PCRE and may cause problemsif / usr isa
separate mount point. Toavoidthis, either passtheoption- - di sabl e- per | - r egexp when executing ./configure
for Grep or movel i bpcreto/|i b asfollows.

mv -v /usr/lib/libpcre.so.* /libl &&
In -v -sf ../../lib/libpcre.so.0 /usr/lib/libpcre.so

Command Explanations

- - enabl e- ut f 8: Thisswitch includes the code for handling UTF-8 character stringsin the library.

176


http://downloads.sourceforge.net/pcre/pcre-7.6.tar.bz2
ftp://ftp.csx.cam.ac.uk/pub/software/programming/pcre/pcre-7.6.tar.bz2
http://www.linuxfromscratch.org/patches/blfs/6.3/pcre-7.6-abi_breakage-1.patch
http://www.linuxfromscratch.org/patches/blfs/6.3/pcre-7.6-security_fix-1.patch

Beyond Linux® From Scratch - Version 6.3

- - enabl e- uni code- pr operti es: Thisswitch enables Unicode properties support.
- -enabl e- pcregrep- i bz: Thisswitch adds support to pcregrep to read . gz compressed files.
- -enabl e- pcregrep- i bbz2: Thisswitch adds support to pcregrep toread . bz2 compressed files.

Contents
Installed Programs: pcregrep, peretest, and pcre-config
Installed Libraries: libpcre.{so,a}, libpcrecpp.{ so,a} and libpcreposix.{so,a}
Installed Directory: lusr/share/doc/pcre-7.6

Short Descriptions

pcregrep isagrep that understands Perl compatible regular expressions.
pcretest can test a Perl compatible regular expression.
pcre-config is used during the compile process of programs linking to the PCRE libraries.
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Popt-1.10.4

Introduction to Popt

The popt package contains the popt libraries which are used by some programs to parse command-line options.

Package Information

» Download (HTTP): http://rpmb.org/files/popt/popt-1.10.4.tar.gz

» Download (FTP): ftp://anduin.linuxfromscratch.org/BLFS6.3/p/popt-1.10.4.tar.gz
Download MD5 sum: dd22a68730b43d00f 75elclb7dcfd1ff7

Download size: 1.1 MB

Estimated disk space required: 8.3 MB (includes installing documentation)
Estimated build time: 0.1 SBU

Installation of Popt

Install popt by running the following commands:

sed -i -e "/*origOptString ==/c 0)" popt.c &&
./configure --prefix=/usr &&
make

If you have Doxygen-1.5.2 installed and wish to build the APl documentation, issue doxygen.

To test the results, issue:

make check

Now, asther oot user:

make i nstal l

If you built the APl documentation, install it using the following commands issued by ther oot user:

install -v -nmv55 -d /usr/share/doc/popt-1.10.4 &&
install -v -nb644 doxygen/htm /* /usr/share/doc/popt-1.10.4

Command Explanations

sed ...: Thisfix taken backported from the development version of popt fixes a problem identified by the included
testsuite.

Contents
Installed Programs: None
Installed Library: libpopt .{ s0,a}
Installed Directories: /usr/share/doc/popt-1.10.4

Short Descriptions

I'i bpopt. {so, a} isusedto parse command-line options.
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S-Lang-2.1.3

Introduction to S-Lang

The S-Lang package contains the S-Lang library, which provides facilities such as display/screen management,
keyboard input, and keymaps.

Package Information

Download (HTTP): http://gd.tuwien.ac.at/editors/davis/slang/v2.1/slang-2.1.3.tar.bz2
Download (FTP): ftp://space.mit.edu/pub/davis/slang/v2.1/slang-2.1.3.tar.bz2
Download MD5 sum: Oedae3aac75441eaa230bceb7811f088

Download size: 1.1 MB

Estimated disk space required: 26 MB

Estimated build time: 0.5 SBU

S-Lang Dependencies

Optional
libpng-1.2.29, PCRE-7.6, and Oniguruma

Installation of S-Lang
Install S-Lang by running the following commands:

./configure --prefix=/usr --sysconfdir=/etc &&
make

To test the results, issue: make check. Note that this will also create a static version of the library which will then
beinstalled in the next step.

Now, asther oot user:

make \

install _doc_dir=/usr/share/doc/slang-2.1.3 \
SLSH DOC DI R=/ usr/ shar e/ doc/ sl ang-2. 1. 3/ sl sh \
install-all &&

chmod -v 755 /usr/lib/libslang.so.2.1.3 \

[usr/1ibl/slang/v2/ modul es/*. so

Command Explanations

make install_doc_dir=/usr/share/doc/dang-2.1.3 SLSH_DOC_DIR=/usr/share/doc/dang-2.1.3/dsh install-all:
This command installs the static library as well as the dynamic shared version and related modules. It also changes
the documentation installation directories to aversioned directory.

--wW t h-readl i ne=gnu: Usethisparameter to usethe Gnu Readline parser instead of the S-Lang internal version.

Configuring S-Lang

Config Files

~/.slshrcand/etc/slsh.rc
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Configuration Information

As with most libraries, there is no configuration to do, save that the library directory, i.e, /opt/lib or
/usr/1local/libshouldappearin/etc/| d. so.conf sothat ldd canfindthe shared libraries. After checking
that thisisthe case, /shin/ldconfig should be run whilelogged in asr oot .

Contents
Installed Program: sish
Installed Libraries: libslang.{ so,a} and numerous support modules
Installed Directories: lust/lib/slang, /usr/share/doc/slang-2.1.3 and /usr/share/slsh

Short Descriptions

slsh is a simple program for interpreting S-Lang scripts. It supports dynamic loading of S-Lang modules and
includes a Readline interface for interactive use.
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Gamin-0.1.9

Introduction to Gamin
The Gamin package contains a File Alteration Monitor which is useful for notifying applications of changes to the
file system. Gamin is compatible with FAM.

Package Information

» Download (HTTP): http://www.gnome.org/~Vveillard/gamin/sources/gamin-0.1.9.tar.gz

» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfiles/distfiles’lgamin-0.1.9.tar.gz

* Download MD5 sum: 2d3a6a70df090ed923238e381e6c2982

» Download size: 632 KB

» Estimated disk space required: 6 MB

» Estimated build time: 0.1 SBU (up to 3 minutes, processor independent, to run the test suite)

Gamin Dependencies

Required
GLib-2.12.12

Optional
Python-2.5.2

Installation of Gamin

Install Gamin by running the following commands:

./configure --prefix=/usr --Ilibexecdir=/usr/sbhin &
make

To test the results, issue: make check. Note that some tests may display errors.

Now, asther oot user:

make install &&
install -v -nv55 -d /usr/share/doc/ganmn-0.1.9 &&
install -v -n644 doc/*.{htm ,fig,gif,txt} /usr/share/doc/gamn-0.1.9

Configuring Gamin

Configuration Information

No configuration is generally required and the default options should work for most users. See http://mmww.gnome.
org/~velllard/gamin/config.html for details.

Contents
Installed Program: gam_server
Installed Libraries: libfam.{so0,a}, libgamin-1.{so,a}, libgamin_shared.a and optionally, Python
_gamin.{so,a} module
Installed Directory: /usr/share/doc/gamin-0.1.9
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Short Descriptions

gam_server isthe file alteration monitor daemon that is started on demand for each user.
I i bgam n. {so, a} containsfunctionsthat support the file allocation monitor.
I'i bf am {so, a} contains functions that provide compatibility with FAM.
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libxml2-2.6.31

Introduction to libxml2

The libxml2 package contains XML libraries. These are useful for parsing XML files.

Package Information

* Download (HTTP): http://xmlsoft.org/sources/libxml2-2.6.31.tar.gz

» Download (FTP): ftp://xmlsoft.org/libxml 2/libxml2-2.6.31.tar.gz

* Download MD5 sum: 714b0683blec4bdc63bc356d729f9h18

* Download size: 4.7 MB

» Estimated disk space required: 85 MB (additional 184 MB to run the test suite)
» Estimated build time: 1.3 SBU (additional 1.0 SBU to run the test suite)

libxmI2 Dependencies

Optional

libxdlt-1.1.22 (used for the test suiteif found, but not required) and Python-2.5.2 (will install a Python library module
if found)

Optional (Required to Run the Full Suite of Tests)
Python-2.5.2 and Wget-1.10.2

Note

Some packages which utilize libxml2 (such as GNOME Doc Utils) need the Python module installed to
function properly and some packages (such as GNOME Panel) will not build properly if the Python module
isnot available.

Installation of libxml2

Install libxml2 by running the following commands:

./lconfigure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make i nstal l

Command Explanations

--wi t h- hi st ory: If thisoption is used, it enables readline support when running xmlcatalog or xmllint in shell
mode.
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A Caution
When using history support, make check will hang forever if either / et ¢/ i nputrc or~/.inputrc
hasthe optionshow- al | -i f - anbi guous orshow-al | -i f - avai | abl e turned on.
Contents
Installed Programs: xml2-config, xmlcatalog, and xmllint
Installed Libraries: libxml2.{so0,a} and optionally, the libxml2mod.{ so,a} Python module
Installed Directories: /usr/include/libxml 2, /usr/share/doc/libxml2-2.6.31,

{usr/share/doc/libxml2-python-2.6.31 and /usr/share/gtk-doc/html/lilbxml 2

Short Descriptions

xml2-config determines the compile and linker flags that should be used to compile and link programs
that usel i bxm 2.

xmlcatalog is used to monitor and manipulate XML and SGML catal ogs.

xmllint parses XML files and outputs reports (based upon options) to detect errorsin XML coding.

i bxm 2. {so, a} librariesprovide the functionsfor programs to parse files that use the XML format.
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libxslt-1.1.22

Introduction to libxslt
Thelibxslt packagecontains XSLT libraries. Theseareuseful for extendingl i bxmi 2 librariesto support XSLT files.

Package Information

Download (HTTP): http://xmlsoft.org/sources/libxslt-1.1.22.tar.gz
Download (FTP): ftp://xmlsoft.org/libxslt/libxslt-1.1.22.tar.gz
Download MD5 sum: d6a9a020a76a3db17848d769d6¢c9c8a9
Download size: 2.7 MB

Estimated disk space required: 39 MB

Estimated build time: 0.4 SBU

libxslt Dependencies

Required
libxml2-2.6.31

Optional
Python-2.5.2 and Libgcrypt-1.2.4

Installation of libxslt

Install libxglt by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make i nstal l

Contents
Installed Programs: xdlt-config and xsltproc
Installed Libraries: libexdlt.{so0,a}, libxdt.{so,a} and optionaly, libxsltmod.{so,a} Python modules
Installed Directories: lusr/include/lib{ e} xslt, /usr/lib/libxdt-plugins, /usr/share/doc/libxslt-1.1.22, and

lusr/share/doc/libxslt-python-1.1.22

Short Descriptions

xdt-config isused to find out the pre-processor, linking and compiling flags necessary to use the libxslt

libraries in 3rd-party programs.

xsltproc isused to apply XSLT stylesheetsto XML documents.
libxslt.{so, a} provides extensionsto the | i bxm 2 librariesto parse files that use the XSLT format.

i bexslt.{so,a} isusedtoprovideextensionsto XSLT functions.
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libgtkhtml|-2.11.1

Introduction to libgtkhtml
The libgtkhtml package containsthel i bgt kht m - 2 library. Thislibrary provides an API for rendering HTML.

Package Information

» Download (HTTP): http://ftp.gnome.or g/pub/gnome/sour ces/libgtkhtml/2.11/libgtkhtml-2.11.1 tar .bz2
» Download (FTP): ftp://ftp.gnome.or g/pub/gnome/sour ces/libgtkhtml/2.11/libgtkhtml-2.11.1.tar .bz2

» Download MD5 sum: ald1a197dcff8c4571659deef5495e24

» Download size: 597 KB

» Estimated disk space required: 36 MB

» Estimated build time: 0.8 SBU

libgtkhtml| Dependencies

Required
GTK+-2.10.13 and libxml2-2.6.31

Optional
GAIL-1.18.0 and GNOME Virtual File System-2.18.1 (only used in the test suite)

Installation of libgtkhtml

Install libgtkhtml by running the following commands:

./configure --prefix=/usr --disable-accessibility &
make

This package does not come with atest suite. Y ou can run atest program which includes many test cases; if desired,
issue: ( cd tests; ./testgtkhtml )

Now, asther oot user:

make i nstall

Command Explanations

--di sabl e-accessi bility: This forces the package to build without linking to the |i bgail util
accessibility library. Remove this switch if you have GAIL installed.

Contents
Installed Programs: None
Installed Library: libgtkhtml-2.{ so0,a}
Installed Directory: /usr/include/gtkhtml-2.0

Short Descriptions
i bgtkhtm -2.{so,a} providesthefunctions necessary to render and/or edit HTML.
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GMP-4.2.2

Introduction to GMP

The GMP package contains math libraries. These have useful functions for arbitrary precision arithmetic.

Package Information

» Download (HTTP): http://ftp.gnu.org/gnu/gmp/gmp-4.2.2.tar .bz2

» Download (FTP): ftp://ftp.gnu.org/gnu/gmp/gmp-4.2.2.tar.bz2

» Download MD5 sum: 7ce52531644e6d12f16911b7e3151f3f

* Download size: 1.7 MB

» Estimated disk space required: 36 MB (additional 11 MB for alternative documentation)
» Estimated build time: 1.0 SBU (additional 0.6 SBU to run the testsuite)

Installation of GMP

Install GMP by running the following commands:

./configure --prefix=/usr --enable-cxx --enabl e-npbsd &&
make

If you wish to create alternate formats of the documentation (Postscript, PDF and chunked HTML versions require
ateTeX-3.0 instalation), issue any or al of the following commands:

make -C doc pdf &&

make -C doc ps &&

make -C doc htm &&

texi 2htm -0 doc/ gnp_nochunks. htm  doc/ gnp.texi &&
makei nfo --plaintext -o doc/gnp.txt doc/gnp.texi

To test the results, issue: make check. Due to various reports of mis-compilations, the maintainer strongly
recommends running the test suite and reporting any failures. The libraries should not be used in a production
environment if there are problems running make check. An easy way to determineif all the tests passed isto redirect
the output of the teststo afile (make check >check.log 2>& 1) and issue the following command:

awk '/tests passed/{total +=$2} ; END{print total}' check.| og
139 should be returned.
Now, asther oot user:

make install &&

install -v -nv55 -d /usr/share/doc/gnp-4.2.2 &&

install -v -nb44 doc/{i sa_abi _headache, configuration} doc/*.htnml \
/usr/ share/ doc/ gnp-4.2.2
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If you created any of the alternate formats of the documentation, install it using the following commands asther oot
user:

install -v -nv55 -d /usr/share/doc/gnp-4.2.2/htm &&

install -v -n644 doc/gnp.htm /* \
[usr/share/doc/gnp-4.2.2/htm &&

install -v -nb644 doc/gnp. {pdf,dvi,ps,htm , txt} \
/usr/share/doc/ gnp-4.2.2

Command Explanations
- - enabl e- cxx: This parameter enables C++ support by building thel i bgnpxx libraries.

- - enabl e- npbsd: This parameter enables building the Berkeley MP compatibility (I i bnp) libraries.

Contents
Installed Programs: None
Installed Libraries: libgmp.{so,a}, libgmpxx.{so,a} and libmp.{ so,a}
Installed Directories: None

Short Descriptions

i bgnp. {so, a} containsfunctionsto operate on signed integers, rational numbers, and floating point numbers.
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GDBM-1.8.3

Introduction to GDBM

The GDBM package contains the GNU Database Manager. This is a disk file format database which stores
key/data-pairs in single files. The actual data of any record being stored is indexed by a unigque key, which can be
retrieved in less time than if it was stored in atext file.

Package Information

Download (HTTP): http://ftp.gnu.org/gnu/gdbm/gdbm-1.8.3.tar.gz
Download (FTP): ftp://ftp.gnu.org/gnu/gdbm/gdbm-1.8.3.tar.gz
Download MD5 sum: 1d1b1d5c0245b1c00aff92da751e9aal
Download size: 223 KB

Estimated disk space required: 2.75 MB

Estimated build time: 0.08 SBU

Installation of GDBM
Install GDBM by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make Bl NOAN=r oot Bl NGRP=r oot i nstall

In addition, you may need to install the DBM and NDBM compatibility headers and library since some applications
look for these older dom routines.

‘ make Bl NOWN=r oot BI NGRP=r oot i nstall -conpat

Command Explanations

make BINOWN=root BINGRP=r oot install: This command overrides the Bl NOAN and Bl NGRP variablesin the
Makef i | e changing ownership of theinstalled filestor oot instead of the bi n user.

Contents
Installed Programs: None
Installed Libraries: libgdom.{so,a} and libgdbm_compat.{ so,a}
Installed Directories: None

Short Descriptions

I i bgdbm {so, a} containsfunctions to manipulate a hashed database.
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GLib-1.2.10

Introduction to GLib

The glib package contains a low-level core library. This is useful for providing data structure handling for C,
portability wrappers and interfaces for such runtime functionality as an event loop, threads, dynamic loading, and
an object system.

Package Information

Download (HTTP): http://gd.tuwien.ac.at/graphics/gimp/gtk/v1.2/glib-1.2.10.tar.gz
Download (FTP): ftp://ftp.gtk.org/pub/gtk/v1.2/glib-1.2.10.tar.gz

Download MD5 sum: 6fe30dad87c77b91b632def 29dd69ef9

Download size: 412 KB

Estimated disk space required: 6.4 MB

Estimated build time: 0.19 SBU

Additional Downloads
* Required patch: http://mww.linuxfromscratch.org/patches/blfs/6.3/glib-1.2.10-gcc34-1.patch

Installation of GLib

Install glib by running the following commands:

patch -Npl -i ../glib-1.2.10-gcc34-1.patch &&
./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make install &&
chnmod -v 755 /usr/lib/libgrmodul e-1.2.s0.0.0.10

Contents
Installed Programs: glib-config
Installed Libraries: libglib.{s0,a}, libgmodule.{so,a} and libgthread.{ so,a}
Installed Directories: /usr/include/glib-1.2 and /usr/lib/glib

Short Descriptions

glib-config isatool that isused by configur e scriptsto determine the compiler and linker flagsthat should
be used to compile and link programs that use GL.ib.

l'ibglib.{so,a} librariescontainalow-level corelibrary for the GIMP Toolkit.
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GLib-2.12.12

Introduction to GLib

The GLib package contains a low-level core library. This is useful for providing data structure handling for C,
portability wrappers and interfaces for such runtime functionality as an event loop, threads, dynamic loading, and
an object system.

Package Information

» Download (HTTP): http://ftp.gnome.or g/pub/gnome/sour ces/glib/2.12/glib-2.12.12.tar.bz2
» Download (FTP): ftp://ftp.gtk.org/pub/glib/2.12/glib-2.12.12.tar .bz2

» Download MD5 sum: 0b3a42098243d054475ff6eb51ed2bel

* Download size: 2.9 MB

» Estimated disk space required: 53 MB

» Estimated build time: 0.6 SBU (additional 1.3 SBU to run the test suite)

GLib Dependencies

Required

pkg-config-0.22

Optional
GTK-Doc-1.8

Installation of GLib

Install GLib by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make i nstal l

Command Explanations

- - enabl e- gt k- doc: Usethisparameter if GTK-Doc isinstalled and you wish to rebuild the APl documentation.
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Configuration Information

By default, GLib assumesthat al filenames are in the UTF-8 charset. See the Wrong Filename Encoding section of
the Locale Related | ssues page for more details on this kind of issue. In order to tell GLib and applicationsthat use it
that filenames arein the default locale encoding, set the variable G_FI LENAME_ENCODI NGto thevaue"@locale":

ECF

cat > /etc/profile.d/glib2-1ocale.sh << "EO
# Use the current
# in applications using Gib

export G_FI LENAME ENCODI NG=@ ocal e

| ocal e charset for fil enanes

Contents

Installed Programs:
Installed Libraries:

Installed Directories:

Short Descriptions
glib-genmar shal
glib-gettextize
glib-mkenums
gobject-query
GLib libraries

glib-genmarshal, glib-gettextize, glib-mkenums, and gobject-query

libglib-2.0.s0, libgobject-2.0.s0, libgmodule-2.0.s0, and libgthread-2.0.s0
/usr/include/glib-2.0, /ust/lib/glib-2.0, /usr/share/glib-2.0,
/usr/share/gtk-doc/html/glib, and /usr/share/gtk-doc/html/gobject

isa C code marshaller generation utility for GLib closures.
isavariant of the gettext internationalization utility.

isa C language enum description generation utility.
isasmall utility that draws atree of types.

contain alow-level core library for the GIMP Toolkit.
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LibIDL-0.8.8

Introduction to LibIDL

The libIDL package contains libraries for Interface Definition Language files. This is a specification for defining
portable interfaces.
Package Information

» Download (HTTP): http://ftp.gnome.org/pub/gnome/sources/libIDL/0.8/libIDL-0.8.8.tar.bz2
* Download (FTP): ftp://ftp.gnome.or g/pub/gnome/sour ces/libl DL/0.8/libIDL-0.8.8.tar .bz2

» Download MD5 sum: 187¢c17f42533d76da435e90af b7b48cf

» Download size: 328 KB

» Estimated disk space required: 5.5 MB

» Estimated build time: 0.1 SBU

LibIDL Dependencies

Required
GLib-2.12.12

Optional to Build Documentation

teTexX-3.0

Installation of LibIDL

Install libIDL by running the following commands:

./configure --prefix=/usr &&
make

If you haveteTeX installed and wish to build the documentation, issue the following commands:

make pdf &&
make ps &&
makei nfo --plaintext |iblDL2.texi >liblDL2.txt

This package does not come with atest suite.

Now, asther oot user:

make i nstall

If you built the documentation, issue the following commands asthe r oot user to install it:

install -v -nm/55 -d /usr/share/doc/liblDL-0.8.8 &&
install -v -n644 1iblDL2.{pdf,dvi, ps,txt} README \
{usr/share/doc/liblDL-0.8.8
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Contents
Installed Program: liblDL-config-2
Installed Library: libIDL-2{s0,a}
Installed Directories; Jusr/include/libIDL-2.0/libIDL and /usr/share/doc/libIDL-0.8.8

Short Descriptions

libIDL -config-2 determines the compile and linker flags that should be used to compile and link programs
that usel i bl DL- 2.

i bl DL-2. {so, a} librariesprovide the functions to create and maintain trees of CORBA Interface Definition
Language (IDL) files.
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Libcroco-0.6.1

Introduction to libcroco

The libcroco package contains| i bcr oco libraries. Thisis useful for providing a CSS API.

Package Information

» Download (HTTP): http://ftp.gnome.or g/pub/gnome/sour ces/libcroco/0.6/libcroco-0.6.1.tar .bz2
» Download (FTP): ftp://ftp.gnome.or g/pub/gnome/sour ces/libcroco/0.6/libcroco-0.6.1.tar .bz2
Download MD5 sum: b0975bd01eb11964f1b3f254f267a43d

Download size: 381 KB

Estimated disk space required: 9.8 MB

Estimated build time: 0.3 SBU

libcroco Dependencies

Required
GLib-2.12.12 and libxml2-2.6.31

Installation of libcroco

Install libcroco by running the following commands:

./configure --prefix=/usr &&
make

To test theresults, issue: LD_LIBRARY_PATH=%(pwd)/src/.libs make test.

Now, asther oot user:

make install &&
install -v -nv55 -d /usr/share/doc/libcroco-0.6.1/ exanpl es &&
install -v -nmb644 README docs/usage.txt \
/usr/share/doc/libcroco-0.6.1 &&
install -v -nb44 docs/exanples/*.c \
[ usr/share/doc/|ibcroco-0.6.1/ exanpl es

Contents
Installed Programs: croco-0.6-config and csdlint-0.6
Installed Library: libcroco-0.6.{ so,a}
Installed Directories: /usr/include/libcroco-0.6.1 and /usr/share/doc/libcroco-0.6.1
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libgsf-1.14.7

Introduction to libgsf

The libgsf package contains | i bgsf -1 libraries. These are useful for providing an extensible input/output
abstraction layer for structured file formats.

Package Information

» Download (HTTP): http://ftp.gnome.or g/pub/gnome/sour ces/libgsf/1.14/libgsf-1.14.7 .tar .bz2
» Download (FTP): ftp://ftp.gnome.or g/pub/gnome/sour ces/libgsf/1.14/libgsf-1.14.7 tar .bz2

» Download MD5 sum: 6612f1e57d3974d609bedd2fd8ff6317

» Download size: 580 KB

» Estimated disk space required: 14 MB

» Estimated build time: 0.2 SBU

libgsf Dependencies

Required
GLib-2.12.12, libxml2-2.6.31, and XML ::Parser-2.34

Optional

PyGTK-2.10.6, GConf-2.18.0.1 (required to build the gsf-office-thumbnailer program), GNOME Virtua File
System-2.18.1 and libbonobo-2.18.0 (required to build the | i bgsf-gnone- 1. so library which provides
GNOME-2 support), and GTK-Doc-1.8

Note: you should buildthel i bgsf - gnone- 1. so library if you plan on building GnuCash-2.2.4 or Gnumeric-1.8.2
with GNOME support.

Installation of libgsf

Install libgsf by running the following commands:

./lconfigure --prefix=/usr &&
make

Running make check will build abattery of test programs which are built using the just-created | i bgsf - 1 library.
All the programs should build successfully with no errors displayed.

Now, asther oot user:

make i nstal l

Command Explanations

--sysconfdir=/etc/gnone/ 2. 18. 3: Pass this parameter to the configure script if you have GNOME-2
installed so that the GConf schemafiles are installed in the correct location.

- - enabl e- gt k- doc: Usethisparameter if GTK-Doc isinstalled and you wish to rebuild the APl documentation.

196


http://ftp.gnome.org/pub/gnome/sources/libgsf/1.14/libgsf-1.14.7.tar.bz2
ftp://ftp.gnome.org/pub/gnome/sources/libgsf/1.14/libgsf-1.14.7.tar.bz2

Beyond Linux® From Scratch - Version 6.3

Contents
Installed Program: gsf, gsf-office-thumbnailer (optional), and gsf-vba-dump
Installed Libraries: libgsf-1.{ s0,a} and optionally, libgsf-gnome-1.{ so,a}
Installed Directories: lusr/include/libgsf-1 and /usr/share/gtk-doc/html/gsf
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libglade-2.6.1

Introduction to libglade
The libglade package contains| i bgl ade libraries. These are useful for loading Glade interface filesin a program
at runtime.

Package Information

» Download (HTTP): http://ftp.gnome.or g/pub/gnome/sour ces/libglade/2.6/libglade-2.6.1.tar .bz2
» Download (FTP): ftp://ftp.gnome.or g/pub/gnome/sour ces/libglade/2.6/libglade-2.6.1.tar .bz2

* Download MD5 sum: 489be887b26b9973f77e2c6111ab7d5a

» Download size: 346 KB

» Estimated disk space required: 5 MB

» Estimated build time: 0.1 SBU

libglade Dependencies

Required
libxml2-2.6.31 and GTK+-2.10.13

Optional
Python-2.5.2 and GTK-Doc-1.8

Installation of libglade

Install libglade by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make i nstall

Command Explanations
- - enabl e- gt k- doc: Usethis parameter if GTK-Doc isinstalled and you wish to rebuild the APl documentation.

Contents
Installed Program: libglade-convert (requires python)
Installed Library: libglade-2.0.{ so0,a}
Installed Directories: /usr/include/libglade-2.0, /usr/share/xml/libglade, and /usr/share/gtk-doc/html/libglade

Short Descriptions

libglade-convert is used to convert old Glade interface files to Glade-2.0 standards.
i bgl ade-2. 0. {so, a} contain the functions necessary to load Glade interface files.
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Expat-2.0.1

Introduction to Expat
The Expat package contains a stream oriented C library for parsing XML.

Package Information
» Download (HTTP): http://downloads.sour cefor ge.net/expat/expat-2.0.1.tar.gz

» Download MD5 sum: ee8b492592568805593f81f8cdf 2a04c
* Download size: 446 KB

Estimated disk space required: 6 MB

Estimated build time: 0.1 SBU

Installation of Expat
Install Expat by running the following commands:

./configure --prefix=/usr &&
make

Now, asther oot user:

make install &&
install -v -nmv755 -d /usr/share/doc/expat-2.0.1 &&
install -v -nb44 doc/*.{htm , png, css} /usr/share/doc/expat-2.0.1

To test the results, issue: make check as an unprivileged user. Note this must be done after the package isinstalled.

Contents
Installed Program: xmlwf
Installed Library: libexpat.{ so,a
Installed Directory: lusr/share/doc/expat-2.0.1

Short Descriptions

xmlwf isanon-validating utility to check whether or not XML documents are well formed.
| i bexpat. {so,a} containsAPI functionsfor parsing XML.
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lIbESMTP-1.0.4

Introduction to iIbESMTP
The libESMTP package contains the liIbESMTP libraries which are used by some programs to manage email

submission to a mail transport layer.
Package Information

» Download (HTTP): http://mww.stafford.uklinux.net/libesmtp/libesmtp-1.0.4.tar .bz2

» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfiles/di stfil es/libesmtp-1.0.4.tar .bz2
» Download MD5 sum: 8b4e8a794adc46268f0c6a0b3fb79486

» Download size: 351 KB

» Estimated disk space required: 5.8 MB

» Estimated build time: 0.2 SBU

libESMTP Dependencies

Optional
OpenSSL-0.9.8g

Installation of IbESMTP
Install lIbESM TP by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstal l

Contents
Installed Program: libesmtp-config
Installed Libraries: libesmtp.{ so,a} and libESMTP SASL plugins
Installed Directory: lusr/lib/esmtp-plugins

Short Descriptions

libesmtp-config displays version information and the options used to compile [ibESMTP.
| i besnt p. {so, a} is used to manage submission of electronic mail to a Mail Transport Agent.
| i besntp SASL pl ugi ns areused tointegrate libesmtp with SASL authentication.
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Aspell-0.60.5

Introduction to Aspell
The Aspell package contains an interactive spell checking program and the Aspell libraries. Aspell can either be used
asalibrary or as an independent spell checker.

Package Information

Download (HTTP): http://ftp.gnu.org/gnu/aspell/aspell-0.60.5.tar.gz
Download (FTP): ftp://ftp.gnu.org/gnu/aspell/aspell-0.60.5.tar.gz
Download MD5 sum: 17fd8acac6293336bcef44391b71e337

Download size: 1.7 MB

Estimated disk space required: 40 MB (Additional 8 MB for EN dictionary)
Estimated build time: 0.7 SBU

Additional Downloads

Y ou'll need to download at least one dictionary. Thelink below will take you to a page containing linksto dictionaries
in many languages.

» Aspell dictionaries: ftp://ftp.gnu.org/gnu/aspell/dict
Aspell Dependencies

Required
which-2.19

Installation of Aspell
Install Aspell by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make install &&
install -v -n¥55 -d /usr/share/doc/aspell-0.60.5/aspell{,-dev}.htm &&
install -v -n644 manual /aspell.htm/* \
[ usr/share/ doc/ aspel | -0. 60. 5/ aspel | . ht Ml &&
install -v -n644 manual / aspel | -dev. htmd /* \
[ usr/ shar e/ doc/ aspel | -0. 60. 5/ aspel | - dev. ht n

If you do not plan to install 1spell, then copy the wrapper script ispell:

install -v -m 755 scripts/ispell /usr/bin/

If you do not plan to install Spell, then copy the wrapper script spell:

install -v -m 755 scripts/spell /usr/bin/
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Configuring Aspell

Configuration Information

After Aspell is installed, you must set up at least one dictionary. Install one or more dictionaries by running the

following commands:

./configure &%
make

Now, asther oot user:

make i nstal l

Contents
Installed Programs:

Installed Libraries:

Installed Directories;

Short Descriptions
aspell

ispell

spell
aspell-import
precat
preunzip
prezip
prezip-bin

pspell-config
run-with-aspell

wor d-list-compress
i baspel |.so
i bpspell.so

aspell, aspell-import, precat, preunzip, prezip, prezip-bin, pspell-config,
run-with-aspell, word-list-compress and optionally, ispell and spell
libaspell.so and libpspell.so

{usr/include/pspell and /usr/lib/aspell-0.60

isautility that can function asan ispell -a replacement, as an independent spell checker,
as atest utility to test out Aspell features, and as a utility for managing dictionaries.

isawrapper around aspell to invokeit inispell compatible mode.

isawrapper around aspell to invoke it in spell compatible mode.

imports old personal dictionaries into Aspell.

decompresses a pr ezipped file to stdout.

decompresses a pr ezipped file.

isaprefix deltacompressor, used to compress sorted word listsor other similar text files.

is caled by the various wrapper scripts to perform the actual compressing and
decompressing.

displaysinformation about thel i bpspel | installation, mostly for usein build scripts.
isascript to help use Aspell as an ispell replacement.

compresses or decompresses sorted word lists for use with the Aspell spell checker.
contains spell checking API functions.

isan interfacetothel i baspel | library. All the spell checking functionality is now
inl i baspel | butthislibrary isincluded for backward compatibility.

202



Beyond Linux® From Scratch - Version 6.3

SLIB-3a4

Introduction to SLIB

The SLIB package is a portable library for the Scheme programming language. It provides a platform independent
framework for using “packages’ of Scheme procedures and syntax. Its catalog can be transparently extended to
accommodate packages specific to a site, implementation, user or directory. SLIB provides compatibility and utility
functionsfor all standard Scheme implementations including Bigloo, Chez, ELK 3.0, GAMBIT 3.0, Guile, JScheme,
MacScheme, MITScheme, PLT Scheme (DrScheme and MzScheme), Pocket Scheme, RScheme, scheme->C,
Scheme48, SCM, SCM Mac, scsh, Stk, T3.1, umb-scheme, and VSCM.

Package Information

* Download (HTTP): http://swiss.csail.mit.edu/ftpdir/scm/OLD/dlib3a4.tar.gz
» Download MD5 sum: 87bc0b62370c0bf8a510a2acf6868eh9

» Download size: 877 KB

Estimated disk space required: 21 MB (includes building and installing docs)
Estimated build time: 0.1 SBU

Additional Downloads

* Required Patch: http://mww.linuxfromscratch.org/patches/blfs/6.3/slib-3a4-guile fixes-1.patch

SLIB Dependencies

There are no build dependencies as this package is nothing but many text script files which are copied to the system.
If you are installing this package to support a GnuCash installation, you should ensure that Guile-1.8.2 is installed
so the SLIB catalog for Guile can be created.

Installation of SLIB

Install SLIB by issuing the following commands:

patch -Npl -i ../slib-3a4-guile _fixes-1.patch &
sed -i "s|usr/libJusr/share|' {RSchene,guile}.init

If you have teTeX-3.0 installed and wish to build PDF, Postscript, HTML or text documentation, issue any or all
of the following commands:

texi 2pdf slib. texi &&
texi 2htm slib. texi &&
texi 2dvi  slib. texi &&
dvi ps -0 slib.ps slib.dvi &&

makei nfo -0 slib.txt --plaintext slib.texi

This package does not come with afunctional test suite.

203


http://swiss.csail.mit.edu/ftpdir/scm/OLD/slib3a4.tar.gz
http://www.linuxfromscratch.org/patches/blfs/6.3/slib-3a4-guile_fixes-1.patch

Beyond Linux® From Scratch - Version 6.3

Now, asther oot user:

make prefix=/usr/ \
i bdir=/usr/share/ \
mandi r =/ usr/ share/ man/ \
i nfodir=/usr/share/info/ \
install installinfo &&

install -v -n/55 -d {usr/share/doc/slib-3a4 &&
install -v -n644 ANNOUNCE FAQ README /usr/share/ doc/slib-3a4

If you have Guile-1.8.2 installed, create the following symbolic link as the r oot user to satisfy Guile's default
“Implementation Vicinity” directory.

In -v -s ../slib /usr/share/guile
If you built any of the documentation, install it using the following command asther oot user:

install -v -n644 slib.{pdf,htm 6 dvi,ps,txt,texi} \
[ usr/share/ doc/slib-3a4

Command Explanations

sed -i 'slusr/libjusr/share]' {RScheme,guile}.init: Thiscommand isused to changethel i bdi r variable embedded
in the two scripts to match the installation variable.

make ... install installinfo: This command installs the package and the info documentation into the indicated
directories.

Configuring SLIB

For many of the Scheme implementations, an SLIB Scheme implementation catalog must be created. If you have
Guile-1.8.2 installed to support a GnuCash installation, you must create a catalog. Y ou can use the make catalogs
command, but there will be many warnings and confusing messages as it tries to create a catalog for many of the
possible Scheme implementations which are probably not installed on the system. To create a single catalog just for
the Guile installation, issue the following command asther oot user:

guile -1 guile.init \
-c "(use-nodules (ice-9 slib)) (require 'newcatal og)"

If there was no output from the previous command, and thefile/ usr/ shar e/ gui | e/ sl i bcat now exists, the
catalog was properly created.

Contents
Installed Program: dib
Installed Libraries: a Scheme library system
Installed Directory: lusr/sharel/slib and /usr/share/doc/slib-3a4

Short Descriptions

dib isashell script used to initialize SLIB in a named Scheme implementation. It can also be used to initialize
an SLIB session using a given executable.
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G-Wrap-1.3.4

Introduction to G-Wrap

The G-Wrap package contains tools for exporting C librariesinto Scheme interpreters.

Package Information

» Download (HTTP): http://mww.gnucash.org/pub/g-wrap/sour ce/g-wrap-1.3.4.tar.gz
» Download (FTP): ftp://itp.linux.ee/pub/gentoo/distfil es/distfiles/g-wrap-1.3.4.tar.gz
» Download MD5 sum: bf29b8b563cc27d9f 7fd90a6243653aa

» Download size: 403 KB

» Estimated disk space required: 6.0 MB

» Estimated build time: 0.2 SBU

G-Wrap Dependencies

Required
SLIB-3a4 and GLib-1.2.10

Optional
guile-gtk and GCC-4.1.2 (build Javaso that | i bf fi isbuilt)

Installation of G-Wrap

Install G-Wrap by running the following commands:

./configure --prefix=/usr &&
make

If you have teTeX-3.0 installed and wish to create alternate formats of the documentation, issue the following
commands:

cd doc &&

texi 2pdf g-wap.texi &&

texi 2htm g-wap.texi &&

makei nfo --plaintext -o g-wap.txt g-wap.texi &&
nv texinfo.tex texinfo.tex. SAVE &&

texi 2dvi g-wap.texi &&

dvips -0 g-wrap.ps g-wap.dvi &&

cd ..

To test the results, issue: make check.

Now, asther oot user:

make i nstall
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If you created the alternate formats of the documentation, install it using the following commands asther oot user:

install -v -nv55 -d /usr/share/doc/g-wap-1.3.4 &&
install -v -nb44 doc/g-w ap. {pdf, htm, txt, dvi, ps} \
[ usr/share/doc/g-wap-1.3.4

Contents
Installed Program: g-wrap-config
Installed Libraries: libgw-glib.{so0,a}, libgw-gtk.{s0,a}, libgw-standard.{so,a}, libgw-wct.{so,a},
libgwrap-glib.{s0,a} and libgwrap-wct.{so0,a}
Installed Directories: lusr/include/g-wrap, /usr/share/doc/g-wrap-1.3.4 and /usr/share/guile/site
Short Descriptions
g-wrap-config isatool to generate CFLAGS for linking C code to the Scheme runtime libraries.
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LZ0O-2.02

Introduction to LZO

LZOisadatacompression library which issuitable for data decompression and compression in real-time. Thismeans
it favors speed over compression ratio.

Package Information

Download (HTTP): http://www.ober humer.com/opensour ce/l zo/download/l zo-2.02.tar.gz
Download (FTP): ftp://ftp.uni-koeln.de/util/arc/lzo-2.02.tar.gz

Download MD5 sum: 6760e5819f4238328709bf93bf 10071c

Download size: 599 KB

Estimated disk space required: 11.9 MB

Estimated build time: 0.3 SBU (additional 0.4 SBU to run the tests)

Installation of LZO

Install LZO by running the following commands:

./configure --prefix=/usr --enable-shared &&
make

To test the results, issue make check. All the checks should pass. Now issue make test to run the full suite of tests.

Now, asther oot user:

make i nstall &&
install -v -nm/55 -d /usr/share/doc/|zo-2.02 &&
install -v -nb44 doc/* /usr/share/doc/| zo-2.02

Contents
Installed Programs: None
Installed Library: liblzo2.{ so,a}
Installed Directory: /usr/include/lzo and /usr/share/doc/Izo-2.02

Short Descriptions

I'iblzo2.{so,a} isadatacompressionand decompression library.
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libusb-0.1.12

Introduction to libusb
The libusb package contains alibrary used by some applications for USB device access.

Package Information
» Download (HTTP): http://downloads.sour ceforge.net/libusb/libusb-0.1.12.tar.gz

Download MD5 sum: caf 182cbc7565dac0fd72155919672e6

Download size: 389 KB

Estimated disk space required: 8.4 MB (includesinstalling all documentation)
Estimated build time: 0.3 SBU (includes building all documentation)

libusb Dependencies

Optional
pkg-config-0.22
Optional (Required to Build the HTML User Manual)
OpenJade-1.3.2 and DocBOOK SGML DTD-4.2
Optional (Required to Build the APl Documentation)

Doxygen-1.5.2 and Graphviz-2.12

Installation of libusb

Install libusb by running the following commands:

./lconfigure --prefix=/usr --disable-build-docs &&
make

If you wish to build the APl documentation (see the required dependencies), issue the following command:

make api dox

To test the results, issue make -k check.

Now, asther oot user:

make i nstal l

If you built the HTML user manua (by having the required dependencies installed and removing the
- -di sabl e- bui | d- docs parameter from the configure command), install it using the following commands as
ther oot user:

install -v -d -nv55 /usr/share/doc/libusb-0.1.12/html &&
install -v -nb44 doc/html/* [usr/share/doc/libusb-0.1.12/htnl
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If you built the APl documentation, install it using the following commands asther oot user:

install -v -d -n¥55 /usr/share/doc/libusb-0.1.12/api docs &&
install -v -nb44 apidocs/htm /* \
[ usr/share/doc/|ibusb-0.1. 12/ api docs

Command Explanations
- -di sabl e- bui | d- docs: This switch avoids building the HTML user manual. Remove it if you have the
required dependenciesinstalled and wish to build the manual.

Configuring Libusb

To access raw USB devices (those not treated as a disk by the mass-storage driver), appropriate support must be
available in the kernel. Check your kernel configuration for Device Drivers# USB support # Support for Host-side
USB. Select any USB hardware device drivers you may need on the same page.

To have raw USB devices set up properly, add the following udev rule.

cat > /etc/udev/rul es.d/ 23-usb.rules << "EOF"

# Set group ownership for raw USB devi ces
SUBSYSTEME="usb", ENV{DEVTYPE}=="usb_devi ce", GROUP="usb"
EOF

Add any usersthat need to access raw USB devicesto the usb group.

usernod -a -G usb <user nane>

Contents
Installed Program: libushb-config
Installed Libraries: libusb.{so0,a} and libusbpp.{so,a}
Installed Directory: lusr/share/doc/libusb-0.1.12

Short Descriptions

libusb-config isascript that provides the right compiler and linker flags for programsusing | i busb.
I i busb. {so, a} libraries contain C functions for accessing USB hardware.
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ISO Codes-1.2

Introduction to ISO Codes

The SO Codes package containsalist of country, language and currency names. Thisis useful when used as a central
database for accessing this data.

Package Information

Download (FTP): ftp://pkg-isocodes.alioth.debian.or g/pub/pkg-isocodes/iso-codes-1.2.tar.bz2
Download MD5 sum: 9326469ec0e9e97d604821bd3c132fc6

Download size: 6.1 MB

Estimated disk space required: 73 MB

Estimated build time: 0.2 SBU

ISO Codes Dependencies

Required
Python-2.5.2

Installation of ISO Codes

Install 1SO Codes by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstal l

Contents
Installed Programs: None
Installed Libraries: None
Installed Directories: lusr/shareliso-codes, /usr/share/xml/iso-codes and many directories in the

lusr/sharellocal e hierarchy
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GMime-2.2.10

Introduction to GMime

The GMime package contains a set of utilities for parsing and creating messages using the Multipurpose Internet
Mail Extension (MIME) as defined by the applicable RFCs. See the GMime web site for the RFCs resourced. This
isuseful asit provides an API which adheres to the MIME specification as closely as possible while aso providing
programmers with an extremely easy to use interface to the API functions.

Package Information

» Download (HTTP): http://spruce.sour cefor ge.net/gmime/sour ces/v2.2/gmime-2.2.10.tar.gz
* Download MD5 sum: 6b5be6a0d4d9380fd0491ad2536¢4087

» Download size: 947 KB

Estimated disk space required: 21 MB

Estimated build time: 0.4 SBU (includes building the Mono bindings)

GMime Dependencies

Required
GLib-2.12.12

Optional
GTK-Doc-1.8 and Gtk# (requires Mono)

Installation of GMime
Install GMime by running the following commands:

./lconfigure --prefix=/usr &&
make

If you have DocBook-utils-0.6.14 installed and you wish to generate the API tutorials, issue the following commands:

cd docs/tutorial &%&

docbook2ht M --nochunks gm ne-tut.sgn &&
docbook2pdf gm ne-tut.sgm &&
docbook2ps gm ne-tut.sgm &&
docbook?2t xt gm ne-tut.sgm &&
cd ../..

To test the results, issue make check. Note that some tests may fail because the corresponding sub-system is not
installed or configured properly.

This package will overwrite the uudecode and uuencode programs installed by the sharutils package (or any other
package that may install these programs) if they existin/ usr/ bi n. If you wish to preserve the existing programs,
ensure you rename them before issuing the following commands.

211


http://spruce.sourceforge.net/gmime/
http://spruce.sourceforge.net/gmime/sources/v2.2/gmime-2.2.10.tar.gz
http://go-mono.com/sources/
http://www.mono-project.com/Main_Page

Beyond Linux® From Scratch - Version 6.3

Now, asther oot user:

make install &&

install -v -nv55 -d /usr/share/doc/gmne-2.2.10 &&

install -v -nb644 README docs{,/tutorial}/gm nme* \
[ usr/share/ doc/ gm nme-2.2.10

Command Explanations
- - enabl e- gt k- doc: Usethisparameter if GTK-Doc isinstalled and you wish to rebuild the APl documentation.

Contents
Installed Programs: gmime-config, uudecode and uuencode
Installed Libraries: libgmime-2.0.{ s0,a} and optionally, Mono bindings
Installed Directories: /usr/include/gmime-2.0, /usr/lib/mono/gac/gmime-sharp, /usr/lib/mono/gmime-sharp,

/usr/share/doc/gmime-2.2.10 and /usr/share/gtk-doc/html/gmime

Short Descriptions

gmime-config isused to gather information about how and where GMimewasinstalled. It istypically
used by other programs seeking to link to the GMime library.

uudecode is used to decode files or data encoded with uuencode.

uuencode isamethod of encoding binary datainto 7-bit ASCII data.

i bgm me-2.0.{so,a} containsAPI functionsused by programs that need to adhere to the MIME standards.
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Libidn-0.6.14

Introduction to Libidn

Libidn is a package designed for internationalized string handling based on the Stringprep, Punycode, IDNA and
TLD specifications defined by the Internet Engineering Task Force (IETF) Internationalized Domain Names (IDN)
working group, used for internationalized domain names. Thisis useful for converting data from the system's native
representation into UTF-8, transforming Unicode strings into ASCII strings, allowing applications to use certain
ASCII name labels (beginning with a specia prefix) to represent non-ASCII name labels, and converting entire
domain names to and from the ASCII Compatible Encoding (ACE) form.

Package Information

» Download (HTTP): http://anduin.linuxfromscratch.org/sourcesBLFS6.3/l/libidn-0.6.14.tar.gz
» Download (FTP): ftp://alpha.gnu.org/pub/gnu/libidn/libidn-0.6.14.tar.gz

» Download MD5 sum: 040f012a45feb56168853998bb87ad4d

* Download size: 2.3 MB

» Estimated disk space required: 19 MB

» Estimated build time: 0.2 SBU

Libidn Dependencies

Optional

Emacs-22.1, pkg-config-0.22, GTK-Doc-1.8, a Java compiler—one of (looked for in this order) GCC-4.1.2 (for gcj
and you must also have the gjdoc package installed), Jikes or JIDK-6 Update 5, and a C# compiler—Mono or DotGNU
Portable.NET

Installation of Libidn

Install Libidn by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.
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Now, asther oot user:

make install &&
find doc -name "Makefile*" -exec rm{} \; &&

install -v -nv55 -d \
[usr/share/doc/libidn-0.6.14/{api,java, specifications,tld} &&
install -v -nb644 doc/conponents* \
doc/li bidn. {pdf, ps, htm } \
[usr/share/doc/libidn-0.6.14 &&
install -v -n644 doc/reference/ htm/* \
/usr/share/doc/I|ibidn-0.6.14/ api &&
install -v -nb44 doc/specifications/* \
/usr/share/doc/I|ibidn-0.6.14/specifications &&
install -v -nb44 doc/tld/* /usr/share/doc/libidn-0.6.14/tld &&
cp -v -R doc/javal* [usr/share/ doc/libidn-0.6.14/]ava

Command Explanations
- - enabl e- gt k- doc: Usethisparameter if GTK-Doc isinstalled and you wish to rebuild the APl documentation.

Contents
Installed Program: idn
Installed Libraries: libidn.{so,a} and optionally, Java and C# modules
Installed Directory: /usr/share/doc/libidn-0.6.14

Short Descriptions

idn isacommand line interface to the internationalized domain name library.

i bidn.{so,a} contains a generic Stringprep implementation that does Unicode 3.2 NFKC normalization,
mapping and prohibition of characters, and bidirectional character handling. Profiles for
Nameprep, iISCSI, SASL and XMPP are included as well as support for Punycode and ASCI|
Compatible Encoding (ACE) via IDNA. A mechanism to define Top-Level Domain (TLD)
specific validation tables, and to compare strings against those tables, as well as default tables
for some TLDs are included.
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libdrm-2.3.0

Introduction to libdrm

libdrm provides core library routines for the X Window System to directly interface with video hardware using the
Linux kernel's Direct Rendering Modules.

Package Information

» Download (HTTP): http://dri.freedesktop.org/libdrmvlibdrm-2.3.0.tar.gz

» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfiles/distfiles/libdrm-2.3.0.tar.gz
* Download MD5 sum: f2f5d3186bee51be49e1389bed39a7ed

» Download size: 382 KB

» Estimated disk space required: 2.7 MB

» Estimated build time: 0.1 SBU

Installation of libdrm

Install libdrm by running the following commands:

./lconfigure --prefix=$XORG_PREFI X &&
make

This package does not come with atest suite.

Now, asther oot user:

‘ make i nstal l

Contents
Installed Programs: None
Installed Library: libdrm.{so,a}
Installed Directory: $XORG_PREFI X/include/drm

Short Descriptions

i bdrm {so, a} containsthe Direct Rendering Module library functions.
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Introduction to D-Bus Bindings

The D-BusBindingsare agroup of packagesthat contain programming language and platform interfacesto the D-Bus
API. Thisis useful for programmers to easily interface D-Bus with their supported platform or language of choice.
Some non-D-Bus packages will require one or more of the Bindings packages in order to build successfully.

The GLib, Python and Qt3 Bindings are included on this page. Other language bindings will be added soon. Until
then, see the D-Bus Bindings page for information.

* D-BusGLib Bindings-0.74
» D-Bus Python Bindings-0.82.0
* D-Bus Qt3 Bindings-0.62

D-Bus GLib Bindings

Package Information
Download (HTTP): http://dbus.freedesktop.org/rel eases/dbus-glib/dbus-glib-0.74.tar.gz

Download MD5 sum: 0923d825a0aff 2e4eb23338b630286fb
Download size: 654 KB

Estimated disk space required: 9 MB

Estimated build time: 0.2 SBU

D-Bus GLib Dependencies

Required
D-BUS-1.0.2, GLib-2.12.12, and expat-2.0.1

Installation of D-Bus GLib Bindings
Install D-Bus GLib Bindings by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstall

Command Explanations
- - enabl e- gt k- doc: Usethisparameter if GTK-Doc isinstalled and you wish to rebuild the APl documentation.

Contents
Installed Program: dbus-binding-tool
Installed Library: libdbus-glib-1.{ s0,a}
Installed Directory: lusr/sharel/gtk-doc/html/dbus-glib
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Short Descriptions

dbus-binding-tool isatool used to interface with the D-Bus API.
I i bdbus-glib-1.{so,a} containsGLib interfacefunctionsto the D-BusAPI.

D-Bus Python Bindings
Package Information

» Download (HTTP): http://dbus.freedesktop.or g/r el eases/dbus-python/dbus-python-0.82.0.tar.gz

» Download MD5 sum: 024522ffba612f0d41b64269e925835¢
» Download size: 482 KB

» Estimated disk space required: 6 MB

 Estimated build time: 0.1 SBU

D-Bus Python Dependencies

Required
Python-2.5.2 and D-Bus GLib Bindings-0.74

Recommended

pkg-config-0.22

Optional
PyGObject (required to run the test suite)

Optional (Required to build the APl Documentation)
Epydoc and Docutils

Installation of D-Bus Python Bindings
Install D-Bus Python Bindings by running the following commands:

./lconfigure --prefix=/usr &&
make

To test the results, issue: make check. Note you must have PyGObject installed.

Now, asther oot user:

make i nstal l

Contents
Installed Programs: None
Installed Libraries: Python D-Bus modules
Installed Directory: lusr/lib/python2.5/site-packages/dbus and /usr/share/doc/dbus-python
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Package Information

» Download (HTTP): http://anduin.linuxfromscratch.or g/files/BLF S6.3/sour ces/dbus-qt3-0.62.tar .bz2

» Download MD5 sum: 307e€119f501c207a437d1dd087c9af 80
» Download size: 390 KB

 Estimated disk space required: 4 MB

 Estimated build time: 0.1 SBU

D-Bus Qt3 Dependencies

Required
D-BUS-1.0.2 and Qt-3.3.8b

Recommended

pkg-config-0.22

Installation of D-Bus Qt3 Bindings
Install D-Bus Qt3 Bindings by running the following commands:

./lconfigure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstall

Contents
Installed Programs: None
Installed Library: libdbus-qt-1.s0
Installed Directories: None

Short Descriptions

i bdbus-qt-1.{so,a} containsQt3 interface functionsto the D-BusAPI.
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libpthread-stubs-0.1

Introduction to libpthread-stubs

The libpthread-stubs package provides weak aliases for pthread functions not provided in libc or otherwise available
by default. Thisis useful for libraries that rely on pthread stubs to use pthreads optionally. On Linux, all necessary
pthread functions are available, so this package is simply a placeholder.

Package Information

Download (HTTP): http://xcb.freedesktop.org/dist/libpthread-stubs-0.1.tar.bz2
Download (FTP): ftp://ftp.x.org/pub/individual/lib/libpthread-stubs-0.1.tar.bz2
Download MD5 sum: 774eabaf 33440d534efe108ef9130a7d

Download size: 190 KB

Estimated disk space required: 1.6 MB

Estimated build time: less than 0.1 SBU

Installation of libpthread-stubs
Install libpthread-stubs by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstal l

Contents
Installed Programs: None
Installed Libraries: None
Installed Directories; None
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Pth-2.0.7

Introduction to Pth

The Pth package contains a very portable POSIX/ANSI-C based library for Unix platforms which provides
non-preemptive priority-based scheduling for multiple threads of execution (multithreading) inside event-driven
applications. All threads run in the same address space of the server application, but each thread hasits own individual
program-counter, run-time stack, signal mask and errno variable.

Package Information

» Download (HTTP): http://ftp.gnu.org/gnu/pth/pth-2.0.7.tar.gz
» Download (FTP): ftp://ftp.gnu.org/gnu/pth/pth-2.0.7 tar.gz

» Download MD5 sum: 9cb4a25331a4c4db866a31che507¢793
» Download size: 652 KB

» Estimated disk space required: 5 MB

 Estimated build time: 0.2 SBU

Installation of Pth

A Caution

Don't add the - - enabl e- pt hr ead parameter to the configur e command below else you will overwrite
the pthread library and interface header installed by the Glibc packagein LFS.

Install Pth by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make install &&

install -v -nv55 -d /usr/share/doc/pth-2.0.7 &&

install -v -nb44 READVE PORTI NG SUPPORT TESTS \
[ usr/share/doc/pth-2.0.7

Contents
Installed Program: pth-config
Installed Library: libpth.{ s0,a}
Installed Directory: /usr/share/doc/pth-2.0.7

Short Descriptions

pth-config isautility used to configure and build applications based on the pth(3) library. It can be used
to query the C compiler and linker flags which are required to correctly compile and link the
application against the pth(3) library.

i bpth.{so,a} contanstheAPI functionsused by the GNU Portable Threads Library.
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Libassuan-1.0.4

Introduction to Libassuan

The Libassuan package contains an IPC library used by some of the other GnuPG related packages. Libassuan's
primary useisto allow aclient to interact with a non-persistent server. Libassuan is not, however, limited to use with
GnuPG servers and clients. It was designed to be flexible enough to meet the demands of many transaction based
environments with non-persistent servers.

Package Information

» Download (HTTP): http://anduin.linuxfromscratch.org/sour cesBLFS6.3/l/libassuan-1.0.4.tar .bz2
» Download (FTP): ftp://ftp.gnupg.org/gerypt/libassuan/libassuan-1.0.4.tar .bz2

» Download MD5 sum: ffb95bf2bac23e173f5a83a270f 7524a

» Download size: 297 KB

» Estimated disk space required: 4 MB

» Estimated build time: 0.1 SBU

Libassuan Dependencies

Optional
Pth-2.0.7

Other packages (such as GnuPG-2) will require that the Libassuan library is linked to the Pth library. Ensure Pthis
installed before beginning the build if you have any doubts.

Installation of Libassuan

Install Libassuan by running the following commands:

./configure --prefix=/usr &&
make

Only info documentation is shipped in the packagetarball. If you wish to build alternate formats of the documentation,
you must have teTeX-3.0 installed, then issue the following commands:

make -k -C doc pdf ps htm &&
makei nfo --htm --no-split -o doc/assuan_nochunks. ht M doc/assuan.texi &&
makei nfo --pl ai nt ext -0 doc/assuan. t xt doc/ assuan. t exi

To test the results, issue: make check.

Now, asther oot user:

make install &&
install -v -nb44 -D README /usr/share/ doc/|i bassuan-1. 0. 4/ READVE
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If you built the additional documentation, install it by issuing the following commands asther oot user:

install -v -n¥55 -d /usr/share/doc/|ibassuan-1.0.4/htm &&
install -v -nb644 doc/assuan. html/* \
/usr/share/doc/|ibassuan-1.0.4/htm &&
install -v -n644 doc/assuan_*.htm \
/usr/share/doc/|ibassuan-1.0.4 &&
install -v -nb44 doc/assuan. {pdf, ps, dvi,txt,texi} \
[ usr/share/doc/|ibassuan-1.0. 4

Contents
Installed Program: libassuan-config
Installed Libraries: libassuan.a and libassuan-pth.a
Installed Directory: /usr/share/doc/libassuan-1.0.4

Short Descriptions

libassuan-config isautility used to configure and build applications based on the libassuan(3) library. It can
be used to query the C compiler and linker flags which are required to correctly compile
and link the application against the libassuan(3) library.

| i bassuan. a isthe IPC library.
| i bassuan-pth.a isthelPClibrary linked with the GNU Portable Threads Library.
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Libgpg-error-1.5

Introduction to Libgpg-error

The Libgpg-error package contains a library that defines common error values for all GhuPG components. Among
these are GPG, GPGSM, GPGME, GPG-Agent, libgcrypt, Libksba, DirMngr, Pinentry, SmartCard Daemon and
more.

Package Information

Download (HTTP): http://anduin.linuxfromscratch.org/sources/BLFS/6.3/I/libgpg-error-1.5.tar.bz2
Download (FTP): ftp://ftp.gnupg.org/gcerypt/libgpg-error/libgpg-error-1.5.tar.bz2

Download MD5 sum: 8599b96¢911b1df 1be24a6ff4ec3c364

Download size: 372 KB

Estimated disk space required: 5 MB

Estimated build time: 0.1 SBU

Installation of Libgpg-error

Install Libgpg-error by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make install &&
install -v -nmb44 -D README /usr/share/ doc/libgpg-error-1.5/ README

Contents
Installed Program: libgpg-error and libgpg-error-config
Installed Library: liblibgpg-error.{ so,a}
Installed Directory: /usr/share/common-lisp

Short Descriptions

gpg-error is used to determine Libgpg-error error codes.

gpg-error-config is a utility used to configure and build applications based on the Libgpg-error
library. It can be used to query the C compiler and linker flags which are required
to correctly compile and link the application against the Libgpg-error library.

I'iblibgpg-error.{so,a} containstheLibgpg-error API functions.
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Libgcrypt-1.2.4

Introduction to Libgcrypt

The Libgcrypt package contains a general purpose crypto library based on the code used in GnuPG. The library
provides a high level interface to cryptographic building blocks using an extendable and flexible API.

Package Information

» Download (HTTP): http://anduin.linuxfromscratch.org/sources/BLFS6.3/l/libgcrypt-1.2.4.tar .bz2
» Download (FTP): ftp://ftp.gnupg.org/gerypt/libgerypt/libgerypt-1.2.4.tar .bz2

* Download MD5 sum: 3675d3e74c3ad44aed629d9b12a30bb51

» Download size: 799 KB

» Estimated disk space required: 19 MB

» Estimated build time: 0.3 SBU

Libgcrypt Dependencies

Required
Libgpg-error-1.5

Installation of Libgcrypt
Install Libgcrypt by running the following commands:

./configure --prefix=/usr &&
make

Only info documentation is shipped in the packagetarball. If you wish to build alternate formats of the documentation,
you must have teTeX-3.0 installed, then issue the following commands:

make -C doc pdf ps htm &&
makei nfo --htm --no-split -o doc/gcrypt_nochunks. ht M doc/gcrypt.texi &&
makei nfo --pl ai nt ext -0 doc/gcrypt. txt doc/ gcrypt .t exi

To test the results, issue: make check.

Now, asther oot user:

make install &&
install -v -nb44 -D README /usr/share/ doc/libgcrypt-1. 2.4/ READVE

If you built the additional documentation, install it by issuing the following commands asther oot user:

install -v -nv55 -d /usr/share/doc/libgcrypt-1.2.4/html &&
install -v -n644 doc/gcrypt.htm/* \
[usr/share/doc/libgcrypt-1.2.4/htm &&
install -v -nb644 doc/gcrypt_*.htm \
/usr/share/doc/|ibgcrypt-1.2.4 &&
install -v -nb644 doc/gcrypt. {pdf, ps,dvi,txt,texi} \
[usr/share/doc/|ibgcrypt-1.2.4
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Contents
Installed Program: libgerypt-config
Installed Libraries: libgcrypt.{ so,a}
Installed Directory: /usr/share/doc/libgerypt-1.2.4

Short Descriptions

libgcrypt-config isautility used to configure and build applications based on the libgcrypt(3) library. It can
be used to query the C compiler and linker flags which are required to correctly compile
and link the application against the libgcrypt(3) library.

i bgcrypt. {so, a} containsthe cryptographic API functions.
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Libksba-1.0.2

Introduction to Libksba

The Libksba package contains alibrary used to make X.509 certificates as well as making the CM S (Cryptographic
M essage Syntax) easily accessible by other applications. Both specifications are building blocks of SMIME and TLS.
The library does not rely on another cryptographic library but provides hooks for easy integration with Libgcrypt.

Package Information

* Download (HTTP): http://anduin.linuxfromscratch.org/sources'BLFS6.3//libksba-1.0.2.tar.bz2
» Download (FTP): ftp://ftp.gnupg.org/gerypt/libksba/libksba-1.0.2.tar .bz2

» Download MD5 sum: 3ccch3ef697ele69eeceeeal715ff220

» Download size: 525 KB

» Estimated disk space required: 13 MB

» Estimated build time: 0.2 SBU

Libksba Dependencies
Required

Libgpg-error-1.5

Installation of Libksba

Install Libksba by running the following commands:

./configure --prefix=/usr &&
make

Only info documentation is shipped in the packagetarball. If you wish to build alternate formats of the documentation,
you must have teTeX-3.0 installed, then issue the following commands:

tex --output-directory=doc ksba.texi &&

dvi ps -0 doc/ ksba. ps doc/ ksba. dvi &&

make -C doc pdf htni &&

makei nfo --htm --no-split -o doc/ksba nochunks. ht M doc/ ksba.texi &&
makei nfo --pl ai nt ext -0 doc/ ksba. t xt doc/ ksba. t exi

To test the results, issue: make check.

Now, asther oot user:

make install &&
install -v -nb44 -D README /usr/share/ doc/li bksba-1. 0. 2/ READVE
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If you built the additional documentation, install it by issuing the following commands asther oot user:

install -v -nv¥55 -d /usr/share/doc/l|ibksba-1.0.2/htm &&
install -v -nb44 doc/ksba.htm/* \

[usr/share/doc/|ibksba-1.0.2/htm &&
install -v -n644 doc/ksba *.html \

[ usr/share/doc/|ibksba-1.0.2 &&
install -v -nb644 doc/ ksba. { pdf, ps, dvi,txt,texi} \

[ usr/share/doc/|ibksba-1.0.2

Contents
Installed Program: libksba-config
Installed Libraries: libksba.{ s0,a}
Installed Directory: /usr/share/doc/libksba-1.0.2

Short Descriptions

libksba-config isautility used to configure and build applications based on the libksba(3) library. It can be
used to query the C compiler and linker flags which are required to correctly compile and link
the application against the libksba(3) library.

I'i bksba. {so0, a} containsthe cryptographic API functions.
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Mowgli-0.6.1

Introduction to Mowgli

The Mowgli package contains adevel opment framework for C, similar to GLib-2.12.12. It provides high performance
and highly flexible algorithms for routine tasks such as reference-counting, linked lists and spinlocks, and thus helps
programmers write better engineered code.

Package Information

Download (HTTP): http://distfiles.atheme.org/libmowgli-0.6.1.tgz
Download MD5 sum: 80f8a27f 1b44b0b129215f858ab1ab82
Download size: 106 KB

Estimated disk space required: 2.0 MB
Estimated build time: less than 0.1 SBU

Installation of Mowgli

Install Mowgli by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with aformal test suite.

Now, asther oot user:

make i nstal l

Contents
Installed Programs: None
Installed Libraries: libmowgli.so
Installed Directories: /usr/include/libmowdgli

Short Descriptions

i browgl i . so libraries contain optimized functions for various common C programming tasks.
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mcs-0.7.0

Introduction to mcs

The mcs package isalibrary and set of tools which abstract the storage of configuration settings away from userland
applications. There are similar projects like this (such as GConf), but unlike those projects, mcs strictly handles
abstraction. It does not impose any specific data storage requirement, nor is it tied to any desktop environment or
software suite.

Package Information
* Download (HTTP): http://distfiles.atheme.org/libmcs-0.7.0.tgz

» Download MD5 sum: 0f0c779609b3481a79937¢c2e86660a99
* Download size: 103 KB

Estimated disk space required: 1.3 MB

Estimated build time: less than 0.1 SBU

mcs Dependencies

Required
Mowgli-0.6.1

Optional
GConf-2.18.0.1 and kdelibs-3.5.9

Installation of mcs

Install mcs by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.
Now, asther oot user:

make install &&
install -v -nb44 -D README /usr/ shar e/ doc/ nts-0. 7. 0/ READVE

Command Explanations

--w t h- gt - pat h=/usr/ shar e/ qt : If you have kdelibs-3.5.9 installed, you must pass additional parameters
to the configur e script to identify the location of Qt and, possibly, KDE libraries and interface headers.

For additional information about the various storage backends (including the default XDG-compliant backend), see
the READVE filein the source tree.
Configuring mcs

There are various ways to configure mcs to use a specific backend on a site-wide or individual user basis. If the
default file-based storage backend is suitable, no configuration steps are required. See section 2 of the READMVE file
in the source tree for details.
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Short Descriptions

mcs-getconfval
mcs-info

mcs-quer y-backends
mcs-setconfval
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mcs-getconfval, mes-info, mcs-query-backends and mcs-setconfval
libmcs.so and backend storage modules
/usr/include/mcs, /usr/lib/mcs and /usr/share/doc/mcs-0.7.0

gueries mcs for a configuration value.

displays information about the current installation and configuration of mcs.
gueries mcs to determine what backends are available.

instructs mcs to change a configuration value.

contains the API functions required by the mcs userspace tools.
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Chapter 9. Graphics and Font Libraries

Depending on what your system will be used for, you may or may not require the graphics and font libraries. Most
desktop machines will want them for use with graphical applications. Most servers on the other hand, will not require
them.
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libjpeg-6b

Introduction to libjpeg

The libjpeg package contains libraries that allow compression of image files based on the Joint Photographic Experts
Group standard. It isa"lossy" compression algorithm.

Package Information

» Download (HTTP): http://mww.ijg.org/files/jpegsrc.veb.tar.gz

» Download (FTP): ftp://ftp.uu.net/graphics/jpeg/jpegsrc.veb.tar.gz
» Download MD5 sum: dbd5f3b47ed13132f04c685d608a7547

» Download size: 599 KB

» Estimated disk space required: 4.6 MB

» Estimated build time: 0.2 SBU

Installation of libjpeg
Install libjpeg by running the following commands:

./configure --prefix=/usr --enable-static --enable-shared &&
make

To test the results, issue: make test.

Now, asther oot user:

make i nstal l

Command Explanations
--enabl e-static --enabl e-shar ed: These switchestell libjpeg to build both shared and static libraries.

Configuring libjpeg

Configuration Information

As with most libraries, there is no configuration to do, save that the library directory, i.e, /opt/lib or
lfusr/1ocal/libshouldappearin/etc/|d.so.conf sothat ldd canfind the shared libraries. After checking
that thisisthe case, /shin/ldconfig should be run whilelogged inasr oot .

Contents
Installed Programs: Cjpeg, djpeg, jpegtran, rdjpgcom, and wrjpgcom
Installed Library: libjpeg.{ so,a}
Installed Directories: None

Short Descriptions

Cjpeg compresses image files to produce a JPEG/JFIF file on the standard output. Currently
supported input file formats are: PPM (PBMPLUS color format), PGM (PBMPLUS
gray-scale format), BMP, and Targa.

232


http://www.ijg.org/files/jpegsrc.v6b.tar.gz
ftp://ftp.uu.net/graphics/jpeg/jpegsrc.v6b.tar.gz

Beyond Linux® From Scratch - Version 6.3

djpeg decompresses image files from JPEG/JFIF format to either PPM (PBMPLUS color format),
PGM (PBMPLUS gray-scale format), BMP, or Targaformat.

jpegtran is used for lossless transformation of JPEG files.

rdjpgcom displays text comments from within a JPEG file.

wrjpgcom inserts text commentsinto a JPEG file.

I i bj peg. {so, a} libraryisused by many programs for reading and writing JPEG format files.
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libpng-1.2.29

Introduction to libpng
The libpng package contains libraries used by other programs for reading and writing PNG files.

Package Information
» Download (HTTP): http://downloads.sour ceforge.net/libpng/libpng-1.2.29.tar.bz2

Download MD5 sum: f588ch4ee39e3a333604096f937eal57
Download size: 616 KB

Estimated disk space required: 11.5 MB

Estimated build time: 0.3 SBU

Installation of libpng
Install libpng by running the following commands.

./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make install &&
install -v -nv55 -d /usr/share/doc/libpng-1.2.29 &&
install -v -nmb44 README |ibpng-1.2.29.txt \

[ usr/share/doc/libpng-1.2.29

Configuring libpng

Configuration Information

As with most libraries, there is no configuration to do, save that the library directory, i.e, /opt/lib or
lusr/1local/libshouldappearin/etc/| d. so. conf sothatldd canfindthe shared libraries. After checking
that thisisthe case, /shin/ldconfig should be run whilelogged in asr oot .

Contents
Installed Programs: libpng-config and libpng12-config
Installed Libraries: libpng.so and libpng12.{ so,a}
Installed Directory: /usr/include/libpng12 and /usr/share/doc/libpng-1.2.29

Short Descriptions

libpng-config isasymlink to libpngl2-config.
libpngl2-config provides configuration information for libpng.
i bpng.so and |ibpngl2.{so, a} areacollection of routines used to create and manipulate PNG

format graphics files. The PNG format was designed as a
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replacement for GIF and, to a lesser extent, TIFF, with many
improvements and extensions and lack of patent problems.

235



Beyond Linux® From Scratch - Version 6.3

LibTIFF-3.8.2

Introduction to LibTIFF
The LibTIFF package contains the TIFF libraries and associated utilities. The libraries are used by many programs
for reading and writing TIFF files and the utilities are useful for general work with TIFF files.

Package Information

» Download (HTTP): http://libtiff.maptools.org/dI/tiff-3.8.2.tar.gz

» Download (FTP): ftp://ftp.remotesensing.or g/libtiff/tiff-3.8.2.tar.gz
» Download MD5 sum: fbb6f446ea4ed18955e2714934e5h698

* Download size: 1.3 MB

» Estimated disk space required: 18.8 MB

» Estimated build time: 0.5 SBU

LibTIFF Dependencies

Optional
libjpeg-6b, X Window System, and freeglut-2.4.0
Note that if you installed the optional MesaGLUT package with the Mesalib-6.5.2 package during an Xorg7
installation, a GLUT library is already installed and you don't need freeglut.

Installation of LibTIFF

Install LibTIFF by running the following commands:

./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make i nstal l

Contents
Installed Programs: bmp2tiff, fax2ps, fax2tiff, gif2tiff, pal2rgb, ppm2tiff, ras2tiff, rawztiff, rgb2ychbcr,
thumbnail, tiff 2bw, tiff2pdf, tiff2ps, tiff2rgba, tiffcmp, tiffcp, tiffdither, tiffdump, tiffgt,
tiffinfo, tiffmedian, tiffset, and tiffsplit
Installed Libraries: libtiff.{so,a} and libtiffxx.{so,a}
Installed Directory: /usr/share/doc/tiff-3.8.2

Short Descriptions

bmp2tiff converts a Microsoft Windows Device Independent Bitmap image file to a TIFF image.
fax2ps converts a TIFF facsimile to compressed PostScript file.
fax2tiff creates a TIFF Class F fax file from raw fax data.
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gif2tiff
pal2rgb
ppm2tiff
ras2tiff
raw2tiff
rgb2ychcr
thumbnail
tiff2bw
tiff2pdf
tiff2ps
tiff2rgba
tiffcmp
tiffcp
tiffdither
tiffdump
tiffgt
tiffinfo
tiffmedian
tiffset
tiffsplit

libtiff.{so,a}

[ibtiffxx.{so, a}
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creates a TIFF file from a GIF87 format image file.
converts a palette color TIFF imageto afull color image.
creates a TIFF file from a PPM imagefile.

creates a TIFF file from a Sun rasterfile.

converts araw byte sequenceinto TIFF.

converts non-Y CbCr TIFF imagesto Y CbCr TIFF images.
creates a TIFF file with thumbnail images.
convertsacolor TIFF image to grayscale.

converts a TIFF image to a PDF document.

converts a TIFF image to a PostScript file.

converts awide variety of TIFF imagesinto an RGBA TIFF image.
compares two TIFF files.

copies (and possibly converts) a TIFF file.

converts agrayscale image to bilevel using dithering.
prints verbatim information about TIFF files.

displays an image stored in a TIFF filein an X window.
prints information about TIFF files.

applies the median cut algorithm to datain a TIFF file.
sets the value of a TIFF header to a specified value.

splits amulti-image TIFF into single-image TIFF files.

contains the API functions used by the libtiff programs as well as other programs to read

and write TIFF files.

contains the C++ API functions used by programs to read and write TIFF files.
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giflib-4.1.4

Introduction to giflib

The giflib package contains libraries for reading and writing GIFs as well as programs for converting and working
with GIF files. The libraries are useful for any graphics program wishing to deal with GIF files while the programs
are useful for conversion purposes as well as cleaning up images.

Package Information

» Download (HTTP): http://downloads.sour ceforge.net/giflib/giflib-4.1.4.tar.bz2

» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfiles/distfiles/giflib-4.1.4.tar.gz
» Download (HTTP) MD5 sum: 827d338961482a986f39c7f114531636

» Download (HTTP) size: 483 KB

» Download (FTP) MD5 sum: 950943daa71350a558c3edf41c3fOf Of

» Download (FTP) size: 605 KB

» Estimated disk space required: 6.8 MB

» Estimated build time: 0.2 SBU

giflib Dependencies

Optional
X Window System and Utah Raster Toolkit (or URT-3.1b)

Installation of giflib
Install giflib by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make install &&

install -v -n¥55 -d /usr/share/doc/giflib-4.1.4/htm &&

install -v -n644 doc/*.{png, htm} \
[usr/share/doc/giflib-4.1.4/htmM &&

install -v -n644 doc/*.txt \
[usr/share/doc/giflib-4.1.4

Contents
Installed Programs: gif2epsn, gif2ps, gif2rgb, gif2x11, gifasm, gifbg, gifburst, gifclip, gifclrmp, gifcolor,
gifcomb, gifcompose, giffiltr, giffix, gifflip, gifhisto, gifinfo, gifinter, gifinto, gifovly,
gifpos, gifrotat, gifrsize, gifspnge, giftext, gifwedge, icon2gif, raw2gif, rgb2gif, and
text2gif
Installed Library: libgif.{ so0,a}
Installed Directory: lusr/share/doc/giflib-4.1.4
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Short Descriptions

gif2epsn
gif2ps
gif2rgb
gif2x11
gifasm
gifbg
gifburst
gifclip
gifclrmp
gifcolor
gifcomb
gifcompose
giffiltr
giffix
gifflip
gifhisto
gifinfo
gifinter
gifinto
gifovly
gifpos
gifrotat
gifrsize
gifspnge
giftext
gifwedge
icon2gif
raw2gif
rgb2gif
text2gif
l'ibgif.{so, a}
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dumps images saved as GIF files on Epson type printers.

prints GIF files on laser printers supporting PostScript.

converts images saved as GIF to 24-bit RGB images.
displaysimages saved as GIF files under X Window System.
assembles multiple GIFsinto one, or burst a multiple-image GIF.
generates a single-color test pattern GIF.

bursts a GIF image into subrectangles.

clips or crops a GIF image.

modifies GIF image colormaps.

generates color test patterns.

combines two GIF images of exactly the same size into one.
uses giflib tools to compose images.

isatemplate for filtering a GIF sequentially.

clumsily attemptsto fix truncated GIF images.

flipsa GIF image aong the X or Y axis or rotates an image by 90 degrees.
generate a color-frequency histogram from a GIF.
givesinformation about a GIF file.

converts between interlaced and non-interlaced images.

is an end-of -pipe fitting for GIF-processing pipelines.

generates one composite GIF from a multiple-image GIF.
changes a GIF's screen size or reconditionsit.

rotates a GIF through any desired angle.

resizes a GIF by deletion or duplication of bits.

isatemplate for filtering a GIF with in-core operations.

prints (text only) general information about a GIF file.

creates atest GIF image resembling a color monitor test pattern.
is a converter/deconverter to/from an editable text format.
converts raw 8-bit image datainto GIF files.

converts 24 bit images to a GIF image using color quantization.
generates GIF images out of regular text in 8x8 font.

contains API functions required by the giflib programs and any other programs needing library

functionality to read, write and manipulate GIF images.
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little cms-1.16

Introduction to little cms

Thelittle cmslibrary is used by other programs to provide color management facilities.

Package Information

» Download (HTTP): http://mww.littlecms.convlcms-1.16.tar.gz

» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfiles/distfiles/Icms-1.16.tar.gz
» Download MD5 sum: b07b623f3e712373ff 713fb32cf23651

» Download size: 911 KB

» Estimated disk space required: 25 MB

» Estimated build time: 0.5 SBU (includes building the Python module)

Additional Downloads
* Required patch: http://mwww.linuxfromscratch.org/patches/blfs/6.3/Icms-1.16-swig_fixes-1.patch

little cms Dependencies

Optional
LibTIFF-3.8.2, libjpeg-6b, and Python-2.5.2 (with SM G also)

Installation of little cms

Install little cms by running the following commands:

patch -Npl -i ../lcnms-1.16-sw g_fixes-1.patch &
./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make i nstall &&
install -v -n/55 -d /usr/share/doc/lcns-1.16 &&
install -v -nb44 READVE. 1ST doc/* /usr/share/doc/lcns-1.16

Contents
Installed Programs: icc2ps, icclink, icctrans, wtpt and optionally, jpegicc, tiffdiff and tifficc
Installed Libraries: liblcms{so,a} and the optional _lcms.so Python module
Installed Directory: /usr/share/doc/icms-1.16

Short Descriptions

icc2ps generates PostScript CRD or CSA from ICC profiles.
icclink links two or more profilesinto asingle device link profile.
icctrans isacolor space conversion calculator.
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jpegicc isan ICC profile applier for JPEG files.
tifficc isan ICC profile applier for TIFF files.
wtpt shows media white of profiles, identifying black body locus.

I'iblcns.{so,a} isusedbythelcmsprogramsaswell asother programsto provide color management facilities.
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libmng-1.0.9

Introduction to libmng

Thelibmng libraries are used by programs wanting to read and write Multiple-image Network Graphics (MNG) files
which are the animation equivalentsto PNG files.

Package Information
» Download (HTTP): http://downloads.sour ceforge.net/libmng/libmng-1.0.9.tar.gz

» Download MD5 sum: ff1205ef 70855a75c098ea09690413c6
» Download size: 554 KB

» Estimated disk space required: 7.1 MB

» Estimated build time: 0.1 SBU

libmng Dependencies

Required
libjpeg-6b and little cms-1.16

Installation of libmng

Install [ibmng by running the following commands:

cp makefil es/ makefile.linux Makefile &&
make

This package does not come with atest suite.

Now, asther oot user:

make prefix=/usr install &&

install -v -nb44 doc/man/*.3 /usr/share/ man/ man3 &&

install -v -nb44 doc/man/*.5 /usr/share/ man/ man5 &&

install -v -nv55 -d /usr/share/doc/libmg-1.0.9 &&

install -v -nb44 doc/*.{png,txt} /usr/share/doc/libmmg-1.0.9

Command Explanations

cp makefilessmakefile.linux M akefile: There are no autotools shipped with this package. The Linux Makef i | e is
copied to the root of the source tree, facilitating the installation.

install ...: The documentation files are not installed by the installation procedure, so they are copied manually.

Contents
Installed Programs: None
Installed Library: libmng.{ so,a}
Installed Directory: /usr/share/doc/libmng-1.0.9
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Short Descriptions

I i bmg. {so, a} providesfunctionsfor programswishing to read and write MNG fileswhich are animation files
without the patent problems associated with certain other formats.
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FreeType-2.3.7

Introduction to FreeType2
The FreeType2 package contains alibrary to allow applications to properly render TrueType fonts.

Package Information

» Download (HTTP): http://downloads.sour cefor ge.net/freetype/freetype-2.3.7.tar .bz2
» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfil es/distfil es/freetype-2.3.7.tar .bz2
» Download MD5 sum: 8330619481 7ebdeab54133b4232a34aa

* Download size: 1.3 MB

» Estimated disk space required: 28.2 (includes installing additional documentation)

» Estimated build time: 0.4 SBU

Additional Downloads
Additional Documentation

* Download (HTTP): http://downloads.sour cefor ge.net/fr eetype/freetype-doc-2.3.7 .tar .bz2
» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfil es/di stfil es/fr eetype-doc-2.3.7.tar .bz2
* Download MD5 sum: 2bal35e6a126ed86e9b462167511ced8

» Download size: 97 KB

Installation of FreeType2

If you downloaded the additional documentation, unpack it into the source tree using the following command:

tar xf ../freetype-doc-2.3.7.tar.bz2 \
--strip-conponents=2 -C docs

Install FreeType2 by running the following commands:
sed -i -r -e "s:.*(#.*BYTE. *) .*:\1." \
-e 's: *(#.*SUBPI X *) Lo \N1t N
i ncl ude/ freetype/ config/ftoption.h &

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make install &&
install -v -n755 -d /usr/share/doc/freetype-2.3.7 &&
cp -v -R docs/* /usr/share/doc/freetype-2.3.7

Command Explanations

sed-i ... 'S *(#FBYTE.*) *:\1' ... 's. . *(#£*SUBPI X.*) .*:\1:" include/fr eetype/config/ftoption.h: This command
enables the TrueType native bytecode interpreter and LCD optimized rendering features. These options result in
improved rendering of fonts, but may have patent restrictions. Be sure to read http://www.freetype.org/patents.html
before enabling these options.
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Contents
Installed Program: freetype-config
Installed Library: libfreetype.{ so,a}
Installed Directory: /usr/include/freetype2

Short Descriptions

freetype-config
i bf reetype.{so, a}

is used to get FreeType compilation and linking information.
contains functions for rendering various font types, such as TrueType and Typel.
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Fontconfig-2.4.2

Introduction to Fontconfig

The Fontconfig package is alibrary for configuring and customizing font access.

Package Information

» Download (HTTP): http://fontconfig.org/rel ease/fontconfig-2.4.2.tar.gz

» Download (FTP): ftp://ftp.linux.ee/pub/gentoo/distfiles/di stfil es/fontconfig-2.4.2.tar.gz
» Download MD5 sum: f035852f521b54677f 2b5c9e2f6d54a4

* Download size: 1.2 MB

Estimated disk space required: 11.3 MB

Estimated build time: 0.2 SBU

Fontconfig Dependencies

Required
FreeType-2.3.7 and either expat-2.0.1 or libxml2-2.6.31 (requires pkg-config-0.22)

Optional
DocBook-utils-0.6.14

Note

If you have DocBook-utilsinstalled and you removethe- - di sabl e- docs parameter fromthe configure
command below, you must have SGML Spm-1.03ii and JadeTeX-3.13 installed also, or the Fontconfig build
will fail.

Installation of Fontconfig

Install Fontconfig by running the following commands:

./configure --prefix=/usr \

--sysconfdir=/etc --local statedir=/var \

- -di sabl e-docs --wi thout-add-fonts \

--w t h-docdi r=/usr/share/ doc/fontconfig-2.4.2 &&
make

To test the results, issue: make check.
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Now, asther oot user:

make install &&

install -v -nb44 doc/*.3 /usr/share/ man/ man3 &&
install -v -nb44 doc/*.5 /usr/share/ man/ man5 &&
install -v -nv55 \

-d /usr/share/doc/fontconfig-2.4.2/fontconfig-devel &&
install -v -n644 doc/*.{htm , pdf,txt} \
/usr/share/doc/fontconfig-2.4.2 &&
install -v -nb644 doc/fontconfig-devel/* \
[ usr/share/ doc/ fontconfig-2.4.2/fontconfig-devel

Command Explanations

- -1 ocal st at edi r =/ var : This switch places the system font cachefilesin/ var/ cache/ f ont confi g.

- - di sabl e- docs: This switch avoids building the documentation (the release tarball includes pre-generated
documentation).

--w t hout - add- f ont s: Thisswitch disables the automatic search for X Window System fonts which, if found,
may confuse some applications.

--w t h-docdi r=/usr/shar e/ doc/ font confi g- 2. 4. 2: Though this parameter seems counter-intuitive
following the preceding parameter to the configure command, it is used so that if the builder removes the
- - di sabl e- docs parameter, the documentation will be installed in a versioned directory name instead of the
default / usr/ shar e/ doc/ f ont confi g.

Configuring Fontconfig

Config Files

fetc/fonts/*, /etc/fonts/conf.avail/*, and /etc/fonts/conf.d/*

Configuration Information

The main configuration file for Fontconfigis/ et ¢/ f ont s/ f ont s. conf . Generally you do not want to edit this
file. It will alsoread / et ¢/ font s/ | ocal . conf and any filesin/ et c/ f ont s/ conf. d. To put a new font
directory in the configuration, create (or update) the/ et ¢/ f ont s/ | ocal . conf filewith your local information
or add anew filein/ et c/ f ont s/ conf . d. The default location of fonts in Fontconfig is:

» [usr/shareffonts
o ~/fonts

Fontconfig also ships many example configuration filesinthe/ et ¢/ f ont s/ conf . avai | directory. Symlinking
to specificfilesfrom/ et ¢/ f ont s/ conf . d will enablethem. The default setup isgenerally good enough for most
users. See/ et ¢/ f ont s/ conf . avai | / README for adescription of the configuration files.

M oreinformation about configuring Fontconfig can befoundinthe user'smanual infile:///usr/share/doc/fontconfig-2.
4.2/fontconfig-user.html.
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Contents
Installed Programs: fc-cache, fc-cat, fc-list, and fc-match
Installed Library: libfontconfig.{ so,a}
Installed Directories: [etc/fonts, /usr/include/fontconfig, /usr/share/doc/fontconfig-2.4.2 and

Ivar/cache/fontconfig

Short Descriptions

fc-cache is used to create font information caches.

fc-cat is used to read font information caches.

fc-list is used to create font lists.

fc-match is used to match available fonts, or find fonts that match a given pattern.

i bf ont confi g.{so, a} containsfunctions used by the Fontconfig programs and also by other programs to
configure or customize font access.
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libart_Igpl-2.3.19

Introduction to libart_Igpl
Thelibart_Igpl package containsthel i bar t libraries. These are useful for high-performance 2D graphics.

Package Information

» Download (HTTP): http://ftp.gnome.org/pub/gnome/sourced/libart_Igpl/2.3/libart_Igpl-2.3.19.tar.bz2
» Download (FTP): ftp://ftp.gnome.org/pub/gnome/sourced/libart_Igpl/2.3/libart_Igpl-2.3.19.tar.bz2
Download MD5 sum: ac885805d1918026a18b560f4015bc66

Download size: 302 KB

Estimated disk space required: 5.4 MB

Estimated build time: 0.2 SBU

Additional Downloads
* Required patch: http://mwww.linuxfromscratch.org/patches/blfs/6.3/libart_Igpl-2.3.19-upstream_fix-1.patch

Installation of libart_Igpl

Install libart_Igpl by running the following commands:

patch -Npl -i ../libart _Igpl-2.3.19-upstreamfix-1.patch &
./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstal l

Contents
Installed Program: libart2-config
Installed Library: libart_Igpl_2.{so,a}
Installed Directory: /usr/include/libart-2.0

Short Descriptions

libart | gpl_2.{so, a} isusedastheanti-aliasedrender enginefor libgnomecanvasand asagraphicssupport
library for many other packages.
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librsvg-2.16.1

Introduction to librsvg

The librsvg package contains | i br svg libraries and tools used to manipulate, convert and view Scalable Vector
Graphic (SVG) images.

Package Information

» Download (HTTP): http://ftp.gnome.or g/pub/gnome/sour ces/librsvg/2.16/librsvg-2.16.1.tar .bz2
» Download (FTP): ftp://ftp.gnome.or g/pub/gnome/sour ces/librsvg/2.16/librsvg-2.16.1.tar .bz2

» Download MD5 sum: 37e046571097ff7ce77ae6e07f096324

» Download size: 416 KB

Estimated disk space required: 12.1 MB

Estimated build time: 0.4 SBU

librsvg Dependencies

Required
GTK+-2.10.13 and libxml2-2.6.31

Recommended
libcroco-0.6.1 and libgsf-1.14.7

Optional

GNOME Virtua File System-2.18.1, libgnomeprintui-2.18.0, GTK-Doc-1.8, DocBook-utils-0.6.14, and
Python-2.5.2, providing alegacy wrapper interface rsvg for the newer rsvg-convert.

Installation of librsvg

Install librsvg by running the following commands:

./configure --prefix=/usr \
--sysconfdir=/etc \
--di sabl e-nozil |l a-plugin &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstall

Command Explanations

- -di sabl e-nozi | | a- pl ugi n: Thisparameter prevents building the browser plugin asFirefox and SeaM onkey
have built-in SV G render capability and don't need it.

- - di sabl e- gt k- doc: This parameter prevents the rebuilding of documentation during the make command. It
will also prevent the existing documentation in the source tree from being installed.
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Contents

Installed Programs:
Installed Libraries:
Installed Directories;

Short Descriptions
rsvg
rsvg-convert
rsvg-view
Iibrsvg-2.{so, a}
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rsvg, rsvg-convert and rsvg-view
librsvg-2.{ s0,a}, GTK+ modules and optionally aMozilla plugin
/usr/include/librsvg-2 and /usr/share/gtk-doc/html/rsvg

isalegacy wrapper interface to rsvg-convert.

isused to covert SVG imagesinto PNG, JPEG and ICO raster images.
isused to view an SVG filein an X window.

libraries provide the functions to render Scalable Vector Graphics.
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AAlib-1.4rc5

Introduction to AAlib
AAlibisalibrary to render any graphic into ASCII Art.

Package Information

» Download (HTTP): http://downloads.sour cefor ge.net/aa-project/aalib-1.4rc5.tar.gz
Download (FTP): ftp://ftp.ratmir.tver.ru/pub/FreeBsd/ports/distfiles/aalib-1.4rc5.tar.gz
» Download MD5 sum: 9801095c42bbal2edebd1902bcf0a990

» Download size: 388 KB

Estimated disk space required: 6.5 MB

» Estimated build time: 0.15 SBU

AAlib Dependencies

Optional
X Window System, S-Lang-2.1.3, and GPM-1.20.1

Installation of AAlib

Install AAlib by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstal l

Contents
Installed Programs: aafire, aainfo, aalib-config, aasavefont, and aatest
Installed Library: libaa.{ so,a}
Installed Directories: None

Short Descriptions

aafire islittle toy of AAlib, rendering an animated firein ASCII Art.
aainfo provides information for your current settings related to AAlib.
aalib-config provides configuration info for AAlib.

aatest shows the abilities of AAlibin alittle test.

| i baa. {so, a} isacollection of routines to render any graphical input in portable format to ASCII Art. It can
be used through many programs and has a very well documented API, so you can easily put it
into your own programs.
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Imlib2-1.4.0

Introduction to Imlib2

Imlib2 is agraphics library for fast file loading, saving, rendering and manipulation.

Package Information
» Download (HTTP): http://downloads.sour cefor ge.net/enlightenment/imlib2-1.4.0.tar.gz

* Download MD5 sum: 69f7ee996c943142332b4c98597b095¢c
» Download size: 955 KB

 Estimated disk space required: 16 MB

 Estimated build time: 0.4 SBU

Imlib2 Dependencies

Required
FreeType-2.3.7, libpng-1.2.29, and libjpeg-6b

Recommended
X Window System

Optional
LibTIFF-3.8.2, giflib-4.1.4, and libid3tag

Installation of Imlib2

Install Imlib2 by running the following commands:

./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make install &&

install -v -n¥55 -d /usr/share/doc/imib2-1.4.0 &&

install -v -n644 doc/{*.gif,index.htm} \
/usr/share/doc/imib2-1.4.0

Command Explanations
- -W t hout - x: Add this parameter if you do not have an X Window System installed.

Contents
Installed Programs: imlib2_bumpmap, imlib2_colorspace, imlib2-config, imlib2_conv, imlib2_grab,
imlib2_poly, imlib2_show, imlib2_test, and imlib2_view
Installed Libraries: liblmlib2.{so0,a} and various filters and image loader modules.
Installed Directories: lusr/lib/imlib2, /usr/share/doc/imlib2-1.4.0, and /usr/share/imlib2
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Short Descriptions

liblmib2.{so,a} providesthefunctionsfor programsto deal with variousimage dataformats.
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libexif-0.6.16

Introduction to libexif

Thelibexif package containsalibrary for parsing, editing, and saving EXIF data. Most digital cameras produce EXIF
files, which are JPEG files with extratags that contain information about the image. All EXIF tags described in EXIF
standard 2.1 are supported.

Package Information

Download (HTTP): http://downloads.sour cefor ge.net/libexif/libexif-0.6.16.tar.bz2
Download MD5 sum: deee153blded5a944ea05d041d959eca

Download size: 691 KB

Estimated disk space required: 10 MB
Estimated build time: 0.1 SBU

libexif Dependencies

Optional (to Build Documentation)

Doxygen-1.5.2 and Graphviz-2.12

Installation of libexif

Install libexif by running the following commands:

./configure --prefix=/usr \
--wi th-doc-dir=/usr/share/doc/libexif-0.6.16 &&

make

To test the results, issue: make check.

Now, asther oot user:

make i nstal l

Documentation was built and installed if you have the dependencies shown above installed. If you don't have the
dependencies installed, there is a compressed tarball in the source tree doc directory that can be unpacked into
/usr/share/doc/libexif-0.6.16.

Contents
Installed Programs: None
Installed Library: libexif.{ so0,a}
Installed Directory: lusr/include/libexif and /usr/share/doc/libexif-0.6.16

Short Descriptions

i bexif.{so,a} containsfunctionsused for parsing, editing, and saving EXIF data.
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FriBidi-0.10.8

Introduction to FriBidi
The FriBidi packageisan implementation of the Unicode Bidirectional Algorithm (bidi). Thisisuseful for supporting
Arabic and Hebrew aphabetsin other packages.

Package Information

Download (HTTP): http://fribidi.org/download/fribidi-0.10.8.tar.gz

Download MD5 sum: fe6ale370353e330bbe043bb1697d04e

Download size: 619 KB

Estimated disk space required: 5 MB
Estimated build time: 0.2 SBU

Additional Downloads
* Required patch: http://www.linuxfromscratch.or g/patches/blfs/6.3/fribidi-0.10.8-test_fixes-1.patch

Installation of FriBidi

Install FriBidi by running the following commands:

patch -Npl -i ../fribidi-0.10.8-test fixes-1.patch &&
./configure --prefix=/usr &&
make

To test the results, issue: make check.

Now, asther oot user:

make i nstal l

Contents
Installed Programs: fribidi and fribidi-config
Installed Library: libfribidi.{ so,a}
Installed Directory: lusr/include/fribidi

Short Descriptions

fribidi is a command-line interface to the | i bf ri bi di library and can be used to convert a
logical string to visual output.
fribidi-config isused to acquire information about theinstalled | i bf ri bi di library.

[ibfribidi.{so,a} containsfunctionsusedtoimplementthe Unicode Bidirectional Algorithm.
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Poppler-0.5.4

Introduction to Poppler

The Poppler package contains a PDF rendering library and command line tools used to manipulate PDF files. This
isuseful for providing PDF rendering functionality as a shared library.

Package Information

» Download (HTTP): http://poppler.freedesktop.org/poppler-0.5.4.tar.gz

» Download MD5 sum: 053fdfd70533eccelal6353fa945f061

* Download size: 1.0 MB

Estimated disk space required: 49 MB (additional 15 MB to install the encoding data package)
Estimated build time: 1.0 SBU (includes building with all dependencies)

Additional Downloads

* Required patch: http://www.linuxfromscratch.org/patches/blfs/6.3/poppler-0.5.4-security_fixes-2.patch
» Poppler Encoding Data: http://poppler.freedesktop.or g/poppler-data-0.1.tar.gz

The additional package consists of encoding files for use with Poppler. The encoding files are optional and poppler
will automatically read them if they are present. When installed, they enable Poppler to render CIK and Cyrillic

properly.
Poppler Dependencies

Required

pkg-config-0.22 and Fontconfig-2.4.2
Optional
libjpeg-6b, cairo-1.4.14, GTK+-2.10.13, Qt-3.3.8b, and Qt-4.x.X

If you're installing Poppler to support kdegraphics-3.5.9, you will need to have Qt-3.3.8b installed so that the
| i bpoppl er-qt library isbuilt.

Installation of Poppler

A Caution

Poppler will overwrite command-line utilities and man pages previoudly installed by the Xpdf package.
If you prefer to keep the Xpdf versions of these files, pass the - - di sabl e-uti | s parameter to the
configure command below.
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The configure command below includes three parameters which disable various rendering back-ends. Ensure you
remove any of the parameters for which you have the corresponding dependency installed. Install Poppler by running
the following commands:

patch -Npl -i ../poppler-0.5. 4-security fixes-1.patch &&
./lconfigure --prefix=/usr \

--sysconfdir=/etc \

--enable-zlib \

- - di sabl e- cai r o- out put \

- -di sabl e- poppler-glib \

--di sabl e-gtk-test &&
make

This package does not come with atest suite.
Now, asther oot user:

make install &&
install -v -nv55 -d [ usr/ shar e/ doc/ poppl er-0. 5.
install -v -nb44 READVE* /usr/share/ doc/ poppl er-0.5.

4 &&
4

If you downloaded the additional encoding data package, install it by issuing the following command after unpacking
the tarball and changing into the newly-created package source directory (asther oot user):

make prefix=/usr install

Command Explanations

--enabl e-zl i b: This parameter forces the build to link with the system-installed | i bz library to enable
compressed PDF functionality.

- - di sabl e- cai r o- out put : This parameter disables building the cairo graphics backend. Remove this
parameter if you have cairo installed.

--di sabl e-poppler-glib and --di sabl e-gt k-test: These parameters disable building the GLib
wrapper and GTK+ test program. Remove these parameters if you have GTK+-2 installed. Note that if you plan on
building Evince-0.8.3, you must build the GLib wrapper.

Configuring Poppler

Config Files
[etc/ xpdfrc

Contents
Installed Programs: See the X pdf-3.02 program descriptions
Installed Libraries: libpoppler.{so,a}, libpoppler-glib.{ so,a}, libpoppler-qt.{ so,a and
libpoppler-qt4.{ so,a}
Installed Directories: /usr/include/poppler, /usr/share/doc/poppler-0.5.4, /usr/share/gtk-doc/html/poppler
and /usr/share/poppler
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| i bpoppl er-glib.{so, a}
I i bpoppl er-qt.{so, a}
| i bpoppl er-qt4. {so, a}
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contains the API functions to render PDF files.

isawrapper library used to interface the PDF rendering functions with GTK+.
isawrapper library used to interface the PDF rendering functions with Qt.
isawrapper library used to interface the PDF rendering functions with Qt-4.
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Chapter 10. General Utilities

This chapter contains various utilities that do not fit conveniently into other chapters. Programs include a command
line calculator, several utilitiesfor manipulating text and graphics, aprogram to interface with apalm-pilot, aprogram
for entering PIN numbers and pass-phrases, and a hash generator.
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Bc-1.06

Introduction to Bc

The bc package contains an arbitrary precision numeric processing language.

Package Information

» Download (HTTP): http://ftp.gnu.org/gnu/bc/be-1.06.tar.gz

» Download (FTP): ftp://ftp.gnu.org/gnu/bc/be-1.06.tar.gz

» Download MD5 sum: d44b5dddebd8a7a7309aeabc36fdall7

» Download size: 273 KB

 Estimated disk space required: 2.36 MB

» Estimated build time: less than 0.1 SBU (0.2 SBU if running the testsuite)

Installation of B¢

Install bc by running the following commands:

sed -i '/PROTO *readline/d bc/scan.| &&

sed -i "/flex -18/s/8//" configure &%

sed -i '/stdlib/a #i nclude <string.h> |ib/nunber.c &&
sed -i 's/program *save/static &' bc/load.c &&
.Iconfigure --prefix=/usr --with-readline &

make

To test bc, run the commands below. There is quite a bit of output, so you may want to redirect it to afile. There are
avery small percentage of tests (10 of 12,144) that will indicate a roundoff error at the last digit.

echo "quit" | ./bc/bc -1 Test/checklib.b
Now, asther oot user:

make i nstall

Command Explanations
sed -i '/PROTO.*readline/d' bc/scan.l: This command fixes the Readline library call.
sed -i '/flex -18/9/8//' configure: This command fixes the Flex invocation.
sed -i '/stdlib/a #include <string.h>' lib/number.c: This command inserts a missing header.
sed -i 's/program.*save/static & /' bc/load.c: This command fixes a segfault when running bc with bc -I.

--w t h-readl i ne: This option enables Readline support in interactive mode.

Contents
Installed Programs: bc and dc
Installed Libraries: None
Installed Directories; None
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Short Descriptions

bc isacaculator.
dc isareverse-polish calculator.
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Rep-gtk-0.18

Introduction to Rep-gtk

The rep-gtk package contains a Lisp and GTK binding. Thisis useful for extending GTK-2 and GDK libraries with
Lisp. Starting at rep-gtk-0.15, the package contains the bindings to GTK and uses the same instructions. Both can
be installed, if needed.

Package Information

Download (HTTP): http://downl oads.sour cefor ge.net/rep-gtk/rep-gtk-0.18.tar.gz

Download MD5 sum: 220b0d728656472c068e40823f0a3b22
Download size: 152 KB

Estimated disk space required: 7.7 MB

Estimated build time: 0.18 SBU

Additional Downloads
* Required Patch: http://mww.linuxfromscratch.or g/patches/blfs/6.3/rep-gtk-0.18-gtk2.4-1.patch

Rep-gtk Dependencies

Required
libglade-2.6.1 and librep-0.17

Installation of Rep-gtk
Install rep-gtk by running the following commands:

patch -Npl -i ../rep-gtk-0.18-gtk2.4-1.patch &&
./configure --prefix=/usr &&
make

This package does not come with atest suite.

Now, asther oot user:

make i nstall

Contents
Installed Programs: None
Installed Libraries: Lisp bindings
Installed Directory: lusr/lib/rep/i686-pc-linux-gnu/gui/

Short Descriptions

Li sp bindings are libraries stored in /usr/lib/rep/i686-pc-Iinux-gnu/gui/ that assist
communication between Lisp and the GTK libraries.
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Introduction to Compface

Compface provides utilities and a library to convert from/to X-Face format, a 48x48 bitmap format used to carry
thumbnails of email authorsin amail header.

Package Information

» Download (HTTP): http://ftp.xemacs.or g/pub/xemacs/aux/compface-1.5.2.tar.gz

» Download MD5 sum: 62f4f79c0861ad292ba3cf 77b4c48319

* Download size: 47 KB

Estimated disk space required: 520 KB
Estimated build time: Lessthan 0.1 SBU

Installation of Compface

Install Compface by running the following commands:

make

./configure --prefix=/usr &&

This package does not come with atest suite.

Now, asther oot user:

make i nstall &&

install -n¥55 -v xbmxface.pl /usr/bin

Contents

Installed Programs:
Installed Library:
Installed Directories:

Short Descriptions
compface
uncompface

xbm2xface.pl
| i bconpf ace. {so, a}

compface, uncompface and xbm2xface.pl
libcompface{ so,a}
None

isafilter for generating highly compressed representations of 48x48x1 faceimagefiles.
isan inverse filter which performs an inverse transformation with no loss of data.
isascript to generate xfaces.

allows the compression and decompression algorithms to be used in other programs
suchasMTAs.
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ImageMagick-6.3.5-10

Introduction to ImageMagick

ImageMagick is a collection of tools and libraries to read, write, and manipul ate an image in various image formats.
Image processing operations are available from the command line. Bindings to various programming languages are
also available.

Package Information

» Download (HTTP): http://downloads.sour cefor ge.net/imagemagick/| mageMagick-6.3.5-10.tar.bz2

» Download (FTP): ftp://ftp.imagemagick.net/pub/l mageMagi ck/legacy/l mageMagick-6.3.5- 10.tar .bz2
* Download MD5 sum: 0e638f94ab70272a645b4d6ac06201d8

* Download size: 7.5 MB

» Estimated disk space required: 211 MB (additional 75 MB if you run the Image::Magick demo)

» Estimated build time: 4.2 SBU (Additional 1.8 SBU to run the test suite)

The ImageMagick source releases are updated frequently and the version shown above may no longer be available
from the download locations. You can download a more recent version and use the existing BLFS instructions to
install it. Chances arethat it will work just fine, but this has not been tested by the BLFS team. If the package version
shown aboveis not available from the locations shown above, you can download it from the BLFS package server at
http://anduin.linuxfromscratch.or g/sour ces/BLFS/6.3/i/ImageMagick-6.3.5-10.tar .bz2.

ImageMagick Dependencies

Recommended
X Window System

The optional dependencies listed below should be installed if you need support for the specific format or the
conversion tool the dependency provides. Many of the dependencies capabilities and uses are described in the
“MAGICK DELEGATES’ section of the README. t xt filelocated in the source tree. Additional information about
the dependencies can be found inthe | nst al | - uni x. t xt file located in the source tree as well as issuing the
Jconfigure--help command. A summary of thisinformation, aswell as some additional notes can be viewed on-line
at http://mww.imagemagick.or g/script/advanced-unix-installation.php.

Optional System Utilities

pkg-config-0.22, CUPS-1.2.12 or LPRng-3.8.28 (or any other print utility that provides an Ipr command), dcraw,
Dmalloc, Electric Fence, PGP or GnuPG-1.4.7 or GnuPG-2.0.8 (you'll have to do some hacking to use GnuPG),
SANE-1.0.18, and Wget-1.10.2

Optional Graphics Libraries

corefonts, FlashPIX (or FlashPIX library), FreeType-2.3.7, Jasper, JBIG-KIT, little cms-1.16, libexif-0.6.16,
libjpeg-6b, libpng-1.2.29, librsvg-2.16.1, LibTIFF-3.8.2, libxml2-2.6.31, DjVuLibre, and RALCGM (or
RALCGM-3.50)

Optional Graphics Utilities

ESP Ghostscript-8.15.4 or AFPL Ghostscript-8.53, GhostPCL, GIMP-2.2.17, Gnuplot, Graphviz-2.12, POV-Ray, and
Radiance

265


http://downloads.sourceforge.net/imagemagick/ImageMagick-6.3.5-10.tar.bz2
ftp://ftp.imagemagick.net/pub/ImageMagick/legacy/ImageMagick-6.3.5-10.tar.bz2
http://anduin.linuxfromscratch.org/sources/BLFS/6.3/i/ImageMagick-6.3.5-10.tar.bz2
http://www.imagemagick.org/script/advanced-unix-installation.php
http://www.mcmurchy.com/dcraw/dcraw-8.77.tar.gz
http://dmalloc.com/
http://perens.com/FreeSoftware/
http://www.gsp.com/support/virtual/email/pgp/
http://corefonts.sourceforge.net/
http://www.i3a.org/i_flashpix.html
ftp://ftp.imagemagick.org/pub/ImageMagick/delegates/libfpx-1.2.0.13.tar.bz2
http://www.ece.uvic.ca/~mdadams/jasper/
http://www.cl.cam.ac.uk/~mgk25/jbigkit/
http://djvu.sourceforge.net/
http://www.agocg.ac.uk/train/cgm/ralcgm.htm
http://www.mcmurchy.com/ralcgm/ralcgm-3.50.tar.gz
http://www.artifex.com/downloads/
http://www.gnuplot.info/
http://www.povray.org/
http://radsite.lbl.gov/radiance/HOME.html

Beyond Linux® From Scratch - Version 6.3

Optional Conversion Tools

AutoTrace, Enscript-1.6.4, hp2xx, html2ps, libwmf, MPEG-2 Video Codec, Netpbm, teTeX-3.0, Transfig, txt2html
(requires Module::Build-0.2808 and Perl Module Getopt::ArgvFile), and Utah Raster Toolkit (or URT-3.1b)

Installation of ImageMagick
Install Imagemagick by running the following commands:

sed -i -e "s/\xc2\xae/\\\[rg\]/g" \

-e "s/B..."e./Be/" utilities/|ImgeMagick.1l.in &&
./configure --prefix=/usr --wth-nodul es &
make

To test the results, issue: make check. Note that some of the tests may fail due to system and/or build parameter
Settings.

Now, asther oot user:

make i nstall

Command Explanations

sed -i -e"..." -e" ..." : One man pageisinstalled with character encoding not displayable using the Man-db package.
This command changes the offending bytes to characters man can properly display.

--w t h- nodul es: Enables support for dynamically loadable modules.
--wi th-gslib=/usr/Iib:Enablessupport to use the Ghostscript shared library.
--w t h- f px: Enables support to use the FlashPix library.

--w t h-wi ndows- f ont - di r=<Sone/ Di r ect or y>: This option specifies the directory where the Windows
CoreFonts are installed.

The options and parameters listed above are the only ones you should have to pass to the configur e script to activate
al the delegate dependencies. All other dependencies will be automatically detected and utilized in the build if they
areinstalled.

Contents
Installed Programs: animate, compare, composite, conjure, convert, display, identify, import,
Magick-config, Magick++-config, mogrify, montage, stream, and Wand-config
Installed Libraries: libMagick.{so0,a}, libMagick++.{so,a}, libWand.{so0,a}, the Magick.so Perl module,
and numerous plugin modules
Installed Directories: /usr/include/M agick++, /usr/include/magick, /usr/include/wand,

Jusr/lib/ImageM agick-6.3.5,

lusr/lib/perlS